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1. What is the problem?  

To explore, identify, illustrate and outline a series of Dark Pattern case study examples to expand and outline the most harmful deceptive patterns in industries. These case studies will contribute to a collective ‘zine of deceptive patterns.

Dark patterns are user interface design choices that benefit an online service by coercing, steering, or deceiving users into making unintended and potentially harmful decisions. (Mathur et al)


2. Why is it important?  

	Dark patterns can be traced to:

· Interference with democratic processes to control supporters to donate cash and 
mobilize voters.
· Financial scams: Consumers may pay for more things than they should in retail. 
· Online harassment: when public location data is maliciously used to target people. 
· Barriers to healthcare when apps divulge sensitive personal information.

	Identifying the range of dark patterns and developing a common typology can lead to a 
better informed public, advocacy, and potential policy change. 

3. What data and other resources can you provide?  
	
	Title
	Source

	Dark Patterns at Scale: Findings from a Crawl of 11K Shopping Websites
	Princeton CITP

	darkpatterns.org
	Harry Brignull

	UXP Dark Patterns
	Purdue University

	Dark Pattern Games
	DarkPattern.games

	Dark patterns in the design of games. 
	DePaul University, Gothenburg University, UCSB

	Malicious Interface Design: Exploiting the User. 
	West Point University

	 The Dark (Patterns) Side of UX Design. 
	Purdue University

	Shaping Choices in the Digital World.
	The Commission nationale de l'informatique

	Reddit's r/assholedesign
	Reddit

	Reddit's r/darkpatterns
	Reddit

	Dark Pattern Hall of Shame (a Twitter feed)
	Twitter, Darkpatterns.org

	More dark pattern literature here: 
	https://airtable.com/shrb88ArRIgEIb8Dz/tblXgQTTipdsp7V8L 



4. How is success defined?  

	The overall project is creating a ‘zine that can be shared with the public, researchers, designers, and policy makers. Success will include the identification and creation of several case studies, each of which includes:
CORE COMPONENTS
· Name of pattern: Blind bundling
· Description of pattern: Instead of itemizing fees, the company bundles fees together. This UI element has been consistently found on delivery apps like Doordash, Grubhub, Postmates and UberEats
· Tech product or service: Gig economy (food delivery, rideshare)
· Human-facing harm: Lack of transparency and knowledge of where consumer $ is being spent. Companies can take advantage of consumers (drivers, and restaurants) by bundling these fees. 
· Solution [categorical ideas]: 
· UX Design: Redesign a wireframe for how these companies *should* design for greater fee transparency while balancing not overwhelming the user. 
· Advocacy: DC Attorney General sued Instacart for deceptive consumer fees — work with them to do a follow up campaign, working with multiple nonprofits and economic advocacy organizations. 
· Technical: Explore methods for detecting and disarming the deception
· Image: [Illustration, sketch, screenshot - ]
There is a wide range of domains in which research can be conducted, including, but not limited to:
· Video games
· Political marketing
· Marketplace / Retail
· Gig economy (food delivery, rideshare)
· Social connection (dating apps, social media apps)
· Internet browsers
· Children’s apps
· Education tech
· Government services (voting ballots, uninsurance)
· Required services (credit score apps, auto insurance)
· Smart things / Internet of Things (speakers, doorbells)
· Healthcare apps


