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Abstract

The explosive progress in networking, storage, and proceéeshnologies has resulted in
an unprecedented volume of digital information requiriegl#time processing [ABB03,
BBD*02]. However in concert with this dramatic and escalatimgease in digital data and
its real-time processing, concerns about privacy of peisioformation emerged globally
[Ec099, Tim97]. The ease at which data can be collected aatioatly, stored in databases
and queried efficiently over the internet has paradoxicatlysened the privacy situation,
and has raised numerous ethical and legal concerns [BusRQ9€; Wes98]. Problems
arising from private data falling into malicious hands i identity theft, stalking on the
web, spam, etc. In the digital age, large amounts of confialdnformation are accessible
to hackers or insiders. Safeguards to protect the privamydofiduals, and security of soci-
ety are becoming crucial for the effective functioning o thternet. Privacy enforcement
today is being handled primarily through legislation [sBlDes, HIP, GLB]. We aim to
provide technological solutions to achieve a tradeoff leetwvdata privacy and data utility.

We focus on three problems in the area of database privatysithesis.

The first problem is that of data sanitization before pubioca There are two main rea-
sons for data sanitization before publication. Publisiheglth and financial information
for research purposes requires the data be anonymized tsthéhprivacy of individuals
in the database is protected. This anonymized informateéonke used as is or can be
combined with another (anonymized) dataset for analyseseXplore both these scenarios
in this thesis. Another reason for sanitization is to give tfata to an out-sourced soft-
ware developer for software development without the ourced data handler learning
information about its client. We briefly explain such a taothis thesis.



The second part of the thesis is auditing query logs for pyiv&iven certairforbid-
den viewsof a database that must be kept confidential, a batch of SQtieguthat were
posed over this database, and a definitiosugpiciousnessletermine whether the batch
of queries is suspicious with respect to the forbidden views

The third part of the thesis deals with distributed architees for data privacy. The
advent of databases as an out-sourced service has resufigdacy concerns on the part
of the client storing data with third party database serpi@iders. Previous approaches
to enabling such a service have been based on data encry#ising a large overhead in
guery processing. A distributed architecture for secutaluise services was proposed as
a solution to this problem. In this thesis we provide an atgors for partitioning columns
for these distributed architectures.
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Chapter 1
Introduction

Over the last twenty years, there has been a tremendoustgiowtie amount of private
data collected about individuals that can be collected awadlyaed. This data comes from
a variety of sources including medical, financial, libragfephone, and shopping records.
With the rapid growth in database, networking, and compguichnologies, such data can
be integrated and analyzed digitally. On the one hand, @ssléd to the development of
data mining tools that aim to infer useful trends from thisadaBut, on the other hand,
easy access to personal data poses a threat to individuatyriln this thesis, we provide
models and algorithms for protecting the privacy of indiadk in such large data sets while
still allowing users to mine useful trends and statistics.

1.1 Sanitizing data for Privacy

The first problem is that of data sanitization before pubitca There are two main reasons
for data sanitization before publication. Publishing teahd financial information for re-
search purposes requires the data be anonymized so thaivtheyof individuals in the
database is protected. This anonymized information carseé as is or can be combined
with another (anonymized) dataset for analysis. We expboté these scenarios in this
thesis. Another reason for sanitization is to give the datntout-sourced software devel-
oper for software development without the out-sourced Hataller learning information
about its client. We briefly explain such a tool in this thesis
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1.1.1 Privacy Preserving OLAP

Publishing health, financial, personal information regsithe data be anonymized so that
the privacy of individuals in the database is protected sTimfiormation can be combined
with another (anonymized) dataset for analysis. We exptuseunder Privacy Preserving
OLAP in Chapter 2 in this Thesis. We present techniques feapy-preserving computa-
tion of multidimensional aggregates on data partitiongdgsmultiple clients. Data from
different clients is perturbed (randomized) in order tosprge privacy before it is inte-
grated at the server. We develop formal notions of privadgioled from data perturbation
and show that our perturbation provides guarantees againstcy breaches.We develop
and analyze algorithms for reconstructing counts of sueswver perturbed data. We also
evaluate the tradeoff between privacy guarantees andstoction accuracy and show the
practicality of our approach.

1.1.2 Clustering for Anonymity

Publishing data for analysis from a table containing peasoecords, while maintaining
individual privacy, is a problem of increasing importanoday. The traditional approach
of de-identifying records is to remove identifying fieldschuas social security number,
name etc. However, recent research has shown that a lagjeffraf the US population
can be identified using non-key attributes (called quasivifiers) such as date of birth,
gender, and zip code [Swe00]. Sweeney [Swe02b] proposek-#monymity model for
privacy where non-key attributes that leak information suppressed or generalized so
that, for every record in the modified table, there are attleas 1 other records having
exactly the same values for quasi-identifiers. We proposanamethod for anonymizing
data records, where quasi-identifiers of data records aedustered and then cluster
centers are published. To ensure privacy of the data recarelsSmpose the constraint
that each cluster must contain no fewer than a pre-specitietbar of data records. This
technique is more general since we have a much larger choicguster centers thai+
Anonymity. In many cases, it lets us release a lot more in&tiom without compromising
privacy. We also provide constant-factor approximatiagoathms to come up with such
a clustering. This is the first set of algorithms for the amoraation problem where the
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performance is independent of the anonymity parametéte further observe that a few
outlier points can significantly increase the cost of anozgtion. Hence, we extend our
algorithms to allow ar¥ fraction of points to remain unclusterecde., deleted from the
anonymized publication. Thus, by not releasing a smaltifvacof the database records,
we can ensure that the data published for analysis has Is&stitin and hence is more
useful. Our approximation algorithms for new clusteringeshives are of independent
interest and could be applicable in other clustering scesas well.

1.1.3 Probabilistic Anonymity

In this age of globalization, organizations need to pubtisdir micro-data owing to legal
directives or share it with business associates in ord@&rmain competitive. This puts per-
sonal privacy at risk. To surmount this risk, attributed ttiearly identify individuals, such
asName Social Security Number , Driving License Number , are gener-
ally removed or replaced by random values. But this may narmeigh because such de-
identified databases can sometimes be joined with otherquldtiabases on attributes such
asGender , Date of Birth , andZipcode to re-identify individuals who were sup-
posed to remain anonymous. In literature, such an idelgéking attribute combination
is called as a quasi-identifier. It is always critical to béeato recognize quasi-identifiers
and to apply to them appropriate protective measures tgatéithe identity disclosure risk
posed by join attacks.

In Chapter 4, we start out by providing the first formal chéggezation and a practical
technique to identify quasi-identifiers. We show an inteéngsconnection between whether
a set of columns forms a quasi-identifier and the number dindtsvalues assumed by
the combination of the columns. We then use this charaet@éiz to come up with a
probabilistic notion of anonymity. Again we show an intéheg connection between the
number of distinct values taken by a combination of colunmd the anonymity it can
offer. This allows us to find an ideal amount of generalizatotw suppression to apply
to different columns in order to achieve probabilistic ayroity. We work through many
examples and show that our analysis can be used to make ahprdlilatabase conform
to privacy acts like HIPAA. In order to achieve the probatit anonymity, we observe
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that one needs to solve multipledimensionak-anonymity problems. We propose many
efficient and scalable algorithms for achievihglimensional anonymity. Our algorithms
are optimal in a sense that they minimally distort data atelmenuch of its utility.

1.1.4 A Tool for Data Privacy: Masketeer

Major countries like the U.S., Japan, Canada, AustraliaBddave come up with strict
data distribution laws which demand their organizationsiplement proper data security
measures that respect personal privacy and prohibit dieséion of raw data outside the
country.

Since companies are not able to provide real data, they ot to completely ran-
dom data. It is obvious that such a data would offer completagy, but would have very
low utility. This has serious implications for IT servicesnaspanies since application de-
velopment and testing environments rely on realistic tat tb verify that the applications
provide the functionality and reliability they were desggito deliver. It is always desirable
that the test data isimilar to, if not the same as, the production data. Hence, deploying
proven tools that make de-identifying production data gamaningful and cost-effective
is essential.

Data masking methods came into existence to permit theregfi use of data and
avoid misuse. In Chapter 5, we consider various such teabsitp be able to come up
with a comprehensive solution for data privacy requirerseilte present the data mask-
ing product MASKETEER" (developed at TCS) which implements these techniques for
providing maximum privacy for data while maintaining goadity.

1.2 Auditing

The second part of the thesis deals with algorithms to awdityglogs for privacy in Chap-
ter 6.

We study the problem of auditing a batch of SQL queries: Goetainforbidden views
of a database that must be kept confidential, a batch of SQtieguat were posed over
this database, and a definition sidispiciousnessletermine whether the batch of queries
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is suspicious with respect to the forbidden views. In thipggawe define two differ-
ent notions of suspiciousness semantic suspiciousnesorresponding to the definition
introduced in [ABF 04], where the problem was studied for a single SQL queryan is
lation and (2) a database instance-independent noti@yrtactic suspiciousnesgor a
given database instance we provide a polynomial time dlgarfor detecting if a batch of
select-project-join queries is semantically suspiciolisis algorithm requires actual exe-
cution of the queries against the database. Since syntapiciousness of a query batch
is independent of the underlying database instance, it maysnore desirable. However
we show that it is in fact NP-hard to achieve even when weiotsturselves to the class
of conjunctive queries. We therefore weaken the notion otagtic suspiciousness and
present a polynomial time algorithm for auditing a batchafjanctive SQL queries under
this weaker definition. Finally, we provide a synthesis afergt research in the areas of
guery auditing and access control and illustrate the miatiip between the notions of per-
fect privacy studied in [MS04, MGO06], semantic and syntastispiciousness introduced
here, as well as the notion of unconditional validity of amyuatroduced in database access
control literature [Mot89, RS00, RS01, RSD99, RMSR04].

1.3 Distributed Architectures for Privacy

The final part of the thesis deals with distributed architezs to store private information
at a database server. Data is distributed at multiple sitdbat a hacker or insider hav-
ing access to a single site is unable to compromise the primédrmation stored in the
database.

Recent trends towards database outsourcing, as well agroenand laws governing
data privacy, have led to great interest in enabling secatabdse services. Previous ap-
proaches to enabling such a service have been based on datpteEm, causing a large
overhead in query processing. We propose a new, distrilartgddtecture that allows an
organization to outsource its data managememivtuntrusted servers while preserving
data privacy. We show how the presence of two servers eneffleent partitioning of
data so that the contents at any one server are guarantetm breach data privacy. We
show how to optimize and execute queries in this architectmd discuss new challenges
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that emerge in designing the database schema.
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Chapter 2
Privacy Preserving OLAP

The results in this Chapter appear in [ASTO5].

2.1 Introduction

On-line analytical processing (OLAP) is a key technology#yed in business-intelligence
systems. The computation of multidimensional aggregatteei essence of on-line analyt-
ical processing. We present techniques for computing gioignsional count aggregates
in a privacy-preserving way.

We consider a setting in which client§, C5, ... C,, are connected to a servér The
server has a tabl&(A,, A, ..., A,,), where each columna; comes from a numeric do-
main. Each clien€; contributes a row;(a;,, a;,, . . ., a;, ) toT. The server runs aggregate
gueries of the form

select count( =) from T
where P; and P, ... and P;.

Here P;, is a range predicate of the form < A, < a;,, denoted as\;, [a;,, as,|. We
use countf;, A Pj, ... A P;) to succinctly represent the above aggregate query.

We take the randomization approach to preserving privaleg.tasic idea is that every
client C; perturbs its rowr; before sending it to the servét. The randomness used in
perturbing the values ensures information-theoretic l@wel privacy. Figure 2.1 gives the
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Estimated answer Cg: Aggregate query
on original table T on original table T

ZF 47

Reconstruction Translation
Module Module

A1,A2,A3,...An
. Qly Q2' QSYQ Queries on
Answers On perturbed table *

perturbed table T

Perturbed Table T

Figure 2.1:Privacy preserving computation of multidimensional coamgregates.

schematic of our approacly runs queries on the resultant perturbed talfleThe query
meant for the original tabl@ is translated into a set of queries on the perturbed tahle
The answers to these queries are then reconstructed to tiaiesult to the original query
with bounded error. We show that our techniques are saf@sigaiivacy breaches.

The perturbation algorithm is publicly known; the actualdam numbers used in the
perturbation, however, are hidden. To allow clients to apeemdependently, we use local
perturbations so that the perturbed value of a data elenegeatls only on its initial value
and not on those of the other data elements. Different caduaira row are perturbed
independently. We useetention replacemergchemes where an element is decided to
be retained with probability or replaced with an element selected from a probability
distribution function (p.d.f.) on the domain of elements.

The proposed techniques can also be used for database itablgch some of the
columns are categorical. They are also applicable in thingstin which the database
tables are partitioned horizontally or vertically. The amgzation of the rest of the paper
is as follows. We start off with a discussion of related wankSection 2.2. Section 2.3
formally defines the retention replacement perturbatioectiSn 2.4 presents the recon-
struction algorithms. Section 2.5 presents the guararigaisst privacy breaches offered
by our techniques. In Section 2.6, we discuss how our teciesigan be extended to cat-
egorical data. We also discuss some additional perturb&tichniques and describe how
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our techniques can be used in data mining by showing how td budecision tree classi-
fier. Section 2.7 presents an empirical evaluation of ounrtegies. We conclude with a
summary and directions for future work in Section 2.8. Theofs of our results have been
collected in the Appendix.

2.2 Related Work

The techniques for preserving privacy while answeringstiaal queries developed in the
statistical database literature can be classifiedqugry restrictioninput perturbatiorand
output perturbatiofAW89]. Both query restriction and output perturbation applicable
when the entire original unperturbed data is available imgls central repository, which
is not true in our setting, where clients randomize theilmdagfore providing it to the
server. Our scenario fits in the framework of input pertudrgtwhere the goal is to create
a version of the database that can be publicly releaseddengus data), yet the individual
rows should not be recoverable. Local perturbation for glsisolumn has been studied
in [War65]. However most previous work (e.g., [Jr.]) assuime during perturbation the
entire database is available at a single site, while we redacal perturbations at each
client.

The use of local perturbation techniques to preserve privafdndividual rows while
allowing the computation of data mining models at the agagedevel was proposed
in [ASO00]. They used an additive perturbation techniquewimch a random perturba-
tion is added to the original value of the row, where the pédtion is picked from another
probability distribution function (e.g. Gaussian). Thépwed that it was possible to build
accurate decision tree classification models on the pextidliata.

However, it is difficult to provide guarantees against privareaches when using ad-
ditive perturbation. For instance, if we add a Gaussianoandariable with a mean 0 and
variance 20 to age, and for a specific row the randomized \fsppens to be-60, one
can estimate with high confidence that the original valuegef was (say) less than 20.
Additive schemes are also restricted to numeric data. lyjiae algorithms in [AS00] re-
construct each column independently. Since OLAP requuesigs over multiple columns,
it is essential to be able to reconstruct them together.
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The problem of privacy-preserving association-rule ngnives studied in [EGS03,
RHO02]. The randomization schemes used in these works aitasitm the retention re-
placement schemes we consider. However these studiestietesl to boolean data.

Formal definitions of privacy breaches were proposed in [@8,Sand an alternate ap-
proach to defining privacy guarantees was proposed in [COBJl We adapt the definitions
from [EGSO03] to allow more accurate reconstruction whilé gtoviding strong privacy
guarantees. As our notion of privacy encompasses multglelated columns over verti-
cally partitioned tables, it extends to privacy breachedl¢d disclosure risk) considering
row linkage, studied in statistical disclosure control noets and [FTO03].

There has been recent work [WJW, WWJO04] to specify authtbozand control infer-
ences for OLAP data cubes. However the model assumes thdatheesides at a single
server, unlike our problem, where private data is integréitem multiple clients.

Another related area is that eécure multiparty computatiq@MW87, Yao86], that
allows any function, whose inputs are shared between nhittlgnts to be evaluated, such
that nothing other than the result is revealed. Since thergéprotocols are expensive,
efficient protocols have been proposed for specific datahadedata mining operations,
e.g. [AESO03, CKLF03, FNP04, HFH99, LP00]. However, these protocols are desig
for a small number of clients.

2.3 Data Perturbation

A single record of the table is referred to asoav, while an attribute is referred to as
a column A single column from a single row is the granularity of pep@tion and is
referred to as data element

Definition 2.1 Perturbation Algorithm: A perturbation algorithna is a randomized al-
gorithm that given a tabld’ creates a tablel” having the same number of rows and
columns.

We will denote the unperturbed table Bsand the perturbed table 5. The perturbation
algorithm is public. However, the actual random numbersl iseit are hidden.
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Lett,; andt;j denote the value of the element in tierow of thej** column in tables
T andT’ respectively. The perturbation algorithm is said tddumel if t;j depends only on
ti;, while it is said to beglobalif t;j depends on other elements in ¢ column of 7.

Let D; denote the domain of elements in tfi& column of 7. D; is said to be continu-
ous for numeric columns, and discrete for categorical cokirfror the class of perturbation
algorithms we study, for every column being perturbed, vepiire the perturbation algo-
rithm to select a fixed probability density function (p.pldn the column’s domain. For the
j™ column we call this p.d.f. theeplacing p.d.f.on D;. Both D; as well as the replacing
p.d.f. onD; are public.

Definition 2.2 Retention Replacement Perturbation: Retention replacemeipierturba-
tion is a perturbation algorithm, where each element in ooty is retained with probabil-

ity p,;, and with probability(1 — p;) replaced with an element selected from the replacing
p.d.f. onD;. Thatis,

|} ti with probabilityp;
| element from replacing p.d.f. ai; with probability (19,).

If column j of the table can be revealed without perturbation weset 1.

Retention replacement perturbation, where the replacidg. ps the uniform p.d.f. is
called uniform perturbation We assume that each column of the tablehas been per-
turbed independently using uniform perturbation. In Sstf.6.2, we show that uniform
perturbation provides better privacy guarantees for raeats. Other alternatives and com-
parisons are also given in the same section.

2.4 Reconstruction

An aggregate function on the original tabllé must be reconstructed by accessing the
perturbed tabld”. The accuracy of the reconstruction algorithm is formalibelow by
the notion of approximate probabilistic reconstructayili

Definition 2.3 Reconstructible Function: Given aperturbationn converting tablel” to
T', a numeric functiory on T is said to be(n, €, §) reconstructible by a functiotf’, if f'
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can be evaluated on the perturbed talBleso that| ' — f| < max(e, ef) with probability
greater than(1 — §) whenever the tablé’ has more tham rows. The probability is over
the random choices made hy

For boolean functions(n, §) reconstructability needg and /' to agree exactly with
probability greater thafil — ¢).

Referring to Figure 2.1, to answer the aggregate quenyt(P, A P, A\ ... P;) onk
columns of the original tabld], a set of2* queriescount(P, A Py A ... Py), count(—=Py A
PyA.. Py, count(PyAN=PyA. .. Py), count(—Py A=Py A...Pg)...count(—=Py A= Py A

..—P,) are generated. These queries are evaluated on the pertabbefl’ . The answers
onT are reconstructed into estimated answers for the sameegumni’, which include
the answer to the original query.

Without loss of generality, assume that the predicatesmayeaver perturbed columns.
We present reconstruction algorithms for numeric columisese algorithms can be ex-
tended to categorical columns too as shown in Section 2.6.

2.4.1 Reconstructing Single Column Aggregates

Consider the uniform retention replacement perturbatidh vetention probabilityp ap-
plied on a database with rows and a single columid;, with domain|min, max]. Con-
sider the predicat® = C[low, high]. Given the perturbed tabl€’, we show how to
estimate an answer to the quepynt(P) onT.

Let tablesT’, T" each have: rows. Letn, = count(P) evaluated on tabl@’, while
n, = count(P) estimated for tablg". Givenn, we estimate:, as

Ny = %(m —n(l—p)b) , where b= %.

The intuition is that out of the: rows in tableT’, the expected number of rows that get
perturbed isw(1 — p). For uniform perturbation, & fraction of these rows, i.en(1 —
p)b rows, will be expected to lie within thBow, high] range. The total number of rows
observed in rangfow, high] in T', n,, can be seen as the sum of those rows that were
decided to be perturbed infow, high| (from outside, or perturbed and retained within
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the interval) and those rows that were unperturbed in trggrai interval. Subtracting the
n(1 —p)b perturbed rows from,., we get an estimate for the number of unperturbed rows,
with values inflow, high] in T'. This is scaled up by/p to get the total number of original
rows inT'in [low, high], as only g fraction of rows were retained.

The fractionf of rows originally in[low, high] is therefore estimated as

fne_m (1 —p)(high — low)

n o pn p(max — min)

Not only is the above estimator a Maximum Likelihood EstiondMLE) as shown in

Section 2.4.2, it reconstructs an approximate answer vigiin probability.
Theorem 2.4.1 Let the fraction of rows iflow, high| in the original tablef be estimated

by f', thenf" is a(n, ¢, ) estimator forf if n > 4log(2)(pe) 2.

Proof: Let Y; be the indicator variable for the event that terow (1 < i < n) is
perturbed and the perturbed value falls witfino, high]. Y; arei.i.d. withPr[Y; = 1] =

(1 —p)b = q (say),Pr[Y; = 0] = 1 — ¢q. Let X, be the indicator variable for the event
that thei®” row is not perturbed and it falls withifiow, high]. Once againX; are i.i.d.
with Pr(X; = 1] = pf = r (say),Pr[X; = 0] = 1 — r. Let Z; be the indicator variable
for the event that thé” randomized row falls iflow, high]. We haveZ; = X; +Y;, and
Pr(Z;=1] = q+r =t (say),andPr[Z; =0 = 1—t. LetZ = """ | Z; = n,, the number
of randomized values in randg®w, high|. SinceZ,;’s are independent Bernoulli random
variables) <t < 1andn > 410g(§)(pe)—2 x t, applying Chernoff bounds[Che52] we get

62
Pr[|Z — nt| > ntf] < 90 <5 for 0= ]%

Thus with probability> 1 — ¢, we have—npe < Z — nt = n, —n(pf + (1 — p)b) < npe,
which implies

n, (1 —p)(high —low)

. < f+e
pn p(max — min)

f—e<

Hence|f — f'| < e with probability> 1 — 6.
O
We now formalize the above reconstruction procedure. Tdrsélization provides the
basis for the reconstruction of multiple columns in Secfioh?2.
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Let vectory = [yo, y1] = [count(=P), count(P)] be the answers on tablg, and let
vectorz = [zg, z1] = [count(—P), count(P)| denote the estimates for tatile Letb be
defined as before and = 1 — b. As only tableT” is availablez is estimated using the
constraintc A = y, which gives the estimatar = yA~!. HereA is the following transition
matrix

(I-pla+p (L—p)b

(1-pa (1—pb+p |

The element in the first row and first column &f aqy = (1 — p)a + p is the probability
that an element originally satisfyingP in T after perturbation satisfiesP in 7". This
probability was calculated as the sum of the probabilitieisvo disjoint events. The first
being that the element is retained, which occurs with proialp. The second being that
the element is perturbed and after perturbation satisfigswvhich together has probability
(1 — p)a. The elementy, is the probability that an element satisfyinrg® in 7" after
perturbation satisfie® in 7'. The element, is the probability that an element satisfying
P in T after perturbation satisfiesP in T'. The elementy; is the probability that an
element satisfying® in T after perturbation satisfieB in 7". Their values were similarly
derived.

If y = [n —n,,n,] andz = [n — n,,n,|, the solution to the equation below gives the
same estimator as derived earlier:

{n_n . ][(1—p)a+p (1—=p)b
o (1-pa (Q—pb+p

-

2.4.2 Reconstructing Multiple Column Aggregates

Assume now that the uniform retention replacement pertimbavith retention probability
p, has been applied to each bfcolumns of a table]’. Consider the aggregate query
count(Py A Py A\ ...P;) on tableT'. In practicek is small.

We create & x 2 matrix, R, with £ rows and 2 columns, having 1 row for each query
column. R; ; gives the probability that a number randomly selected floaréplacing p.d.f.
for column: will satisfy predicateP;, while R, is the probability of the complementary
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Query Estimated orf” | Evaluated orl”
count(=Py A —Py) To Yo
count(—Py A\ Py) T Y1
count(Py N\ —Py) To Y2
count(Py N\ Py) T3 Y3

Figure 2.2: Answering quersount(P; A Ps)

event, that a number selected from the replacing p.d.f.satisfy—P;.

Take for instance the query, Q=count(age[30-4Shlary[50k-120k\ house-rent[700-
1400]) with the domains for age, salary and house-rent bf@ig0], [25k-200k], [500-
2500]. ThenR will be [[0.85,0.15],[0.6,0.4], [0.65, 0.35]], since the first column being
age[30-45] impliesk; ; = (45 — 30)/(100 — 0) = 0.15, while R1 o = 1 — 0.15 = 0.85,
etc.

As stated earlier, to answer the quesyint(P,AP; . . . P), we aske* aggregate queries
on the perturbed tabld;. The2* answers on perturbed tatilé are converted into esti-
mated answers to the€é aggregate queries on the original table T, which includes th
estimated answer to the original query.

Lety be a row vector of size* that has the answers to the above queries on perturbed
table7”, and letz be a row vector of size* that has the reconstructed estimated answers
to the queries on original tablE. We order the answers to tRé queries in vectors, y
using the bit representation of the vector index as shownguarg 2.2. Let))(r, 1) denote
the predicatef,) on thert” column of queryR, andQ(r, 0) its negation ¢ P,). Letbit(i, r)
denote the'™ bit from the left in the binary representation of the numbesing k bits.
Then,

x; = count(AF_,Q(r,bit(i,r))) in T, for0 <i < 2~ —1;
y; = count(AF_,Q(r, bit(i,r)))in T, for0 < i < 2F — 1,

For example, for the queryount(age[30-45]A salary[50k-120k]A house-rent[700-
1400]), y[610] = y[110s] = count(age[30-45]A salary[50k-120k]\ — house-rerft00 —
1400])

By a single scan through the perturbed tabBlevectory can be calculated. Vectaris
reconstructed from vectaorusing the matrix inversion technique or the iterative Biyes
technique described below. The data analyst may eithett&ested only in the component
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T9x_1, Which is the answer to theunt(Ak_, P,) query onT', or she may be interested in
the entire vectos.

Matrix Inversion technique

If p, is the retention probability for theé” column, we calculate vectarfrom vectory as
xr = yA~l. The transition matrix4, with 2* rows and®2* columns, can be calculated as the
tensor productq] of matrices

A == Al ® A2 ® Ag ® Ak
where the matrix,., for 1 < r < kis the transition matrix for column(see Section 2.4.1).

(I-pra +p, (1 =p.)br
(I=pa,  (1=p)br+p;
whereb, = R,; anda, = R,y =1 — R, .
The entries of the tensor product matrik,can be explicitly calculated to be
Qij = Hle((l —pr) X Ry pir(jr) + Pr X 5(bit(i,r),bit(j,r)))) VO <i<2F0<j <2k
whered.q) = 1if c = d, and0 if ¢ # d, forc,d € {0,1}.

We split the space of possible evaluations of a row iftstates, according to which
of the 2 mutually exclusive predicate combinations the row sasisfié/e say a row is
said to belong to stateif it satisfies the predicate’_, Qr, bit(i,r)). For example, from
Figure 2.2, arow in state O satisfie$; A =P, while a row in state 1 satisfiesP; A P, etc.

The entrya;; of matrix A above represents the probability that a row belonging te sta
i in T, after perturbation belongs to stagtén 7. As each column was independently per-
turbed the probability of transition from stat¢o state; is the product of the probabilities
for the transitions on all columns. The contribution frone #* column to the transition
probability is the sum ofl — p,) x R, if the element was decided to be perturbed,
andp, X dwit(i,r) pit(j,r)» If the element was decided to be retained. The &M ) bit(j,r))
ensures that the retention probabilityadds up only if the source and destination predi-
cates on the' column are the same for stateand;j. Thus the probability of transition
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from statei to statej on ther™ columnis(1 — p,) X Ry pis(jr) + Pr X Opit(isr) ity THE
product of this probability over all columns gives the prbitity of transition from state
to Statej, Ajj

Theorem 2.4.2 The vectorz calculated asA~!y is the maximum likelihood estimator
(MLE) of the relaxed a priori distribution § . z; = n and0 < z; < n are the exact
constraints, the relaxed constraint only ensuy€sz; = n) on the states that generated the
perturbed table.

Proof: LetV = (v}, 02, 03, ....0") be the observed state values for thperturbed rows in
T'. Lett = 2¥ — 1. Note that’ € {0,1,2, ....,t} foralli € [1..n]. If L(z) is the likelihood
of the observationd/, given a probability distribution on the states,n the original data,
thenL(x) = Pr(Vlz) = [T, Pr(v'z) = TTIL (5 X ajuis) = [Timo(h Yoo asie)¥

(reordering according to the values@f) Maximizing L(x) is equivalent to maximizing
log(L(x)).

t
max log(L(x)) = Z (y; x log(— Zx]aﬂ
=0

subject to the constrait’_,z; = n.
This is equivalent to

t

t
mxaxm)%nl(x,)\) Z y; log(— ijaﬂ — Z;)wj —n)
=0 Jj=
where is the Lagrangian multiplier.

If 23 0Z; —n > 0 then setting\ to arbitrarily large positive value, you can mini-
mize the term—)\(zj 0 Z; — n) to an arbitrarily small negative number, similarly when
Z;:() z; —n < 0, asA tends to—oo the term becomes arbitrarily small. So the optimum
ensures that the constra@;:O r; = n is satisfied.

To maximize the expression, setting the partial derivatteebe zero we get,

axs Zyl —A=0Y0<s<t

i—0 g —o Ljqji

ol __ t _
andﬁ = ijoxj —n =0.
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Matrix A is stochastic, i.e.ZﬁZO ag; = 1 V0 < s < t, as they are probabilities of
transition out of a state. Consider the row vector- yA~! calculated by the algorithm.
For this vectorz, 22 o T;a; = y;. Hence substituting abovel- — S oYt — A =
S i —A=1-2X

Also ZE oY = ZJ =0 ZZ o Lilij = Zz =0 Zg o Tilij
= ) 0T g Wi = i T ASZ] o Y; = nwe have)";_, z; = n, satisfyingdt = 0.

Thus atr, given byz = yA~!, and\ = 1 we get a local maximum dfz, \). We show
that the local maximum is the global maximum, by analyzing lressian matrix/{, of
I(z, \) and showing:” Hz < 0, for all » € R!. Elements of H are given by,

hSZ

th QinGsh 2V0 <s,0<m
Z] O$Ja]h)

n 8%8:1:@

where
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Thus

t

¢t
T
?THr = =) 6> > ainaspwizs
0 i=0 s=0
¢ ¢ ¢
= =) n Y anwi(d amws)
h=0 =0 s=0
¢ ¢ ¢
= = D amms) Y amn;
h=0 =0 =0
¢ ¢ ¢
= - Z ¢h(z ashxs)(z Ain;)
h=0 =0 i=0

t t
= =Y (D am)? <0
h=0 i=0

O
The multiple column aggregate i®, ¢, d) reconstructible, is shown by applying the
Chernoff bound, to bound the error in and then bounding the error added during inver-
sion.

Iterative Bayesian technique

Let vectorsz andy of size2* be the a priori distribution on states of the original rows,
and posteriori distribution on states of perturbed rowsnasduced above. Let the orig-
inal states of rows iff’ selected from the a priori distribution be given by random-va
ablesl,, Us, ....U,,, while the states of the perturbed rows i1 be given by the random
variablesVy, Vs, ...V,,. Then for0 < p,q <t = (28 — 1) and1 < i < n, we have
Pr(V; = q) = y,/n, and Pr(U; = p) = z,/n. Also Pr(V; = q|U; = p) = a,, is the
transition probability from state to q.
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From Bayes rule, we get

P(V; = ¢|U; = p)P(U; = p)
P(V; =q)
P(V; = q|U; =p)P(U; = p)
> oP( Vi=q|U;=r)P(U; =)

afnq p

e ti
ZT:(] a’”] #

ApqTp

im0 Gras

We iteratively update using the equation

Pr(Ui:pW}:q)

t
= Pr(Vi=q)Pr(U; =p|V; = q).
q=0

This gives us the update rule,

a .CE'
T+1 § : rq
yq T’

pO- 0 Arg}

where vector:” denotes the iterate at st&jp and vectorr”+! the iterate at stepy + 1.

We initialize the vector;® = y, and iterate until two consecutiveterates do not differ
much. This fixed point is the estimated a priori distributidhis algorithm is similar to the
iterative procedure proposed in [AS00] for additive pdsairon and shown in [AA01] to
be theExpectation MaximizatioEM) algorithm converging to th&laximum Likelihood
Estimator(MLE).

Error in Reconstruction

We provide here a brief analysis of the error in the recorsitn procedures. A quan-
titative analysis of the magnitude of error is easy for thesrgion method, but such an
analysis is much harder for the iterative method. Due to déimelomization in the pertur-
bation algorithm there are errors in the transition proli#ds in matrix A. This causegy,

the posteriori distribution after perturbation calcuthfeom 7", to have errors. Hence the
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reconstructed will have errors.

The error decreases as the number of rowsincreases. Le&z;j denote the actual
fraction of original rows of state that were converted to staje Then asn increases,

a;; Will be a closer approximation to;j. The error decreases as’® as indicated by
Theorem 2.4.1, and verified empirically in Section 2.7.

The error in reconstruction increases as the number of séaarted columnsk, in-
creases, and the probability of retentipndecreases. The largest and smallest eigenval-
ues ofA can be shown to be 1 and respectively and the condition number of the matrix
A grows roughly ag—* (see Section 2.7). The condition number of a matrix is a good
indicator of the error introduced during inversion [GL].

2.5 Guarantees against privacy
breaches

Private data from multiple clients is perturbed before feiriegrated at the server. In this
section, we formalize the privacy obtained by this perttidma

The notion of a(p;, p2) privacy breach was introduced in [EGS03]. We extend this
to introduce a new privacy metric, called the p;, p2) privacy breach. Consider a data-
base of purchases made by individuals. It is quite likely thany people buy bread, but
not many buy the same prescription medicine. The new metndre concerned about
whether an adversary can infer from the randomized row wimeticine a person bought,
and is less concerned about the adversary determining vgithdnobability that the origi-
nal row had bread, as most individuals buy bread and it doedisiinguish the individual
from the rest of the crowd.

Assume that the adversary has access to the entire perttabled” at the server,
and the exact a priori distribution on the unperturbed dathidh can be recon-
structed [ASOOP. Also assume that any external information is already ipoaated into
the database.

IFrom Section 2.4.1, the error in the reconstructed a pristrilution for very selective predicates is
large. This adds to the privacy of the perturbed rows.
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2.5.1 Review of(py, p2) Privacy Breach

Consider a data element of domaik perturbed by a perturbation algorithm into another
domainVy-.

Definition 2.4 (py, p2) Privacy Breach EGSO03]: LetY denote the random variable cor-
responding to the perturbed value aiAdthat corresponding to the original value obtained
from the a priori distribution. We say that there is(ay, p2) privacy breach with respect
to @ C Vx if forsomeS C Vy P[X € Q] < pyand P[X € QY € S] > p, where
0<p <pg<landP[Y € S]>0.

Intuitively suppose the probability of an event, (agel0) (say), according to the a
priori probability is< p; = 0.1 (say). After observing the perturbed value, if the postério
probability of the same event increases>top, = 0.95 (say), then there is a (0.1,0.95)
privacy breach with respect to the event (age0).

2.5.2 (s, p1, p2) Privacy Breach

In retention replacement perturbations, which are of @geto us, the column is perturbed
back into the same domain, and heiiée = Vy. LetS C Vi, with P[X € S] = p,
for X €, Vx whereeg, represents selecting an element frdgp according to the a priori
distribution onVy. Let P[Y € S| = ms, forY €, Vx, wheree, represents selecting
an element from’y according to the replacing distribution, which is differdrom the
distribution of the perturbed table. The ratig'm, is called theelative a priori probability
of the setS.

The relative a priori probability is a dimensionless quigrttiat represents how frequent
a set is according to its a priori probability as comparedheoreplacing p.d.f. (the uniform
p.d.f.). In a database of purchases, medicines will haver&@ative a priori probability
since different people take different medicines, whilesorevill have high relative a priori
probability.

Definition 2.5 (s, p1, p2) Privacy Breach: LetY denote the random variable correspond-
ing to the perturbed value and that corresponding to the original value obtained from
the a priori distribution.
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Let S C Vx, we say that there is &s, p1, p2) privacy breach with respect t§' if
the relative a priori probability ofS, p;/ms < s, and if P[X € S] = ps; < p; and
P[X € S|Y € 5] > ps where0 < p; < pp < 1landP[Y € S| > 0.

The value ofs in the privacy breach is addressed by the next result.

Theorem 2.5.1 The median value of relative a priori probability, over alllssetsS, S C
Vx, is 1.

Proof: Consider, any subsétC Vy, andS = Vx — S. Using notation as in Definition 2.5
we havep, + ps = 1 andm, + ms = 1. Hence ifp,/m, > 1, we haveps/ms < 1 and if
ps/ms < 1 we haveps/msz > 1 Since this is true for any pair of complementary subsets,
among all subsets dfy, half the subsets have relative a priori probabilityl and half
< 1. Hence the median value ofover all subsets of’x will be 1, if the median is not
constrained to be one of the values attained.
O

We define rare sets as those that have relative a priori pildppamaller than 1. We

next show that privacy breaches do not happen for rare sets.

2.5.3 Single Column Perturbation

Theorem 2.5.2 Letp be the probability of retention, then uniform perturbatioplied to
a single column is secure againsta p;, p2) breach, if

(p2 — p1)(1 —p)‘

s <
(1—p2)p

Proof: Let S C Vx with P[S] = p, according to the a priori distribution arfe[S] = m;
according to the replacing p.d.f. Lat andY denote the random variables for the original
and perturbed value respectively. Ltdenote the event that was replaced an&c it
being retained. For &1, p2) privacy breach with respect t§ we needP[X € S] < p;.
Also P[(X € S)|(Y € 9)]

_P(XeS)N(Y e S) NR+P[(XeS)N(Y €S5)N R
B P[Y € S]
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p1(1 —p)ms + pps

(1 —p)ms + pps
Thisis becaus®@[(X € S)N(Y € S)NR] = P[X € S]P]Y € S|R|P[R] < p1(1 —p)ms
andP[(X € S)N(Y € S)NR°| = P[(X € S)NR°] = pps. Thusif P[X € S|Y € S] > po,

<

p1(1 — p)mg + pps -
(1 — p)ms + pps

Hence for & py, p2) privacy breach with respect t9, we need

Ps o (p2=p)(1=p)
ms (1—p2)p

O
As a concrete example, for uniform perturbation, with psQt#re are no (68, 0.1,
0.95) breaches. This means for any Setf p, > 0.95 with uniform perturbationp; will
be large ¢ 0.1) whenp,/m, < 68. In fact, for a rare set, with < 1, there will be no
(0.937,0.95) privacy breaches in the origing,, p») model for this perturbation.

2.5.4 Multiple Independently Perturbed Columns

Let D, be the domain for columiin a & column table. Then the domain of the table,
D = Dy x Dy x...Dy,. Each column of the table is perturbed independently byemtien
replacement perturbation scheme.

There is an a priori probability distribution of the rows mbte7". Let S; C D; be
a subset of the domain of th& column forl < i < k. LetS = 5] x Sy X ... S},
thenS C D. Let P[S] = ps,xs,x..s, = Pps (say) be the a priori probability of.
Let P[Y; € S;] = mg,, forY; €,, D;, wheree,, denotes selecting randomly from the
replacing p.d.f. onD;, forall1 < i < k. ThenP[Y € S] = mg,mg,..ms, = ms (say)
forY = (Y1,Y,,...Y%) €, D, wherec,, denotes selecting randomly from the replacing
p.d.f. for each column independently, /m,, the relative a priori probability, is the ratio
of the a priori probability to the replacing probability, tofe combination of values for the
columns together. Correlated columns with higher a priavbpbilities have larger values

of ps/m.
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Theorem 2.5.3 There will not be a(p;, p2) privacy breach with respect t0S; x Sy x
.Sy =SCD,if

Ps _ p2(1—p1)(1 = p)* _

ms (1= pa) [T, (1 = p)ms, + p)

Proof: Let X = (X3, Xs, ..., Xi) be the random variable corresponding to the original
value of thek column row from the a priori distribution on tabillg andY” = (Y7, Y5, ....Y})
that corresponding to the perturbed row, where each colsrparturbed independently by
a retention replacement perturbation. For B; C D; we haveP[Y; € B;|X; € A;] =

(1 — p)msp, +p”j;—;fi, for1 < i < k. Thus(l — p)mp, < P[Y; € Bi|X; € 4] <

(1 — p)mp, + p. Thus forA, B C D we haveLp (say)= [[-_,(1 — p)mp, < P[Y €
BIX € Al < [T, (1 = p)ma, +p) = Us (say). P[(X € 9)|(Y € 5)] =

Pl(Y € S)|(X € 9)|P[X € 5]
P[(Y € S)|(X € S)|P[X € S]+ P[(Y € S)|~(X € 9)|P[~(X € 9)]

- Usps

= Usps + Ls(1 — py)
Suppose there is @, p2) privacy breach with respect t®, we needP|X € S| < p;, and
P[(X € 9)|(Y € S)] > p2 Thus

USps
Usps + LS(l — Ps

> P2
)

This implies
Ps > P2
Ls(1—ps) — Us(1—pa)

Substituting values df/s, Ls and noting thap, < p; hencel — p, > 1 — p;, we get

Ds - p2(1 = p1)(1 = p)*
[I . ms, — (1—p2) I, (1 — p)ms, +p)

O
S; denotes the subset on columwithin which the original value must be identified
for the privacy breach. In the casg&, denotes a single value or a small range within the
domain of a continuous column, hende— p)ms, < p. We approximatél — p)mg, + p
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by p to get

pa(1 = p)(1 = p)* < pa(1—p1)(1 —p)*
(1= p) [Ty (L= p)ms, +p) — (L=p2)p*
for some small constart Thus for some small constaatuniform perturbation applied
individually to £ columns is secure against pi, p2) breaches for

(1—¢)

s < p2<1 - p1><1 _p)k(l _ E).

(1= p2)p*

As an example, for uniform perturbation with p=0.2 appliedeépendently to two
columns, there are no (273,0.1,0.95) breaches for joimtsven the columns (whemg,
are small).

2.6 Extensions

2.6.1 Categorical Data

Consider a categorical columf’, having discrete domaib. Let S C D. A predicateP,
on columnC', usingS is defined as

Pz) = {true if zeS

false otherwise.

Given the a priori and replacing p.d.f. @n the reconstruction algorithms in Section 2.4
and the privacy guarantees in Section 2.5 can be directlyespip the categorical data by
computing the probability of the predicate, being true.

2.6.2 Alternative Retention Replacement Schemes

Our analysis so far considered retention replacementibations where the replacing p.d.f
is the uniform distribution. We now discuss some other gdgéng retention replacement
schemes:
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1 Identity perturbation:If the original data element is decided to be perturbed, tta d
element is replaced by a random element selected uniformbng all data elements
[LCL85] (i.e. the replacing p.d.f. is the same as the a pdasiribution).

2 Swapping:Swapping is closely related to identity perturbation. Irapping with prob-
ability p we retain a data element, and with probability— p) we decide to replace it.
Numbers decided to be replaced are then randomly permutedgetithemselves.
Identity perturbation and swapping are different from ami perturbation which is a

local perturbation. Identity perturbation can be locahiétte is knowledge of the a priori
distribution before perturbation. Swapping is not a loatprbation and requires multiple
rows at the client.

Reconstructing Aggregates

Identity perturbation and swapping do not affect the answeirsingle column aggregate
queries, i.e. answers to single column aggregate queri¢seoperturbed table]”, are
returned directly as answers to those queries on the otigibke, 7.

The difference in multi-column reconstruction for identiterturbation and swapping
as compared to uniform perturbation is in the evaluatiorester R in Section 2.4.2. Recall
that R, ; is the probability that an element selected from the reptapi.d.f. on column
satisfies the predicate on ti#é column, P,. The replacing p.d.f. (which is the original
p.d.f. for identity perturbation and swapping) is requifedreconstruction. This requires
the server to have the original p.d.f. for each column. Téggirement is however obviated
by the observation in the previous paragraph, that theifracif elements satisfying; in
T is the same as the fraction of elements satisfythn 7" . HenceR;; can be calculated
fromT". R, o as before is calculated as- R; ;.

The reconstruction error after identity perturbation amaysping will be smaller than
that compared to uniform perturbation for sefs,with small relative a priori probability.
This is because in uniform perturbation the noise due to graubed data elements that
now belong taS, but did not before perturbation, exceeds significantlyrtnber of data
elements that were i originally and retained during perturbation.
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Guarantees against Privacy Breaches

The guarantees for identity perturbation and swapping eaobbained using:s, = pg, in
Theorems 2.5.2 and 2.5.3. As an example we restate Theofe?f@r identity perturba-
tion.

Lemma 2.6.1 For a single column, identity perturbation is secure agaissp;, p») pri-
vacy breaches for

p2— P

1—p

p1 <

Proof: For identity perturbationy, = p,, hencep,/m, =1 VS. Repeating the argument
in Theorem 2.5.2 we gép, — p1)(1 — p) > (1 — p2)p, which implies the result. O

The above(p;, p2) guarantee for identity perturbation is independent of tifesetsS.
Uniform perturbation gives bettép,, p,) guarantees for a set of rare data elements, i.e. a
set withp,/m, < 1 and worse for sets with, /m, > 1. ldentity perturbation and swapping
have a privacy breach in the presence of external knowletigataare values (eg. the
largest or smallest value). Rare values need to be supprésseblanked out) [HT98] for
privacy with these perturbations.

2.6.3 Application to Classification

age < 30
/Oi.jx +High

O .
+ High —Low

Figure 2.3:Decision Tree Example

We show how aggregate queries on multiple columns can befaispdvacy preserving
construction of decision trees [AS00]. Consider the tre&igure 2.3 built on randomized
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table7” with schema (age, salary, house-rent, class-variable)etdigi the column class-
variable. The column class-variable can take two valdesnd — representing high and
low credit-risk (say). The private columns among age, galaruse-rent and class-variable,
are each independently perturbed by a retention repladepeeturbation. Let) denote
the predicate (class-variable = ‘+") white) denote the predicate (class-variable="-").

For the first split, say on (age 30), the gini index is calculated using the estimated an-
swers of the four queries: count(age[0-30} Q), countG age[0,30]A = Q), count(age[O-
30]A Q) and countt age[0,30\ Q ) onT. Now consider the left subtree of elements
having (age< 30) using the predicate (salary 100%k). We do not partition the random-
ized rows at any level in the decision tree. Previously widtiive perturbation, random-
ized rows were patrtitioned, and the columns were reconsiuadependently [AS0O].
With multi-column reconstruction the queries count(age@) A salary[25k-100kp\ — Q),
count(age[0,30\ salary[100k-200k)\ — Q ), count(age[0-30h salary[25k-100k]\ Q)
and count(age[0,30} salary[100k-200Kk]\ Q ) are reconstructed fdF, to calculate the
gini index or another split criterion at this level.

Now consider the third split, on age once again, but this tlage < 21), is de-
cided after the queries count(age[0-21Falary[25k-100k]A = Q ), count(age[21-30\
salary[25k-100k\ — Q) count(age[0-21)\ salary[25k-100k}\ Q ) and count(age[21-30]
A salary[25k-100Kk]A Q ) are reconstructed faf. The number of columns in the count
guery did not increase at this split on age, which was alrgadgent among the original
set of queried columns.

2.7 Experiments

We next present an empirical evaluation of our algorithmseal as well as synthetic
data. Forreal data, we used the Adult dataset, from the UChivia Learning Repository
[BM98], which has census information. The Adult datasettams about 32,000 rows
with 4 numerical columns. The columns and their ranges aye[1d - 90], fnlwgt[10000 -
1500000], hrsweek][1 - 100] and edunum|1 - 16].

For synthetic data, we used uncorrelated columns of datedp&rpfian distribution
with zipf parameter 0.5. We create three such tables wifleréift number of rows. The
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number of rows is varied in factors of 10 from? to 10°. The frequencies of occurrences
are such that the least frequent element occurs 5 timesrdsuts in the number of distinct
values to be approximately one tenth of the number of rowsertdble.

2.7.1 Randomization and Reconstruction

In this Section we assume that the vectat,sy described in Section 2.4.2 have been nor-
malized, i.e. all elements have been dividedrhythe number of rows, so that the sum
of the elements of each vector is 1. These vectors will alsefegred to as probability
density function (p.d.f.) vectors. is the reconstructed p.d.f. vector, obtained by the inver-
sion or iterative method in Section 2.4.2, whilés the p.d.f. vector on the perturbed table
before reconstruction. Let the exact original value of tlekfp vector calculated directly
on the unperturbed tablé], bez'. Thel, norm of the difference between the estimated
(z) and actual {') p.d.f. vectors is used as the metric of error, and is refietoeas the
reconstruction error The results of the reconstruction algorithm are quite eateuwhen
the reconstruction error is much smaller than 1.

Reconstruction algorithms: We first study the reconstruction error while reconstrugtin
multiple columns of the Adult dataset for varying retentnobabilities. The predicates
being reconstructed are age[25-45], fnlwgt[100000-1000@nd hrsweek[30-60]. Fig-
ure 2.4 shows the errors on first two among the above predigdtide Figure 2.5 shows
the errors on all three predicates. The retention prolgbjlj plotted on ther-axis, is
the same for all columns. The reconstruction error is pibtie they axis. There are three
curves in each figure. The curv@ndomizedshows thd; norm of the difference between
the perturbed p.d.f. vectar and the original p.d.f. vector. It serves as a baseline to
study the reduction in error after reconstructionydb x. The other two curves represent
the reconstruction errors after thierativeand theinversionalgorithms.

The iterative procedure gives smaller errors than the siwarprocedure, especially
when a larger number of columns are reconstructed togethdrthe probability of reten-
tion, p, is small. This is reconfirmed later by Figures 2.7 and 2.8,samilar experiments
on synthetic data (which we do not show for the lack of spatk)s may seem unintuitive
as the inversion algorithm was shown to give the MLE estimfatoz, satisfying) , z; = 1
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Reconstruction Error
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08 reconstructed (inversion) ------
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Figure 2.4:Reconstruction errors for conjunction of 2 predicates foluk data.

Reconstruction Error
1

randomized
reconstructed (iterative}=-+x---
08 reconstructed (invegsion) ------
: |
o 06 :
£
2 04
=
0.2 e
KT
=X
0 X B S 1 1

1 0.9 0.8 0.7 0.6 0.5 0.4 0.3 0.2 0.1
retention probability

Figure 2.5:Reconstruction errors for conjunction of 3 predicates foluk data.

(after normalization). This can be explained by noting thatiterative algorithm gives the
MLE estimator in the constrained space, i.e. for the subspd . z; = 1 that satisfies
0 < z; <1 Vi. Since the number of rows are always non-negative, thiseistibspace
that contains the exact original p.d.f. vector When the retention probability decreases,
and the number of columns to be reconstructed increasesytbreduring randomization
and reconstruction increases, and the inversion algonttay return a point outside the
constrained space. The reconstruction error by the irmersiethod can grow arbitrarily.
However, the iterative algorithm being constrained, wédl/é a reconstruction error of at
most two.

Condition number: Figure 2.6 shows the condition number [GL] of the transitioatrix
using a logarithmic scale on theaxis, and the number of columns reconstructed oncthe
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Figure 2.6:Condition number of the transition matrix

axis, for different retention probabilities (p= 0.2, 0.5.¢t The selectivity of each predicate
is set to 0.5. The condition number (which is independentefdataset) increases as
the retention probability decreases and increases expalhe@as the number of columns
reconstructed increase. The condition number is a goodatati of the reconstruction er-
ror by the inversion algorithm [GL], and by the iterative Bajan algorithm at small error
values. Unlike the continuous exponential growth in erthee number of reconstructed
columns increases for the inversion algorithm, the errdteftes out for the iterative algo-
rithm, as it is bounded above by two as discussed earlier.

2.7.2 Scalability

Next we study, how the reconstruction error varies as thebaumf columns reconstructed,
retention probability, number of rows, and selectivity loé foredicates vary.

Number of columns and retention probability: We study the reconstruction errors for
varying number of columns and retention probabilities anAldult dataset by the iterative
and inversion algorithms. The predicates being reconstduare age[ 25 - 45], fnlwgt[
100000 - 1000000], hrsweek| 30 - 60] and edulevel[ 5 - 10].tRet (1 < i < 4) column
experiment, the first among the above predicates are selected in the query. Figore
shows the reconstruction errors with the iterative alponit while Figure 2.8 shows the
reconstruction errors with the inversion algorithm. Bd#rative and inversion algorithms
show an exponential increase in the error as the number ofied increases and as the
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Reconstruction Error
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Figure 2.7:Reconstruction errors for the Adult dataset for varyingergton probabilitiesp, by
the iterative algorithm.
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Figure 2.8:Reconstruction errors for the Adult dataset for varyingergton probabilitiesp, by
the inversion algorithm.

probability of retention decreases. For smaller numberofiirans and higher retention
probabilities both algorithms give comparable reconstoncerrors. However for larger
number of columns and lower retention probabilities theatiee algorithm gives smaller
errors than the inversion algorithm. As explained in Sec@o7.1, unlike the iterative
method, the reconstruction error by the inversion methadgraw arbitrarily, whereas the
error by the iterative method flattens out after an initig@xential increase.

For all experiments on the Zipfian dataset, the predicateach eolumn has an in-
dependent selectivity of 0.5. Figure 2.9 shows the recoastm error after the iterative
algorithm is applied to the perturbed Zipfian dataset of $ire The figure shows the in-
crease in the reconstruction error, plotted onglaxis, for increasing number of columns,
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Reconstruction Error
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Figure 2.9: Reconstruction error by iterative method on Zipfian datasih 10° rows varying
number of columns

plotted on ther axis, for different retention probabilities.  After an iait exponential
increase, the reconstruction error flattens out.
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Figure 2.10:Reconstruction error by iterative method on Zipfian dataseying number of rows
for 8 columns.

Number of rows in the table: Figure 2.10 shows how the reconstruction error decreases
as the number of perturbed rows available for reconstrdtiorease, for the the itera-
tive reconstruction algorithm. In Figure 2.10 the retemtpyobabilities are varied while
the number of columns remains fixed at 8. For large values thie reconstruction error
decreases as " as suggested by Theorem 2.4.1. This is also ratified by therfa®
displacement between the reconstruction error lined #drand 10° rows in Figures 2.11
and 2.12. As the number of rows increases, it is possibledonstruct more columns
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together at smaller retention probabilities.
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Figure 2.11:Absolute Error for the Zipfian dataset for p=0.2 for varyingeérval sizes.
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Figure 2.12:Relative Error for the Zipfian dataset for p=0.2 for varyingtérval sizes.

Selectivity of the predicates:Recall that = x,._; is estimate for the aggregate query and
a = x'zk_l is the actual answer for this quelly. — | is the called the absolute error while
le — a|/a is called the relative error. Since we are interested in #r&tion of the error in
the aggregate query with the selectivity of its predicatetliis set of experiments, we use
the absolute and relative errors, instead ofltheorm of the difference of the p.d.f.vectors,
as the error metric.

For the experiments a single Zipfian column is used with umfperturbation with re-
tention probabilityp = 0.2. We vary the selectivity of the predicate of the numeric oatu
by varying the size of the interval in the range predicatgufe 2.11 and Figure 2.12 study
the variation in absolute and relative errors respectjadythe size of the interval being
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gueried changes. The fractional interval width, i.e. thoraf the size of the interval being
gueried to the entire domain of the column, is plotted ornithgis while the error is plotted
on they axis. The absolute error in Figure 2.11 does not vary mudhtivé interval width.
However the relative error in Figure 2.12 increases as ttezvial width decreases. Both
the absolute and relative errors decrease as the numbeveaxailable for reconstruction
increases.

Privacy guarantees for posterior probability = 0.95

0.2 -
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Figure 2.13:Privacy for two columns for Adult data.
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Figure 2.14:Privacy for three columns for Adult data.

2.7.3 Privacy Breach Guarantees

We study privacy breaches possible after perturbation emAttult dataset. Figure 2.13
and Figure 2.14 show the maximum retention probability #vaids breaches for varying
values ofp, for fixed p, = 0.95, according to Theorem 2.5.3. To compute the values of
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s for sample predicates (subsets) of this dataset, we dide eolumn into 10 equiwidth
intervals and consider predicates that are subsets form#telcross product of the inter-
vals. Thus for two columns we consid&i? subsets and for three columns we consider
103 subsets. The maximum values ©fvere observed to be 15 and 30 for two and three
columns respectively. The median valuesdias been shown to be one in Theorem 2.5.1.
The two figures plot the maximum retention probabilitythat would avoid &s, p1, p2)
breach, on the axis against the a priori probability;, on thex axis for different values

of relative a priori probability, s. The values sfused are the maximum value &f the
median values = 1, ands = 0.1 for a rare set. Both figures show that if it suffices to just
hide rare properties (i.e., with< 0.1), then forp,; > 0.5, the retention probability can be

as high as 0.8. If we need to hide all the above propertiesgeven for the largest (the
most common property), then fpr > 0.5 the retention probability can be selected to be as
high asp = 0.3. Forp = 0.3 both Figure 2.4 and Figure 2.5 show low reconstruction error
Thus reconstructability of 2 and 3 aggregates together painecy of data elements, are
both achieved by perturbation for the Adult dataset, wits 0.3. Thus our experiments
indicate(s, p1, p2)-privacy as well as multi-column aggregate reconstrutitgbi

2.8 Conclusions

The contributions of this Chapter are:

e We introduce the problem of privacy preserving OLAP in arilisited environment.

e We introduce the formalism for reconstructible functiomseoperturbed table, and de-
velop algorithms to reconstruct multiple columns togeth&e provide privacy guar-
antees that take into account correlations between any ioaitidn of categorical and
numeric columns.

e We provide two reconstruction algorithms to work with réten replacement perturba-
tion: an iterative Bayesian algorithm, and a matrix invensalgorithm that also yields
the maximum likelihood estimator. These algorithms caomstruct count aggregates
over subcubes without assuming independence between slum

e We evaluate proposed reconstruction algorithms both #oally and empirically. We
study the privacy guarantees we get for different levelssobnstruction accuracy and
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show the practicality of our techniques.
e We show the use of our techniques to related applicatioesclssification.
Future work includes extending this work to other aggregater subcubes.

39



Chapter 3
Clustering for Anonymity

The results in this Chapter appear in [AFB6].

3.1 Introduction

With the rapid growth in database, networking, and comptchnologies, a large amount
of personal data can be integrated and analyzed digitelyihg to an increased use of
data-mining tools to infer trends and patterns. This hasethuniversal concerns about
protecting the privacy of individuals [Tim97].

Combining data tables from multiple data sources allowwraw inferences which
are not possible from a single source. For example, comippipatient data from multi-
ple hospitals is useful to predict the outbreak of an epidendihe traditional approach
of releasing the data tables without breaching the privdaégdividuals in the table is to
de-identify records by removing the identifying fields sasihname, address, and social se-
curity number. However, joining this de-identified tableglwa publicly available database
(like the voters database) on columns like race, age, andadp can be used to identify
individuals. Recent research [Swe00] has shown that for 87%e population in the
United States, the combination of non-key fields like datéigh, gender, and zip code
corresponds to a unique person. Such non-key fields aredcpliesi-identifiers In what
follows we assume that the identifying fields have been resd@nd that the table has two
types of attributes: (1) the quasi-identifying attribuégplained above and (2) the sensitive

40
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Age | Location Disease Age | Location| NumPoints Disease
Q@ I6; Flu a+l 16} 2 Flu
a+2 16 Flu Flu
) v+ 3 | Hypertension Hypertension
4] 0l Flu 4] y 3 Flu
o v-3 Cold Cold
(a) Original table (c) 2-gather clustering, with maximum radius 3
Age | Location Disease Age | Location| NumPoints| Radius Disease
* 1G] Flu a+l 1G] 2 1 Flu
* 16} Flu Flu
) * Hypertension Hypertension
o * Flu ) 0 3 3 Flu
o * Cold Cold

(b) 2-anonymized version

(d) 2-cellular clustering, with total cost 11

attributes (such as disease) that need to be protected.

Figure 3.1: Original table and three different ways of acimg anonymity

In order to protect privacy, Sweeney [Swe02b] proposed itfenonymity model,

where some of the quasi-identifier fields are suppressedr@rgkzed so that, for each
record in the modified table, there are at leflast 1 other records in the modified table
that are identical to it along the quasi-identifying atitibs. For the table in Figure 3.1(a),
Figure 3.1(b) shows a-anonymized table corresponding to it. The columns comedp
ing to sensitive attributes, like disease in this example ratained without change. The
aim is to provide a&-anonymized version of the table with the minimum amountug-s
pression or generalization of the table entries. There bas la lot of recent work oh-
anonymizing a given database table [BA05, LDRO5a].(A log k) approximation algo-
rithm was first proposed for the problem/efAnonymity with suppressions only [MWO04].
This was recently improved to an(k) approximation for the general version of the prob-
lem [AFK*05b].

In this paper, instead of generalization and suppressienpnepose a new technique
for anonymizing tables before their release. We first usetlasi-identifying attributes to
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ol o, o, Maximum Cluster Radius = 10 20 poims@
e e e o ® e’ ° 50 points radius 5
. 0.. e, % 0.0. :o 20 point: radius 10
3 ° .° . . ° [
o o : K e 50 points .
Tttt oy o s OF:
(a) Original points (b) r-gather clustering (c) r-cellular clustering

Figure 3.2: Publishing anonymized data

define a metric space.€., pairwise distances satisfying the triangle inequality@rothe
database records, which are then viewed as points in thees@dis is similar to the ap-
proach taken in [CDMO05], except that we do not restrict ourselves to poin®Rininstead,
we allow our points to be in an arbitrary metric space. We ttiaster the points and pub-
lish only the final cluster centers along with some clustee sind radius information. Our
privacy requirement is similar to the-Anonymity framework — we require each cluster
to have at least points.. Publishing the cluster centers instead of the individaabrds,
where each cluster represents at leasicords, gives privacy to individual records, but at
the same time allows data-mining tools to infer macro trdnals the database.

In the rest of the paper we will assume that a metric space éas tefined over the
records, using the quasi-identifying attributes. For,tthie quasi-identifying attributes may
need to be remapped. For example, zip codes could first bededvo longitude and lat-
itude coordinates to give a meaningful distance betweeatilmts. A categorical attribute,
i.e., an attribute that takes discrete values, can be represented:Bquidistant points in
a metric space. Furthermore, since the values of differeasigidentifying attributes may
differ by orders of magnitude, we need to weigh the attriagepropriately while defining
the distance metric. For example, the attribute location haae values that differ in orders
of 10 miles with a maximum of 1000 miles, while the attribuggamay differ by a single
year with a maximum of 100 years. In this case we assume thatthibute location is
divided by 10 and the attribute age retained without chahigeth attributes are needed to
have the same relative importance in the distance metricthfeoexample we provide in
Figure 3.1, we assume that the quasi-identifying attribli@ve already been scaled. As

We user instead ofk, ask is traditionally used in clustering to denote the numbero$iers.
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we see above, it is quite complicated to algorithmicallyidea metric space over quasi-
identifying attributes of records; we do not pursue it angttar in this paper and leave it
for future work.

To publish the clustered database, we publish three typé=atires for each cluster:
(1) the quasi-identifying attribute values for the clustenter (age and location in our
example), (2) the number of points within the cluster, anda(3et of values taken by the
sensitive attributes (disease in our example). We’'ll algioligsh a measure of the quality of
the clusters. This will give a bound on the error introducgdhe clustering.

In this paper we consider two cluster-quality measures. fifbieone is the maximum
cluster radius. For this we define th&sATHER problem, which aims to minimize the max-
imum radius among the clusters, while ensuring that eacdtealinas at least members.
As an example;-GATHER clustering with minimum cluster size= 2, applied to the table
in Figure 3.1(a) gives the table in Figure 3.1(c). In thisrapée, the maximum radius over
all clusters is 3. As another example, Figure 3.2(b) givesatitput of the--GATHER al-
gorithm applied to the quasi-identifiers, shown as pointsnetric space in Figure 3.2(a).
Our formulation of the-GATHER problem is related to, but not to be confused with, the
classick-CENTER problem [HS85]. The:-CENTER problem has the same objective of
minimizing the maximum radius among the clusters, howefierconstraint is that we can
have no more thah clusters in total. The-GATHER problem is different fronk-CENTER
problem in that instead of specifying an upper bound on thmelbrar of clusters, we specify
a lower bound on the number of points per cluster as part ahghé. It's also worth noting
that the constraint of at leaspoints per cluster implies that we can have no more than
number of clusters, whereis the total number of points in our data set.

We also consider a second (more verbose) candidate foraitiatc cluster-quality,
whereby we publish the radius of each cluster, rather thstrtlpe maximum radius among
all clusters. For each point within a cluster, the radiushefcluster gives an upper bound
on the distortion error introduced. Minimizing this didion error over all points leads to
the cellular clustering measurement that we introduce in this paper. eMamally, the
cellular clustering measurement over a set of clusters, is the suen,athvclusters, of the
products of the number of points in the cluster and the raglitise cluster. Using this as a
measurement for anonymizing tables, we definertf@ELLULAR CLUSTERING problem
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as follows: Given points in a metric space, the goal is toifant the points into cells,
a.k.a. clusters, each of size at leastand the cellular clustering measurement is mini-
mized. Consider again the data in Figure 3.1(a). Figured3difows ar-cellular cluster
solution with minimum cluster size = 2. The total costi® x 1 + 3 x 3 = 11. Also,
Figure 3.2(c) gives the output of theCELLULAR CLUSTERING algorithm applied to the
guasi-identifiers shown as points in a metric space in Fi§u2éa). The total cost of the
solution in Figure 3.2(c) is50 x 10 4+ 20 x 5 + 8 x 3 = 624. As this cellular clustering
objective could be relevant even in contexts other than ymdy, we study a slightly dif-
ferent version of the problem: similar to thed&iLITY LOCATION problem [JV99], we add
an additional setup cost for each potential cluster ceassgciated with opening a cluster
centered at that point, but we don’t have the lower bound enlrar of points per cluster.
We call this the ELLULAR CLUSTERING problem. In fact, we will use the setup costs
in the CELLULAR CLUSTERING problem formulation to help us devise an algorithm that
solvesr-CELLULAR CLUSTERING.

Comparison with k-Anonymity. While k-Anonymity forces one to suppress or general-
ize an attribute value even if all but one of the records iruatelr have the same value, the
above clustering-based anonymization technique allows p&ck a cluster center whose
value along this attribute dimension is the same as the camvaloie, thus enabling us to
release more information without losing privacy. For exénponsider the table in Fig-
ure 3.3 with the Hamming distance metric on the row vectofsvel wanted to achieve
5-Anonymity, we will have to hide all the entries in the tahiesulting in a total distortion
of 20. On the other hand, &CELLULAR CLUSTERING solution could us€1,1,1,1) as
the cluster center with a cluster radius of 1. This will givetal distortion bound o5 (the
actual distortion is only).

Just likek-Anonymity, r-GATHER andr-CELLULAR CLUSTERING is sensitive to out-
lier points, with just a few outliers capable of increasihg tost of the clustering signifi-
cantly. To deal with this problem, we generalize the abogerihms to allow ar fraction
of the points to be deleted before publication. By not refeps small fraction of the
database records, we can ensure that the data publishatafgsia has less distortion and
hence is more useful. This can be done as long as our aim i$elorracro trends from
the published data. On the other hand, if the goal is to finchoomalies, then we should
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Attrl | Attr2 | Attr3 | Attrd
Record 0| 1 1 1 1

Record1| O 1 1 1
Record 2| 1 0 1 1
Record 3| 1 1 0 1
Record 4| 1 1 1 0

Figure 3.3: A sample table where there is no common attrirteng all entries.

not ignore the outlier points. There has been no previou& ¥aork-Anonymity with this
generalization.

We note that, as irk-Anonymity, the objective function is oblivious to the sen-
sitive attribute labels. Extensions to tikeAnonymity model, like the notion of-
diversity [MKGVO06], can be applied independently to ourstkring formulation.

We provide constant-factor approximation algorithms fothbther-GATHER and r-
CELLULAR CLUSTERING problems. In particular, we first show that the it is NP-hard t
approximate the-GATHER problem better than 2 and provide a matching upper bound. We
then provide extensions of both these algorithms to allavafoe fraction of unclustered
points, which we call thér, ¢)-GATHER and(r, €)-CELLULAR CLUSTERING, respectively.
These are the first constant-factor approximation algmstfor publishing an anonymized
database. The best known algorithms [AF¥6b, MWO04] for previous problem formula-
tions had an approximation ratio linear in the anonymityapagtern-.

The rest of the paper is organized as follows. First, in $aci2, we present a tight
approximation algorithm for the GATHER problem and its extension to tlie ¢)-GATHER
problem. In Section 3.3, motivated by the desire to redueestim of the distortions expe-
rienced by the points, we introduce the problem eLOULAR CLUSTERING. We present
a primal-dual algorithm for the problem without any clusteze constraints that achieves
an approximation ratio of. We then study the additional constraint of having a minimum
cluster size of-. Finally, we relax the problem by allowing the solution tave at most an
e fraction of the points unclustered. We conclude in Secti@dn 3
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3.2 r-GATHER CLUSTERING

To publish the clustered database, we publish three typé=atires for each cluster: (1)
the quasi-identifying attribute values for the clusterteen2) the number of points within
the cluster, and (3) a set of values taken by the sensitivibwitts. The maximum cluster
radius is also published to give a bound on the error intreduay clustering. This is
similar to the traditionally studieé-CENTER clustering. In order to ensureAnonymity,
we don't restrict the total number of clusters, instead, e®athe alternative restriction that
each cluster should have at leasecords assigned to it. We call this problerGATHER,
which we formally define below.

Definition 3.1 Ther-GATHER problem is to clusten points in a metric space into a set
of clusters, such that each cluster has at leagbints. The objective is to minimize the
maximum radius among the clusters.

We note that the minimum cluster size constraint has beesidered earlier in the
context of facility location [KMOO].
We first show the reduction for NP-completeness and hargesss.
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3.2.1 Lower Bound

We show that this problem i& P-complete by a reduction from the 3-Satisfiability prob-
lem, where each literal belongs to at mdsflauses [GJ79].

Suppose that we have a boolean form#lan 3-CNF form withm clauses ana vari-
ables. LetF = C; A ... ANC,,, be a formula composed of variables: = 1 ...n and their
complements;.

From the boolean formula, we create a gréapk- (V, E') with the following property:
There is a solution to the- GATHER problem with a cluster radius of 1, with respect to the
shortest distance metric on the gra@hif and only if 7 has a satisfying assignment.

We create the graph as follows: For each variahlecreate two vertices! andv!,
and create an edde’, v/") between the two vertices; in addition create a%eif (r — 2)
nodes and add edges from each nodg;ito bothv! andv/". Pickingv! (v/) as a center
corresponds to setting = 7' (F). (Note that we cannot choose bathandv/ since there
are not enough nodes f}.) For each claus€’;, create a new node; that is adjacent to
the nodes corresponding to the literals in the clause. Famele, ifC; = (z; V 73) then
we add edges from;, to v andv?".

If the formula is indeed satisfiable, then there is a clusteby pickingv! as a center
if ; = T and pickingv!” otherwise. Each clause is true, and must have a neighboerhos
as a center. Moreover by assignifigto the chosen center, we ensure that each center has
at least- nodes in its cluster.

Now suppose there is angather clustering. If > 6 then bothv! andv!" cannot be
chosen as centers. In addition, the clause naddsve degree at most 3 and cannot be
chosen as centers. If exactly onewgfor v!” is chosen as a center, then we can use this to
find the satisfying assignment. The assignment is satigfggeach clause node has some
neighbor at distance 1 that is a chosen center, and makektisedrue.

This completes the NP-completeness proof. Note that tligatéeon also gives us a
hardness of 2. We just showed that there is a solution to4BaTHER problem with a
cluster radius of 1 if and only iF had a satisfying assignment. The next available cluster
radius is 2 in the metric defined by the gra@gh
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3.2.2 Upper Bound

We first use the threshold method used #6CENTER clustering to gues®, the optimal
radius forr-GATHER. The choices fotR are defined as follows. We will try all values
%dij whered,; is the distance between pointand;. Note that this defines a set Of(n?)
distance values. We find the smalléstor which the following two conditions hold:

Condition (1) Each pointp in the database should have at least 1 other points within
distance2R of p.

Condition (2) Let all nodes be unmarked initially. Consider the followjprgcedure: Se-
lect an arbitrary unmarked poiptas a center. Select all unmarked points within
distance2 R of p (including p) to form a cluster and mark these points. Rep@at
as long as possible, until all points are marked. Now we tryetssign points to
clusters to meet the requirement that each cluster hastdiegas-. This is done as
follows. Create a flow network as follows. Create a souraad sinkt. Let C' be the
set of centers that were chosen. Add edges with capafiom s to each node id'.
Add an edge of unit capacity from a node C'to a nodev € V if their distance is
at most2R. Add edges of unit capacity from nodeslinto ¢ and check to see if a
flow of valuer|C| can be found (saturating all the edges out)ofif so, then we can
obtain the clusters by choosing the nodes to whiclnits of flow are sent by a node
¢ € C. All remaining nodes o/ can be assigned to any node®@fthat is within
distanceR. If no such flow exists, we exit with failure.

The following lemma guarantees that the smalleghat satisfies these conditions is
a lower bound on the value of the optimal solution feGATHER. Suppose we have an
optimal clusteringSy, ..., S, with ¢ clusters. Let the maximum diameter of any of these
clusters bel* (defined as the maximum distance between any pair of poirtseisame
cluster).

Lemma 3.2.1 When we tryR = %, then the above two conditions are met.

Proof: By the definition ofr-GATHER, every point has at least— 1 other points within
the optimal diameter, and hence within dista@ée Consider an optimal-GATHER clus-
tering. For each point all points belonging to the same optimal clustass the point are
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within a distanc&R of i. Thus, in the procedure of Condition (2), as soon as any @oint
c is selected to open a new cluster, all remaining points lgghgnto c get assigned to this
new cluster. So at most one point from each optimal clustelasen as a center and forms
a new cluster. We would now like to argue that the assignmiease works correctly as
well. Let S be the set of chosen centers. Now consider an optimal soluiith clusters,
each of size at least We can assign each point of a cluster to the center that g&limn
that cluster, if a center was chosen in the cluster. Othengisice the point was marked by
the algorithm, some center was chosen that is within distaic We can assign it to the
center that marked it covered. Each chosen center will hieleastr points assigned to it
(including itself). O

Since we find the smallegt, we will ensure that? < d*/2 < R* whereR* is the
radius of the optimal clustering. In addition, our solutiwas radiu2R. This gives us a
2-approximation.

Theorem 3.2.2 There exists a polynomial time algorithm that produces ggraximation
to ther-GATHER problem.

3.2.3 (r,e)-Gather Clustering

A few outlier points can significantly increase the clustgrcost under the minimum clus-
ter size constraint. We consider a relaxation whereby thsteting solution is allowed to
leave arx fraction of the points unclusteree., to delete an fraction of points from the
publishedk-anonymized table. Charikar et al. [CKMNO1] studied vasdacility location
problems with this relaxation and gave constant-factor@pmation algorithms for them.

For the(r, €)-GATHER problem, where each cluster is constrained to have at teast
points and are fraction of the points are allowed to remain unclustered,mealify our
r-GATHER algorithm to achieve a 4-approximation. We redefine the ttmmdto find R.
We find the smallesk that satisfies the following condition: There should be asstib of
points containing at leagt— ¢ fraction of the points, such that each pointdrhas at least
r — 1 neighbors within distanc2R in S.

This condition can be checked i(n?) time by repeatedly removing any point
that has fewer than — 1 other points inS within distance2R of itself, with S initially
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being the entire vertex set. It is clear that the smalleste found is no more thak*, the
optimal radius.

Let R be the value that we found. L&t(v) denote the set of points A within distance
2R of v, including v itself. We know thenV(v) > r. We then consider the following
procedure: Select an arbitrary poinfrom G. If there are at least— 1 other points within
distance R of p, then form a new cluster and assigand all points within distanc2R of
p to this cluster. Remove all these points from further comsition and repeat this process
until all remaining points have fewer than— 1 other points within distanceR of them.
Let U be the set of points left unclustered at the end of this psoc&®r each, € U,
there exists a point € N(u) such thap is assigned to some clustem the procedure of
forming clusters. We can see this as follows. Sinagas left unassigned at the end of the
procedure, there are fewer thamnassigned points remaining M(«). This implies that
there is at least one poiptin N () which is already assigned to some clusteWe assign
u to ¢, which already has at leaspoints.

Thus, we have assigned all points to clusters, such thataaster has at leastpoints.
Note that the radius of each cluster is no more th&nThis gives us the following theorem.

Theorem 3.2.3 There exists a polynomial time algorithm that produces ggraximation
to the(r, €)-GATHER problem.

We note that in the problem formulation 6f, ¢)-GATHER, if we require the cluster
centers to be input points, instead of arbitrary points érttetric, then we can improve the
approximation factor to 3. We defer the details to the fulisien of the paper.
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3.2.4 Combiningr-Gather with k-Center

We can combine the-GATHER problem with thek-CENTER problem and have the two
constraints present at the same time. That is, we minimgzenaximum radius, with the
constraint that we have no more tharlusters, each must have at leashembers. We
call this the(k, r)-CENTER problem.

It is worth mentioning that a similar problem has been stuithefore in the:-CENTER
literature. That is, instead of having a lower boundn the cluster size as an additional
constraint to the originak-CENTER formulation, an upper bound on the cluster size is
specified. This is called theAPACITATED k-CENTER problem [KS00]. Bar-llan, Kortsarz,
and Peleg [JBIP93] gave the first constant approximatiotofaaf 10 for this problem.
The bound was improved subsequently to 5 by Khuller and SaissrifKS00]. In this
subsection though we only concentrate on(the)-CENTER problem defined above.

We note here that the algorithm developed f6BATHER in Subsection 3.2.2 can be
extended to provide a 2-approximation for ttke r)-CENTER problem. We just have to
add to Condition (2) the extra criteria that if the number efiters chosen exceeklshen
exit with failure, i.e., try a different value fak. We can show that Lemma 3.2.1 holds for
the modified conditions, hence an approximation factor of 2.

We also consider the outlier version of this problem, namtdg (k,r, ¢)-CENTER
problem. Combining the techniques presented in this papeértlae techniques for the
(k, €)-CENTER problem by Charikar et. al [CKMNO1], one can devise a 4-agipnation
algorithm. We defer the details to the full version of the @ap

3.3 Cellular Clustering

As mentioned in the introduction, a second approach is téighuthe radius of each cluster
in addition to its center and the number of points withiniitthis case, for each point within
a cluster, the radius of the cluster gives an upper boundedittortion error introduced.
The CELLULAR CLUSTERING problem aims to minimize the overall distortion errie,,

it partitions the points in a metric space into cells, eachirttaa cell center, such that the
sum, over all cells, of the products of the number of pointhacell and the radius of the
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cell is minimized. We even allow each potential cluster eetd have a facility (setup) cost
f(v) associated with opening a cluster centered at it. This waiéif allow us to solve the
problem in the case when each cluster is required to havasttlpoints within it.

Definition 3.2 A cluster consists of a center along with a set of points agigo it. The
radiusof the cluster is the maximum distance between a point asdigmthe cluster and
the cluster center. To open a cluster with cluster centend radiusr incurs afacility cost
f(v). In addition, each open cluster incurssarvice cosequal to the number of points in
the cluster times the cluster radius. The sum of these twis é®salled thecellular cost
of the cluster. Th&€ELLULAR CLUSTERING problem is to partitionn points in a metric
space into clusters with the minimum total cellular cost.

The CELLULAR CLUSTERING problem is NP-complete via reduction from dominating
set. We present a primal-dual algorithm for theLCULAR CLUSTERING problem that
achieves an approximation factorf

Letc = (v., d.) denote a clusterwhose cluster center is the nodeand whose radius
is d.. By definition, the setup codi(c) for a cluster = (v, d.) depends only on its center
ve; thus f(¢) = f(v.). For each possible choice of cluster center and radids(v,, d.),
define a variablg., a 0/1 indicator of whether or not the clustds open. There ar(n?)
such variables. For a cluster= (v, d..), any pointp; within a distance ofi. of its center
v, IS said to be gotential membeof the cluster. For all potential memberns of a cluster
¢, letz;. be a 0/1 indicator of whether or not poimtjoins clusterc. Note that the paifi, c)
uniquely identifies an edge betwegnand the center of clustet We relax the integer
program formulation to get the following linear program:

Minimize: Y, (37, iede + feye)

Subjectto: Y x;.>1 Vi
Tie < Ye Vi, c
0<uz.<1 Vi, c
0<y.<1 Ve

And the dual program is:
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Maximize: > «;

Subjectto: >, fi. < f. Ve
a; — Bie < d. Vi, c
a; >0 Vi
Bic = 0 Vi, c

The above formulation is similar to the primal-dual forntida of facility loca-
tion [JV99]. However, since the assignment of additionahfsoto clusters increases the
service cost incurred by existing members of the clustemeed a different approach to
assign points to clusters.

Procedure 1 describes the details of the growth of dual bi®seand the assignment of
points to clusters. We say an edgec) is tightif «; > d.. When an edgéi, ¢c) becomes
tight, the corresponding clusteecomes partially open and contributes an amount of
(o — d.) to the fixed facility cost off (¢). At any step of the procedure, a point is labeled
unassignedidle or dead Initially, all points areunassigned As some cluster becomes
tight, all unassignear idle points having tight edges to it becordead In addition, some
of theunassignegboints becomédle as described in the procedure.

Procedure 1A PRIMAL DUAL METHOD
1: repeat
2. Grow the unfrozen dual variables uniformly.
3: if a; > d. for some cluster and its potential membeyx, i.e., edge(i, c) is tight, and
¢ has not been shut dowhen
Open the cluster partially, and grow the dual variablg,. at the same rate as.
end if
if >°. Bic = f. for some clustet then
Freeze all variables; for which the edgéi, c) is tight.
All unassignegboints with a tight edge to are assigned ta. Call this setl’V.
Let V! be the set of alidle points that have a tight edge ¢o
10: Permanently shut down any clustér# ¢ for which a pointp; in V.V U VI has a
tight edge(s, ¢’). Assign toc all unassignegbointsp; with a tight edge te’. Call
this newly-assigned set of poinit§V.

e N AR

11: All points in V!V are labeleddle and their dual variables are frozen.
12: All points in VY andV! are labelediead
13:  endif

14: until All points becomedeador idle.
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We now show that the primal solution constructed has a cadtrobs times the value
of the dual solution found using Procedure 1. For this, we tio¢ following properties:

(1) At any instant, the value af; for all unassignegboints: is the same. Moreover, this
value is no less than the value®f for anydeador idle point ;.

(2) Once a point has a tight edge to a particular clus{ee., a cluster is partially open),
all unassignegbotential members of that clustes(points within a distancé. of the
cluster center.) have tight edges to it.

(3) When a cluster opens, all itmassignedotential members are assigned to it and
becomedead

(4) When a poinp; becomesdead all but one facility partially supported by is shut
down.

(5) When a cluster shuts down, all isassigneghotential members are assigned to some
open cluster and beconmie.

Property (1) follows from the definition of our procedure.operty (2) follows from
property (1) and the fact that the edgec) becomes tight when the dual variablgequals
d.. Property (3) then follows from (2). Property (4) again dels from the definition of the
the procedure. Property (5) can be seen as follows: we shut d@luster only when one
of its unassignedar idle members has a tight edge to the clustaurrently being opened,
and also has a tight edge to By property (2), allunassignednembers of: have tight
edges ta.. Hence in Steps 10 and 11 of the procedure, these membeltsevasigned to
¢ and becomdle.

Lemma 3.3.1 The service cost for each poidt, . z;.d., is no more tharso.

Proof: Consider the cluster to which pointi is assigned. When clusteropens, points

in V.V andV/V are assigned to. We need to bound the radius of the cluster consisting of
VU U VIV, By property (1), all points i,V and V!V have the same dual variable value,
saya. Letp be the cluster center of Clearly, for a poing € V.V, d(q,p) < d. < a. Fora
pointr € VIV, letc be its cluster that was shut down (in Step 10) whevras assigned ta
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Letp’ be the cluster center of, and lety’ € V.V be the point that was partially supportidg
Clearly,a > d. sinceq’ is partially supporting’. Combined with the fact thatandq’ are
potential members of, we get thati(r,p) < d(r,p")+d(p’, ¢ )+d(¢',p) < 2ds+d. < 3a.
Thus, the cluster made &Y andV/V has overall radius no more than = 3«;. O

Lemma 3.3.2 The cost of opening the cluste}s,_ y.f., is no more tharp . ;.

Proof: A clusterc is opened whef) . 3;. equalsf.. Thus, for each open clusterwe need
tofindV, CV,s.t.} ", i can be charged tp_, . ;. To avoid charging any poiritmore
than once, we need to make sure thatithie are disjoint. We begin by noting that when a
clusterc opens, only point$ with a tight edge ta: can contribute td _, ;.. When a point
is labeleddead by Property 4, all the clusters to which it has a tight edgestnut down
and are not opened in future. This implies that clusters whare opened do not have tight
edges tadeadpoints. Thus, when a clusteris openedVY and V. are the only points
which have tight edges te If we letV, = VY U V/, then)_. ., a; > >, .. Also, since
the points inV.V U V! are labeledleadin this iteration, they will not appear iy U V!
for any other cluster’. O
We thus obtain the following theorem.

Theorem 3.3.3 The primal-dual method in Procedure 1 produces a 4-apprakion solu-
tion to theCELLULAR CLUSTERING problem.

3.3.1 r-Cellular Clustering

We now extend the above primal-dual algorithm to get an appration algorithm for the
r-CELLULAR CLUSTERING problem which has the additional constraint that each etust
is required to have at leastmembers. The notatiofr, C') is used to denote a solution
having a total cost of', and having at leastmembers in each cluster.

Comparison with prior clustering work.  Since our algorithm can be viewed as an ex-
tension of facility location, we briefly discuss relatedus. The facility location (and
k-median) problems have been studied with the minimum algste constraint [KMOOQ],
as well as in the context of leaving arfraction of the points unclustered [CKMNO1]. Let
OPT, be the optimal facility location cost with minimum clustézesr. If as stated before
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(r,C') denotes a solution with minimum cluster sizand solution cost’, bi-criteria ap-
proximation for the facility location problem @f/2, 5.1840 PT,) was achieved indepen-
dently by Guha, Meyerson and Munagala and by Karger and Mif&d/M00, KMOO].
It is not known whether it is possible to achieve a one-sidgat@imation on facility lo-
cation cost alone. In contrast, for theaCELLULAR CLUSTERING problem, we provide an
one-sided approximation algorithm, specifically we ob&im, 800 PT,.) solution, where
OPT, is the cost of the optimal solution with cluster size at least

To achieve this, we first studysharingvariant of this problem, where a point is allowed
to belong to multiple clusters, thus making it easier tos$atihe minimum cluster size
constraint. Interestingly, allowing sharing changes takei@ of the optimal solution by at
most a constant factor. We note that this observation dotekaid for facility location,
where a shared solution might be arbitrarily better than mshared one. The algorithm
consists of three main steps:

1. Augmenting with Setup Costs. Given an instance of-CELLULAR CLUSTERING,
we first construct an instance oECLULAR CLUSTERING as follows: augment the cluster
costf, of a cluster by r x d.. In addition, if a cluster = (v., d.) has fewer tham points
within distancel,. of its centen,, this cluster is eliminated from the instance. If the orain
r-CELLULAR CLUSTERING instance has an optimal solution with c6sP7,, it is not hard
to see that the same solution works for theLOULAR CLUSTERING instance constructed
above with a total cost of at mo80 PT,. We invoke the 4-approximation algorithm for
CELLULAR CLUSTERING on this new instance to find a solution with cost at n8g3f°7,.

2. Sharing Points between Clusters. We now describe the notion ofsharedsolution

for r-CELLULAR CLUSTERING. In a shared solution, points are allowed to be assigned
to multiple clusters, as long as they pay the service costdoh cluster they are assigned
to. A shared solution ieasibleif all clusters have at least(potentially shared) members.
We modify the solution obtained above to get a feasible shaotution forr-CELLULAR
CLUSTERING as follows: for each open clustewwith centerP, assign the closest neigh-
bors of P to ¢ as well, regardless of where they are initially assignede &ktra service
cost of at most x d,. for theser points can be accounted for by the extra facility cost of
r x d. being paid by the open clustein the CELLULAR CLUSTERING solution. Thus, we
have obtained afr, 80 PT,.) shared solution for the-CELLULAR CLUSTERING instance.
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3. Making the Clusters Disjoint. Finally we show how to convert a shared solution to a
valid solution where each point is assigned to only one etustith only a constant blowup
in cost. We note that for the corresponding facility locatpyoblem, it is not feasible to do
this “unsharing” without a large blowup in cost in the worase.

Initially, all points are labelednassignedWe consider the clusters in order of increas-
ing cluster radiugl... If a clusterc has at least unassigneanembers, then it is opened and
all its unassigneanembers are assigned ¢@nd labeledassigned We stop this process
when all the remaining clusters have fewer thamassigneagnembers each. The remain-
ing clusters are calletkeftover clusters. We temporarily assign each of tneassigned
points arbitrarily to one of the leftover clusters it belsng. Since each cluster had at
leastr members in the shared solution, each leftover clusterust have a member in the
shared solution, which is noassignedo an open cluster, s.t.d. > d,. We thus have the
situation illustrated in Figure 3.4.

Open Clustep

m>r Leftover Cluste
(weightm')

W 1, Vin

® Center

O Member
— Assigned members
--- Shared members

Figure 3.4: Structures of open and leftover clusters

The points are organized in a forest structure, where eaethtrs two “levels”. We can
regroup points into clusters, on a per tree basis. It is als/tbat each tree has at least
points, since it contains at least one open clustéie further simplify the structure into
a true two-level structure as in Figure 3.4, by collapsinghdaftover cluster into a single
node with weight equal to the number of points temporariigiged to it. Nodes in the
first level of the tree have weight 1. We apply the followingeuy grouping procedure:
first consider only the nodes at the second level of the trdecaltect nodes until the total
weight exceeds for the first time. We group these nodes (belonging to leftalesters)
into a cluster, and repeat the process. Notice that sinceidvaal touch the first-level
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nodes, the total weight of remaining nodes in the tree isastte If the total weight of
remaining nodes in the second levidl,, is less tham, then we extend the grouping into the
first level nodes. Letn denote the total weight of nodes in the first levellllf + m > 2r,
then we group the nodes in the second level with W first level nodes together into a
cluster; the remaining nodes in the first level form a clus@herwise, all the remaining
nodes (both the first and second level) are grouped into #eclu$ we break up the tree
using the procedure above, each resulting cluster hastdizasar.

Lemma 3.3.4 For a cluster that contains any second-level nodes, thel twianber of
points in the cluster is no more tham — 1.

Proof: Since a single second-level node has weight less tharcluster containing only
second-level nodes has at m@st— 1 members. If the cluster contains both the first
and second-level nodes, then we must have reached the case thk total weight of
remaining nodes in the second level is less thain that case, by definition, the cluster
formed containing these second-level nodes has size eithrdess thar2r — 1. O
There could be a cluster that only contains the first levebspend its entire cost (both
the service and cluster cost) can be accounted for by itsicdke original(r, 80 P1)
shared solution. We now bound the cost of clusters contgithi@ second-level nodes.

Lemma 3.3.5 For each cluster formed that contains second level nodes, there exists a
leftover cluster’ unique toc, such that the following holds: letbe the center of , if we
center the clustet at p, then the radius of clustet, radius(c) < 5d..

Proof: Among all the leftover clusters that contributeddolet ¢ be the one with the
maximum radius. By definition, all nodes assigned to a leftaluster get assigned to a
single cluster, guaranteeing the uniqueness.oket d, be the radius of the open cluster
at level 1 of this tree. Consider a poipte c. If ¢ is a first-level node, therd(q,p) <

2d, + ds < 3d.. If ¢ is a second-level node, then étbe the leftover cluster thatwas
assigned to, theti(q, p) < 2d.» + 2d, + do < 5d... O

The above lemma implies that by choosim@s the cluster center, the service cost of

each point irc is no more tharbd,. and the total facility cost incurred within our solution
is no more than that of the shared solution. Together withrhar8.3.4, we conclude that
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the service cost of points inis no more thaiOr x d... Notice that in the shared solution,
points in cluster’ are paying a total service cost of at leask d.. We thus have the
following theorem.

Theorem 3.3.6 The above procedure produces a solution with minimum alsster and
total cost no more thaR0O PT,, i.e., a(r, 800 PT,) solution, whereD PT, is the value of
the optimal solution with a minimum cluster size-of

We note that the above algorithm and analysis can be comhiitedhe technique de-
veloped in [CKMNO1] to give an constant approximation to thg)-CELLULAR CLUS-
TERING problem. The above algorithm can also be adapted to provistant-factor
approximation for the problem where the diameter of anytelus not allowed to exceed
a certain pre-specified threshold. Details are deferreldetdull version of the paper.

3.4 Conclusions

Publishing data about individuals without revealing sewsinformation is an important
problem. The notion of privacy callédAnonymity has attracted a lot of research attention
recently. In a-anonymized database, values of quasi-identifying aifteibare suppressed
or generalized so that for each record there are at keast records in the modified table
that have exactly the same values for the quasi-identifiévsever, the performance of the
best known approximation algorithms ferAnonymity depends linearly on the anonymity
parameterk. In this paper, we introduced clustering as a technique tmamize quasi-
identifiers before publishing them. We studie@SATHER as well as a newly introduced
clustering metric called-CELLULAR CLUSTERING and provided the first constant-factor
approximation algorithms for publishing an anonymizedatlase table. Moreover, we
generalized these algorithms to alloweinaction of points to remain unclustered.



Chapter 4
Probabilistic Anonymity

The results in this Chapter appear in [LTO6].

4.1 Introduction

“Over a year and a half, one individual impersonated me togome over$50,000 in goods
and services. Not only did she damage my credit, but sheatsdaher crimes to a level
that | never truly expected: she engaged in drug traffickiigne crime resulted in my
erroneous arrest record, a warrant out for my arrest, andreuelly, a prison record when
she was booked under my name as an inmate in the Chicago Féds@n.” - An excerpt
from the verbal testimony of Michelle Brown to a US Senate Guttee [Bro00].
Unfortunately, in today’s highly networked digital worlithcidents like the above with
Michelle Brown are commonplace. According to Bureau of idesBtatistics Bulletin
[Bau06], 3.6 million households, representirs§s of the households in the United States,
discovered that at least one member of the household hadihbeerctim of identity theft
during the previous 6 months in 2004. According to the samertethe estimated loss as
a result of identity theft was about $ 3.2 billion. Needlessay that preventing identity
thefts is one of the top priorities for government, corpiorag and society alike.
Globalization further complicates this picture. Due tacdledjrectives or business asso-
ciations, there are multiple scenarios where in orgaromnatneed to share or publish their
micro-data to remain competitive. This puts personal jgshat further risk. To surmount

60



CHAPTER 4. PROBABILISTIC ANONYMITY 61

this risk, attributes that clearly identify individualsych asName Social Security
Number, Driving License Number , are generally removed or replaced by random
values. But this may not be enough because such de-iderdidimtbases can sometimes
be joined with other public databases on seemingly innos@adnibutes to re-identify in-
dividuals who were supposed to remain anonymous. For exgraptording to one study
[Swe02b], approximately 87% of the population of the Uni&dtes can be uniquely iden-
tified on the basis oGender , Date of Birth , and5-digit Zipcode . The uniqueness
of such attribute combinations leads to a class of attaclksewiata is re-identified by join-
ing multiple and often publicly available data-sets. Tlyige of attack was illustrated by
Sweeney in [Swe02b] where the author was able to join a pubtir registration list and
the de-identified patient data of Massachusetts’ state@rapt to determine the medical
history of the state’s governor.

In literature, such an identity-leaking attribute combioa is called as aguasi-
identifier. It is always critical to be able to recognize quasi-ideaigiand to apply to
them appropriate protective measures to mitigate theiigetisclosure risk posed by join
attacks. In fact, Sweeney herself proposddanonymity model in [Swe00] for the same.
According to her, a database table is said to:sonymous if for each row in the table
there aré: — 1 other rows in the table that al@enticalalong the quasi-identifier attributes.
Clearly, a join with ak-anonymous table would give riseor more matches and create
confusion. Thus, an individual is hidden in a crowd of sizgiving her k-anonymity. It
also means that the identity disclosure risk is at mg@stfor “join” class of attacks.

Although such a simple and clear quantification of privask nmakesk-anonymity
model attractive, its widespread use in practice is sey&ahpered owing to the following
factors:

1. Choice ofk is not clear. From pure privacy point of view, largewould mean more
privacy, but it comes at the cost of utility [Agg05]. What keetright choice of: for
the given data and the given notion of utility has not beery weazll understood yet.

2. Fork-anonymity model to be effective, it is critical that thesea complete under-
standing of the quasi-identifiers for the give data-set. tBate is no real formalism
available for deciding whether an attribute combinationlddorm a quasi-identifier.
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This is currently done manually, based on folk-lore and hueepertise.

3. For a giverk, the goal is always to minimally suppress or generalize &ta duch
that the resultant data-set isanonymous. However, for some natural notions of
measuring this resultant distortion, the minimizationlpeons turn out to be NP-
Hard [MWO04, AFK™05a, AFK"06].

On the approximation front, no efficient but good approxioratalgorithms are
currently known. The known algorithms are eiti@fk) approximations [MWO04,
AFK*05a] or super-linear [AFK06] - thus making them inefficient or expensive.

4.1.1 Organization and Contributions

In this paper, we start out by providing the first formal cleéeaization and a practical tech-
nique to identify quasi-identifiers. In Section 4.2, we adbow an interesting connection
between whether a set of columns forms a quasi-identifietredumber of distinct values
assumed by the combination of the columns.

We then use this characterization in Section 4.3 to come tipayrobabilistic notion
of anonymity. Again we show an interesting connection betwthe number of distinct
values taken by a combination of columns and the anonymignitoffer. This allows us to
find an ideal amount of generalization or suppression toyapgdifferent columns in order
to achieve probabilistic anonymity. We work through mangraples and show that our
analysis can be used to make a published database conforaoypacts like HIPAA.

In order to achieve the probabilistic anonymity, we obséinat one needs to solve mul-
tiple 1-dimensionak-anonymity problems. In Section 4.4, we propose many effiaad
scalable algorithms for achievingdimensional anonymity. Our algorithms are optimal in
a sense that they minimally distort data and retain muclsaititity. The algorithms pro-
vided are a stark contrast to previous NP-hard results amghacatively more complicated
algorithms for the previous notion of anonymity calle@nonymity [Swe02b].

We then experimentally verify our algorithms on real lifdalaets in Section 4.5. We
sketch the related work in Section 4.6 and finally concludsention 4.7.
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4.2 Automatic Detection of Quasi-identifiers

Definition 4.1 A quasi-identifier set Q is a minimal set of attributes in &bl that can
be joined with external information to re-identify indivial records (with sufficiently high
probability).

Above definition is from [SS98]. A similar definition can baufad in an earlier paper of
Dalenius [Dal86]. As the reader can sense, this definitiomfagmal since it does not make
“external information” and “sufficiently high probabilityexplicit. Possibly because of
this, we do not know any formal procedure or test for idemiyquasi-identifiers. Almost
always, researchers and practitioners assume that qieadifier attribute sets are known
based on specific knowledge domain [LDRO5b].

We present a more formal definition of quasi-identifier belowour definition, we do
not insist on minimality of attribute set as such althougk oauld easily accommodate it
if required. The external information is thaiversal table/ having information about
entire (relevant) population. It hasrows. Typically,./ would mean census records that
many countries make readily available [Bur].

Definition 4.2 «-quasi-identifier An o quasi-identifier is a set of attributes along which
an « fraction of rows in the universe can be uniquely identifiedvblyes along the combi-
nation of these attribute columns.

Example 1 Empirically it has been observed th&t% of the people in the U.S. can be
uniquely identified by the combination Génder, Dat e of Birth andZi pcode.
Therefore Gender , Dat e of Birth, Zi pcode) forms a0.87-quasi-identifier for the
U.S. population. Note that the U.S. census table is our usavéablel/ here.

Ideally, given anv andi/, it is straight-forward to figure out whether some particula
attribute combination forms am-quasi-identifier iri/ by simply measuring the number of
singletons in that attribute combination. One may evennrgriori like approach [AS94]
and calculate altv-quasi-identifiers iri/. In practice, there are errors ¥ that come in
during data collection phase itself [CGGMO03, Cen] and thevledge about/ is never
exact. This would lead to erroneous conclusions about a-gpletifier. Therefore, it does
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not justify the expensive calculations given above. In,facte then prefers a quick and
inexpensive approach that gives a gestimateof the same.

In what follows, we assume that the universal taldlé@self is not known. What we
know is that it is aandom samplduilt with replacementrom a probability space. Thus
our analysis is probabilistic. For the sake of analysis, @giire that there is a probability
distribution, but in reality, our final results are indepentlof this probability distribution.
Moreover, we work only with the expectations since our gsaloi givegood estimates
quickly. Since the sum of random variables is tightly coraied around the expectation
(by bounds like the Chernoff bounds [Che52]), our analysis r@sults are quite fair. We
do not work out the Chernoff analysis though in order to keapresults and presentation
simple.

We build our probability space on the distinct values thaatinbute combination can
take. Therefore, we need to know the number of distinct wafoe every attribute com-
bination. Since one can get (or reasonably estimate) thietafudistinct values for each
attribute inl/ [Gib01], we simplify our task with the following assumption

Definition 4.3 Multiple Domain Assumption Letd, d,, . . ., d;, be the number of distinct
values along column&’, Cs, . . ., C, respectively. Then, the total number of distinct values
taken by theéC,, Cs, ..., Cy) column set i) = dy X dy X ... dy.

Example 2 We study the number of distinct values taken by the set ofncdender ,
Dat e of Birth,Zi pcode). The number of distinct values of colutBander (C,) is
d, = 2. The number of distinct values of columat e of Birth (C,) can be approxi-
mated asl, = 60 * 365 ~ 2 x 10*. The number of distinct values along colu#inpcode
(Cs) is d3 = 10°. The number of distinct values of the column-§&n(der , Dat e of
Birth,Zipcode)isD =d; x dy x d3 = 2% (2% 10%) * 10° = 4  10°.

As another example, consider the set of columas { onal ity,Date of Birth,
Cccupati on). The number of distinct values of columat i onal ity (C}) isd;, =
200. Once again, the number of distinct values of colubat e of Birth (C;) can
be approximated ag, = 60 x 365 ~ 2 * 10*. The number of distinct values of column

Throughout this paper we assume that the ages of peopledietpto the database comes from an
interval of size60 years.
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Cccupat i on (C3) is roughlyds = 100. ThusD = d; X dy x d3 = 200 % (2% 10%) x 100 =
4 % 108,

Suppose that a set of columns taRelifferent values with probabilities;, ps, . . ., pp,
wherezi’ilpi = 1. Let us first calculate the probability that tiB element is a singleton
in the universal tablé/. It means first selecting one of the entries in the table étlaee
n choices), setting it to be thid element (which has probabilify), and setting all other
entries in the table to something else (which happens wishaiility (1 — p;)"!). Thus,
the probability ofith element being a singleton in the universal tables np;(1 — p;)" 1.

Let X; be the indicator variable representing whetiBelement is a singleton. Then,
its expectation

E[X;] = P[X; = 1] = np;i(1 — py)" ! = npe "1,

Let X = 3.7, X, be the counter for the number of singletons. Now its expiectas

given by
D D

E[X] = Z E[X] =) npe ™.

i=1 =
Let us analyze which distribution maximizes this expectethber of singletons. We
aim to maximizey_ > | ;e~*, subject toy 2 #; = nand0 < ;, V1 < i < D.

Theorem 4.2.11f D < n, then the expected number of singletons is bounded abo¥e by

Proof: If f(z) = 2ze™, f'(z) = (1 —2)e ® andf" (z) = (z — 2)e~*. Thus, the function
f has a global maximum at= 1, sincef (1) = 0 andf"(1) < 0.
Now the expected number of singletons,

D

D
D
e < 1=
Ymem <Y et ==
i=1 =1

This expression is a tight upper bound on the expected nuafilsérgletons forD < n.
For example, it is almost obtained by setting= 1, fori = 1,2,..., D — 1, andzp =
n—D+ 1. O

Theorem 4.2.21f D > n, then the expected number of singletons is bounded above by

—-n

ne o,
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Proof: If f(z) = ze™®, f'(z) = (1 — x)e~® andf" (z) = (x — 2)e~*. The functionf has
a point of inflection at: = 2, sincef” (z) < 0 for 2 < 2 implying the function is concave
here, andf” (x) > 0 for = > 2 implying the function is convex here.

First we claim that on maximizingfz1 x;e” %, nox; > 2. Suppose otherwise: after
maximizing 3.7 | z;e~*, somez, > 2. As D > n, and>.2 z; = n, somex, < 1.
For some smalb, replacingz, by z, — § andx, by x, + § we retainzi’;l r; = n. As
f(x) = xe~* increases towards x=¥(z, — ) > f(x,) and f(x, + &) > f(xp). Thus
7 ze" is increased, contradicting the fact that it was maximiZetlis,v1 < i < D,

z; < 2.

Now f"(z) < 0for0 < x < 2. Sincef is concave, we can apply Jensen’s inequal-

ity [Rud87]2 to get

D 1
e’ = D —xe
2 25

Thus, if D > n, the expected number of singletons is bounded above:by. O

Figure 4.1 shows how the maximum expected fraction of stogkeor unique rows in
a collection ofn rows behaves, as the number of distinct valuesyaries. The graph
plots the maximum expected fraction of unique rows as a fonaf %. It is the line
L for £ < 1 according to Theorem 4.2.1. Fér > 1, it is the curvee T according to
Theorem 4.2.2. The curve is both continuous and smoothe(diftiable) atg = 1 with

f1)="Ltandf (1) =1
Figure 4.1 forms a ready reference table in order to testhvenet set of attributes forms
a probable quasi-identifier. For example, if for a set oflatesD < 3n, then itis unlikely

that the set of attributes will form @75 quasi-identifier. If a set of attributes do not form
ana-quasi-identifier according to the the number of distindtiga in Figure 4.1, then they

2If f is a concave function, andl" | p; = 1, with p; > 04, thenY ", p; f(z;) < fF(Oin, pixi).
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Figure 4.1:Quasi-Identifier Test

almost certainly do not form anm-quasi-identifier as the plot gives the maximum expected
fraction of singletons (as per Theorem 4.2.1 and Theorem2}.2

Example 3 We now show how@Gnder , Dat e of Birth, Zi pcode) forms a quasi-
identifier when restricted to the U.S. population. The sizéhe U.S. population can be
approximated as$ = 10%, that is, the size of the universal tabigis 3 x 10%. The number
of distinct values taken by the attribute s€efder, Dat e of Birth, Zi pcode)is

4 % 10° from Example 2. Therefore, by Theorem 4.2.2, the maximumcteg fraction
of rows with singleton occurrence is3*10°/410° — =007 ~ (93, Thus, Gender,
Date of Birth,Zi pcode)is a potential0.93 quasi-identifier. Please recall that this
combination is already known to beda&87 quasi-identifier [Swe02b].

Example 4 We now give an example of a set of attributes that does not &éioquasi-
identifier. Let us considerNati onal ity, Date of Birth, Cccupation). The
number of distinct values along these columns is given freamiple 2 as) = 4x10%. Here
the size of the universal tableis= 6 * 10°, that is, equal to the world population. Since
D < n, we use Theorem 4.2.1 and find that the expected fractiorvef waith singleton
occurrence is bounded above Wy/en = 4 x 108/2.7 % 6 * 10° ~ 0.025. Thus these
columns almost certainly do not form ever).@5 quasi-identifier as 0.025 is an upper
bound on the expected fraction of singletons over all pdsgitmbability distributions over

guasi-identifier values.



CHAPTER 4. PROBABILISTIC ANONYMITY 68

We now provide a simple test to decide whether a combinatiaitabutes forms a
potentially dangerous quasi-identifier, that is, say 0.5.

Theorem 4.2.3 Given a universe of size a set of attributes can form anquasi-identifier
(where0.5 < «a < 1) if the number of distinct values along the columbs;> m

Proof: Note thatD > n. If not, then, by Theorem 4.2.1, the maximum expected foacti
of rows taking unique values B/en < 1/e < a.

From Theorem 4.2.2, the maximum expected fraction of rowsi¢aunique values
along the columns wittD distinct values is~"/". For the the set of rows to form an
quasi-identifier, this fraction must be larger thanThus,e ™/ > «, which implies that
D > m O

4.2.1 Distinct Values and Quasi-ldentifiers

In this section, we have provided an interesting connectietween whether a set of
columns forms a quasi-identifier and the number of distiati@s assumed by the combi-
nation of the columns. The main contributions of this asstian are as follows.

1. We provide a fast and efficient technique to test whetheat @fscolumns forms a
guasi-identifier. However there may be false positives. thoseolumns signalled as
a probablex quasi-identifier may only be @ quasi-identifier for somg < «.

2. We do not assume anything about the distribution on thgegaaken by the quasi-
identifier. The expected number of singletons is boundedhbyeixpression pro-
vided in this section for all possible distributions ovee thalues taken by the quasi-
identifier.

3. When a set of columns is declared not to be a quasi-identifiehe test in this
section, the set of columns is almost certainly not a quaesiifier, that is, there is a
minuscule chance of false negatives.
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4.3 Probabilistic Anonymity

In Sweeney’s anonymity model [Swe02b], every row of the skités required to be iden-
tical with k& other rows in the dataset aloidgy In the following notion of anonymity, we
insist that each row of the anonymized dataset should matbraieast: or more rows of
the universal tablé/ along(. Sincel{ is represented in a probabilistic fashion, we want
this event to happen with high probability.

Definition 4.4 A dataset is said to be probabilistically — (3, k)- anonymized along a
guasi-identifier set), if each row matches with at leastrows in the universal table
U along@ with probability greater thar{l — [3).

Our notion of anonymity is similar to that of [Swe02b] for asivarsary who iobliv-
ious, that is, she is not really looking for sorparticular individuals, but is trying to do a
joinon @ and checking if she is “lucky”. This kind of attack is quite @sgibility in today’s
outsourcing scenarios where in an attacker, say, from ecealler, would want to know
identities in her client’'s data without really knowing whdmlook for. If an adversary is
looking for aparticularindividual in the anonymized dataset, then Sweeney’s madeld
generally provide better privacy than our model for it woaldiays yieldk matches. For
our model to work well against such an adversary, we needdiaethe original dataset
itself as the universal tablé and carry out anonymization.

In what follows, we build on the strong connection betweenrtbmber of distinct val-
ues assumed by a set of attribuégand its identity revealing potential that was discovered
in Section 4.2. Intuitively, it is clear from Theorems 4.2412.2 and 4.2.3 that the potency
of () as a quasi-identifier would decrease if we reduce the nunfbaistinct values as-
sumed byQ. This is to be done with appropriageneralization We borrow the following
definition of generalization from [Swe02b] which has an ébete discussion on this topic.

Definition 4.5 Generalization involves replacing (or recoding) a valu¢hna less specific
but semantically consistent value.

Example 5 The original ZIP code§02138, 02139 can be generalized to 0213*, thereby
stripping the rightmost digit and semantically indicatiadgarger geographical area.
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One way of looking at generalization is creatiagc D partitions of the space ab
distinct values and choosing a representative for eacltipart In fact, it would give us
k-anonymity if we could ensure that most of these partitiaesrapresented by or more
of their own members in the universal tablewith high probability. To make this work, let
us suppose that we have gabépartition of originalD size space such that each partition
has probabilityl /D’ (or O(1/D’) to be precise). Given & py, ps, ..., pp > probabilities
of the original D size space, such partitioning is certainly possible usanfprtiiques we
show in Section 4.4 for a single dimension. Now, we analyzevibéhe bound onD’ that
is necessary is order to ensure that most of these partdiengpresentet or more times
in U with high probability. Please recall that has sizen and it is built by sampling with
replacement.

Theorem 4.3.1 A data set is probabilisticallyf1 — 3, k)-anonymized with respect to a
universal table/ of sizen along the quasi-identifief) if the number of distinct values
along@, D’ < %(1 — c) for some small constant

Before we proceed with the proof, please note that Theor@x $rovides a recom-
mendation forD’, the number of partitions ob size space of). If the probabilities
< p1,p2,...,pp > are known, then as per our earlier assumption, one coultecltrese
probabilities such thab’ equi-probable partitions are created. This concretizasigdiza-
tion which could be used by any data-holder for anoymiziagléta before release.
Proof: Let us suppose that we have gobD&partition of original D size space of quasi-
identifier @ such that each partition has probabilityD’. Let X; denote the indicator
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variable if> k rows in the universal tabl are chosen from thdh partition.

J=k J
o (n\, L. 1o
- 1—;(j)<ﬁ>< -5
. exp(—D’(n/D;; (k — 1))2)
(by Chernoff bounds [Che52]
- l—exp(_(n_éfbl;l)D) ).

For1 — /3 probability guarantee, we would like to have

—(n—(k—=1)D")?
2nD’

1 —exp( ) >1-5,

that is,
—(n—(k=1)D')?

2nD’

< Inpg.

This is true when,

2nD’ [ InB n o\’
< D" —1
0= +k:—1<k:—1 )+<k:—1)’

that is,
D' < %(1 +x — Va2 + 2z),
where
_ —Inp

xr = k‘ 1 .

This implies that
D < %(1 —0)

is sufficient for some small constant O

Example 6 Leti/ be the U.S. Census Table of size= 3 = 108. Consider the columns
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Q = (Gender,Date of Birth,Zi pcode). By Example 2D = 4 x 10°. According
to Theorem 4.3.1, a dataset(i.9, 100) anonymized alon@ with respect té/ if we make
D’ partitions (or generalizations) of thD size space where

D' < — 9245100
125
Thus, we have to reduce the number of possibilitiegXtry a factor ofD /D’ < 1700.
Consider the following generalizatiorGénder, Hal f -year of Birth, First
Four Digits of Zipcode). NowD' = d| x d; = d. d}, the number of distinct
values ofGender , is 2.d} is 60 x 2 = 120, andd}; = 10*. Therefore,D’ = 2.4 x 10°. This
should be good enough to make each i@d®-anonymous with probability at least9.

4.3.1 Privacy vs Utility

Note that Gender, Half-year of Birth ,  First Four Digits of

Zipcode ) was just one of many different ways we could have compressedD
size space in Example 6 by factdr00. Ideally, we would like to devise this general-
ization such that there is little or no loss in thata utility. We frame this problem as an
optimization problem below where the goal is to retain maximutility given privacy
constraints.

Let there bem columns < (1,05, ...,C,, > that need generalization and
wy, wa, . .., w, be their respective weights giving their relative impodan We aim to
anonymize this multi-column database so that maximumtyisi retained in the proba-
bilistically k-anonymized output.

Letd),d,,...,d,, bethe number of distinct values along coluniinsCs, . .., C,, after
probabilistick-anonymization. Then, by Theorem 4.3.1,

m

Hd; - %(1 =D
=1
Let us suppose that the quantile based anonymization fratio8et.4 is used. Thus,
d; different quantiles are used along the colu@jn Then, the rank difference of the trans-
formation (from Section 4.4) is approximate{lg_)Q X d = 3—2
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The sum of the distortion along all columns weighted by th&urmm weights is,
therefore,n(3"0" , g—f). Minimizing this is equivalent to minimizing " ’5— subject to
[[, d; = D'. For afixed value of product, the sum of numbers is minimizéémall the

numbers are equal. Therefore,
wy  wy wm_l(saw
dydy d, d '

Therefore,d; = d x w; Y1 < i < m. The product condition implied,[}" , d; =
d™[[;%, w; = D'. Therefore,

Dl
mi)l/ma
[Ti=, wi

D/
HZ1 wi

Note that ifd; is less than the number of distinct values in columimitially, say d;, it

d = ( V™ w. (4.1)

suggests applying an approach like quantiles proposedadmecelumnC;. If d; is greater
than the number of distinct values in colurah initially, say d;, then the columrC; is
left untouched. The number of distinct elements for othduroms can be recalculated
(and increased) after this. That isif > d;, then the optimization problem over all other
variables is first solved after colundr) is eliminated, i.e. Maximizé |

1, . d, =D'/d.

JeLti @ subject to

Example 7 Suppose that we want to probabilistically.9, 100)-anonymize a dataset with
3 columns Gender ,Dat e of Birth,Zi pcode) and all columns are equally impor-
tant, that is , they have equal weight.

As worked out in Example 9, each row is giv@d-anonymity with probability at least
0.9if D' = 2.4 x 10°. As all3 columns have equal weight, we gkt= d, = d} ~ 133.
HoweverCender has only2 < d) values. This means we have to leave it untouched and
work with the remaining two attributes. That givésx d3 = 1.2 = 10°. Since both the
columns have equal weight, we gbt= d} ~ 1.1x 103, Asd}, = 1.1x10% is approximately
60 (years¥12 (number of months per yearlpat e of Bi rt h is approximated to the
month of birth. Also the number of distinct valuesZofpcode being O(10%) implies
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that the last two digits oZi pcode are starred out. Thus the anonymization produced is
(Gender,Month of Birth,First Three Digits of Zi pcode).

Note that this anonymization was entirely worked out in ¢anstime in the above ex-
ample. For general case, where the number of columms iswould requireO(m?) time.
Previous techniques to provide anonymity were not a¥ly-hard in the input size (that
means it took exponential time in the dataset) [MWO04, AP&b] but even approximations
required many passes over the database [AF3b, AFKT06]. [LDRO5b] required passes
to be exponential in the number of columns to be anonymizédedsittice developed there
took exponential time to be built.

Example 8 According to HIPAA [HIP], each person must be anonymized eraavd of
k = 20,000 = 2% 10* people. Now, suppose we want to anonymize a medical reabtis t
with columns Gender , Age (In Years),Zi pcode, Di sease).

As always, the U.S. Census Table is the universal tablgith n = 3 x 10® rows. The
guasi-identifier isGender , Age (In Years)Zi pcode). As the number of distinct values
of Gender andAge are2 and100 respectively, the number of distinct valueZopcode
allowed is approximatel$ x 108/((2 * 10%) * 2 x 100) = 75 by Theorem 4.3.1. Therefore,
Zi pcode must be anonymized to its first two digits and should onlycetei the State.

4.3.2 The Curse of Dimensionality

As the number of dimensions (columns) increase, the numbeistinct values per col-
umn on anonymization decrease rapidly. For example, censidlatabase table witth
columns. The aim is to anonymize the table so fltianonymity is achieved for the U.S.
population of size3 x 10°%. Further suppose that all the columns are given equal weight
(importance). Applying Theorem 4.3.1 and the Multiple Dam@&ssumption, the number
of distinct values per column can be obtained to be roughljhus all values in a column
are generalized to two intervals or converted to two typesbfes. This hints at reduced
data utility measured by any reasonable metric.

This phenomenon was also observed as the curse of dimelisiooa k-
anonymity [Agg05]. However, we must notice that the presgianalysis should only be ap-
plied to columns that are available publicly. For examptethie Adults database [BM98],
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columnscapgain , caploss , fnlwgt andincome can be assumed to be sensitive
columns that are present only in the database itself andaravailable for an external
join.

4.3.3 Distinct Values and Anonymity

In this section, we have provided an interesting connedtietween the number of dis-
tinct values taken by a combination of columns and the anagyibcan offer. The main
contributions of this association are as follows.

1. This association between distinct values and anonynuidyantee results in an easy
technique to obtain &-anonymized dataset. Merge similar distinct values taken b
a column so that the number of distinct values assumed bydluena is reduced.
The appropriate reduction in the number of distinct val@esl$ to the conversion
of a quasi-identifier intd&-anonymous columns. As explained in Section 4.3.1, this
would also help retain much of data utility since it mininyadistorts ranks. We shall
discuss this angle in more detail in the next section.

2. It also helps in coming up with the right kind of generaliaa for publicly known
attributes so that published database can conform to lae$lliPAA.

4.4 1-dimensional Anonymity

The results of Section 4.3 provide us with the right amoungeferalization for each
publicly known attribute in order to achieve probabilistianonymity for the entiren
column dataset. From any particular attribute point of yibwve suggested generalization
tries to create appropriate number of buckets (or parsion its distinct values space
so that each bucket has$ > k individuals from the universal tablé. Thus, in nutshell,
there aren 1-dimensional Sweeneylsanonymity problems, of course, each with different
value ofk. Before we proceed further, we will like the reader to taketerof this strong
underlying connection between our notion of probabiligtianonymity and Sweeney’s
notion of k-anonymity.



CHAPTER 4. PROBABILISTIC ANONYMITY 76

Now k-anonymity for multiple columns is known to be NP-hard [MW@¥K*05b,
LDRO5b]. Thankfully we found that this is not the case for agse column. In the re-
mainder of this section, we showcase various algorithmishtelp achievel -dimensional
k-anonymity while retaining maximum possible data utility.

4.4.1 Numerical Attributes

We start out with algorithms for numerical attributes. Nthtat they are also applicable to
attributes of type date aripcode .

Definition 4.6 k-Anonymous Transformation A k-anonymous transformation is a func-
tion, f, fromS = {sy, sa,...s,} to S suchthatvs; : [{f~*(s;)}| > kor |{f~'(s;)} =0,
that is, at least: elements are mapped to each element (which has some elegnetan
to it) in the range.

Example 9 ConsiderS = {1,12,4,7,3}, and a functionf given byf(1) = 3, f(3) =
3, f(4) =3, f(7)=T7and f(12) = 7. Thenf is a2-anonymous transformation.

Dynamic Programming

Our goal is to find &-anonymous transformation that minimizes, say, the masirlus-
ter size amongst all clusters [Vaz04], or the sum of distatcéhe cluster centers [JV99],
or the sum over all clusters the radius of the cluster timesittmber of points in the clus-
ter [AFKT06]. All these problems are known to be NP-hard for a genegtlimspace.
However, for points in a single dimension, we showcase amappolynomial time algo-
rithm based on dynamic programming. The details of the #@lyorcan be found below.

If not already sorted, first sort the input and suppose thapit < p, < ... < p,. For
1 <a < b<n,letClustefa,b) be the cost to cluster elemenis . . ., p,.

Consider the optimal clustering of the input points. Not trach cluster in the optimal
clustering contains a set of contiguous elements. More@aeh cluster is of size at least
k by thek-anonymity requirement. Since any cluster of siz€k can be broken into two
contiguous clusters of size at leastach and that would reduce the clustering cost, the size
of a cluster in the optimal clustering will be at m@ét — 1.
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The optimal clustering of the input points is, therefore, the optimal clustering of
pointspy, p2, p,—; and one single cluster of the poirfts,_;.1, - .., pn), Wherei is the size
of the last cluster. Note thét < ¢ < 2k by the previous analysis. Therefore we find the
optimal clustering by trying out all possible valuesiaf {k,k+1,...,2k —1}. Now, the
dynamic programming recursive equation is given by
ClusterCodtl, n) = ming<;<2 Cost(ClusterCost, n — i), Clustetn — i+ 1,n)).

Here CostA, B) is the sum for a metric like thle-median [JV99] or cellular [AFK 06]
metric which minimizes the sum of costs over all clusterss the maximum function for
the k-center metric [Vaz04] which minimizes the maximum of clrssizes amongst all
clusters.

ClusterCodu, b) is initially set toco if b—a+1 < k. Forb—a+1 > k, ClusterCosu, b)
is initially set to the cost of clubbing all points into a siegluster, that is, Clustét, b).

Time Complexity This algorithm needs input in the sorted order. Therefdsetine
complexity has two components: 1. Time taken for sortingtipait, and 2. time required
for the dynamic programming. For input of sizepoints, sorting take®)(nlogn) time.
The dynamic programming part requires tirg¢nk) as evaluating ClusterCdst. . .7)
takesO (k) time for eachi. Thus, overall time complexity i©(n(k + logn)).

Quantiles

The algorithm from previous section requires sorting ofitiput. For largen, this would
entail external sort. It is not very desirable in practiaetHis section, we explore efficient
algorithms that cluster the data in time required to make 2 sequential passes over the
data and use very little extra memaory.

Definition 4.7 Rank Given a set of distinct elements= {s;, so, ..., s,}, the rank of an
element; is r if s, is ther!” largest element in the set.

For a multi-set containing duplicates, different occucesof the same element are
given consecutive ranks.

Example 10 Among elementS = {1, 12, 4,7, 3}, 7 has rank4, while 3 has rank2.
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Definition 4.8 Rank difference of a transformation Given a setS = {sy, s, ..., s, } of

n numbers, and &-anonymous transformatiofy letr(s;) represent the rank of element
Then, the rank difference incurred Byunder the transformatioffi is defined asr (£ (s;))—
7(s;)|. The rank difference of the transformatigris the sum of rank difference over all
elements, thatisy " | [7(f(s:)) — 7(ss)].

Example 11 For setS = {1,12,4,7,3}, n(1) = 1, n(12) = 5, 7(4) = 3, n(7) = 4 and
7(3) = 2. For f from Example 9r(f(1)) = 2, 7(f(12)) = 4, n(f(4)) = 2, 7(f(7)) = 4,
andpi(f(3)) = 2. The rank difference of this transformatiorsis

Definition 4.9 Quantile Transformation Suppose that = ¢k + r, where0 < r <

k. Then, the quantile transformation iskaanonymous transformation that partitions the
elements intg contiguous groups of siZ& + [r/q]) or (k+ [r/q]) each. All elements in
a group are mapped to the median element of the group.

Theorem 4.4.1 The quantile transformation has the minimum rank diffeesacmong alk
anonymous transformations.

Proof: The proof is by a simple greedy argument. O

Efficient Approximate Quantiles using Samples

It is possible to implement the exact quantile transforomatiBut finding the exact me-
dian(quantile) inp passes over the data requir€s” memory [MP78]. Thus, to get the
exact quantile transformation ihpasses, would requite(,/n) memory.

For those who work with smaller memory and/or look for sonmegheasier to imple-
ment, we sketch a sampling based approach here. We maintaifioam sample of size
s = }Qlog(%) using Vitter's sampling technique [Vit85]. The ranklement in the original
set is approximated by the rark/n element in the sample, wherds the size of the orig-
inal dataset over which the sample is maintained. This ei¢imas rank between— (en)
andt + (en) in the original data with probability greater thé&h— §) if the sample size is
chosen as given above [MRL99]. For example suppose that weairaa uniform sample
of 100 elements out of a totdl00, 000 elements. Then thg 000th element in sorted order
among thel00, 000 elements can be approximated well by fitle element in sorted order
from amongst the sample ®00 elements.
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4.4.2 Categorical Attributes

Country:USA

50 State

AL A WY

Alameda
N

Figure 4.2:A Categorical Attribute

In the previous sub-section, we discussed how to createoppate buckets or cate-
gories for numerical (ordered) attributes. But many a tintlesre is an attribute with no
intrinsic ordering among its value-set. Such an attribsitealled as @ategorical attribute

For categorical attributes we create a layered tree gragx@lained. The first layer
consists of a node for each category value. The next layarpgréogether nodes that
generalize into one general categorical value, so thatfivey a single node. This is set
to be the parent of the generalized values. This is repedit¢idete is a single category.
Consider for example location information shown in Figur2. Zipcodes are generalized
to cities which are generalized to counties to state andljitalcountry. The top three
levels of the generalization hierarchy are shown. To anopgthis dataset so that there
ared distinct values, the generalization is carried till thedlethat there are values. For
example, to generalize location so that thererdifferent values, the state information
would be retained. However to generalize iBtw0 distinct values, the county information
would be retained.



Row | Size [ A1 | A2 | A3 | A4 | A5 | A6 | A7 | A8 | A9 | A10 S F, D F, k-Anon
60| 8 |15 7 [ 14| 6 | 5| 2 | 20| 40

1 1 X 2 6.1%107° 60 74%107% | 5x10°
2 2 X X 986 0.03 1200 | 1.48 %1076 | 2.5 % 10°
3 3 X X | x 65 0.002 600 74%1077 | 5%10°
4 4 X | x | x X 5056 0.16 1%10° | 1.2%10°% | 3%10°
5 4 X | x X x | 3105 0.095 |27%10° | 3.3%10°* [ 1.1%103
6 4 X X X X 7581 0.23 6.7%10° | 8.3%107* 450
7 4 X | X X x | 1384 0.043 [ 6.7%10* | 83%10"° [ 45103
8 5 X | x | x X x | 7659 0.235 45105 | 491073 75
9 5 X | X X | x | x 5215 0.16 2.8%10° | 3.4%x107% | 1x10°
10 5 X | x X | X X 12870 0.40 8%10° | 9.9%107* 380
11 5 X | x X X x | 10402 0.32 54%10° | 6.7%10°3 55
12 10 | x | x | x [ x| x| x| x| x| x X | 24802 0.76 33 % 109 0.99 1

Size = Number of columns that make the quasi-identifier, Alge AA2 = Work class, A3 =

Education, A4 = Marital status, A5 = Occupation, A6 = Relasibip, A7 = Race, A8 = Sex, A9

= Hours per week, A10 = Native countrg, = Number of singletons in the current tablg,=

Fraction of singletons using the table itself = S/325635Fraction of singletons using Figure 4.1
andn = 3 % 108 for US population, k-Anon= Anonymity parameter for the psbéd database =

n/D.

Figure 4.3: Quasi-ldentifiers on the Adult Dataset
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4.5 Experiments

4.5.1 Quasi-ldentifiers

We counted the number of singletons in the Adult Databaséadé@from the UCI machine
learning repository [BM98]. The Adult Database has{it61 rows with 15 attributes, we
considered 0 of them and dropped the remainibgThe dropped attributes are sensitive at-
tributes (not quasi-identifiersinlwgt , capgain , caploss ,income and the attribute
edunum which is equivalent to the attribute education. In our ekpents, we varied the
size of the attribute s&p under consideration frorh to the maximum ofi0. The table in
Figure 4.3 shows some of the results that we obtained.

LabelsAl, A2, ..., A10 denote thel0 columns of the table. The first row gives the
number of distinct values each attribé, A2, .. ., A10 takes. All other rows (which are
labeled with row numbers fromto 12) of the table represent publishing the projection of
the table along the columns marked ‘x’. For example, the roepresents publishing the
database projected on thge (A1) column while the rowi2 represents publishing alD
columns in the database. The coluBizegives the number of ‘x’ marks in each row, that
is, the number of columns that constitute the quasi-identifiunder consideration.

The columnS is the number of rows uniquely identified by the projectiontluése
columns, that is, the number of rows uniquely identified i@ pgublished projection. For
example, for row 2, wherd1 andA9 are the attributes of projectiof,= 986 is returned
by the following SQL statement in MS Access:

SELECT Al, A9 FROM T
GROUP BY Al, A9
HAVING count( *)=1

F, is the fraction of rows uniquely identified, given By32561 whereSis the number
of singletons while 32561 represents the total number o$liowthe database table. For row
2, F; = 0.03. Some previous definitions of quasi-identifiers [XM06] measl a quasi-
identifier as a set of columns that have a large fraction ajuerows. ThusF, is used as
a measure of quasiness. This does not model the externalgeddent with the adversary.
For example, by this definitio1 andA9 would together be 8.03-quasi-identifier.
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D is the product of the domain sizes of the attributes markeid the row. By Multiple
Domain Assumption, it is the size of the distinct values spir that combination of
columns. For example, for rody D = 60 * 5 x 2 = 600.

F, captures the notion of quasiness as proposed in Sectiont &2jiven by f(D/n)
shownin Figure 4.1. Herd) is set to be equal to the value from coluBnandn = 3108,
the size of US population. Please recall that, by Theoredd &nd 4.2.2f(D/n) =
D/en for D < n ande="/? for D > n. For all but the last row of the tabl® < 3 x 105,
henceF, = 52—, for the last rowf', = e~310°/P,

k-Anon is approximately the probabilistic-anonymity obtained from the published
database. Based on the result of Theorem 4.3.1, it is setlilp wheren = 3 * 10%, the
size of the US population. Whdd exceeds n, it is set th

Suppose we are allowed to publish a set of columns with theliton that all0.2-
guasi-identifiers are to be suppressed. If we only consigeentries of the table and look
at those projections where at leist fraction of the rows are unique, then the projections
indicated by rows numberet] 8, 10, 11 and12 cannot be published. This is because their
F; values exceed.2.

In fact, our real worry is that- 0.2 fraction of the rows should not get uniquely identi-
fied after taking an external join with the universal taldleThen, only rowl2 qualifies as
a possible).2-quasi-identifier as only it value exceeds.2. Note that, from Theorems
4.2.1 and 4.2.2, there is a minuscule chance of false negatilkat is, rowd — 11 are
unlikely to be0.2-quasi-identifiers.

Row 12 needs a closer look sin€e99 is only an upper bound on the expected fraction
of unique rows. It may be noticed that many combinations are and do not occur. In
our example, two attribute&9 andA10 are special A9 may be represented with only
distinct values since the exact hours per week of an indalichay not be known and10
is not uniformly distributed. Such a case by case analysthetifferent attributes may
bring down the distinct value®), and hence the fraction of distinct rows. Thus, it can help
improve the estimate of quasiness, say, frofn98 fraction to (probably) a fraction lower
than0.2. In such a case, row2 would be a false positive.
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4.5.2 Anonymity Algorithms

We implemented sampling based approximate quantile dhgorifrom Section 4.4.1) as a
technique in a commercial data masking tool. Our techniggeired400 lines of code to
be added to the tool. The tool was run on an Oracle databasaimmioig 250, 000 rows of
a table from a real bank, which was a customer of the tool vedee database table was
about1GB in size and ha@61 columns. We also repeated our experiments on the public
use microdata sample (PUMS) [Bur] provided by the U.S. Ceriaureau. This dataset
was given in a flat file format as input to the data masking tdbke experiments were run
on a machine with 2.66GHz processor and 504 MB of RAM runningréoft Windows
XP with Service Pack 2.

Scaling with the Dataset Size

We studied how the running time of the quantile algorithmrf@sking a single column
changes as the number of rows in the database table is vaviledmeasured the time
required to mask various fractions of the table, the ertwéwhich containg50, 000 rows.
The time required to mask this single numeric column with 10, 000 anonymity (so that
there are25 different quantiles to which the data is approximated)eased linearly to a
total of aboutl 0 seconds for the entire column. A straight line with almostatly identical
slope and coordinates was obtained for the PUMS [Bur] datase
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Figure 4.4:Time taken for varying number of rows.

Scaling with the Number of Columns Masked
We studied how the running time of the quantile algorithm foasking multiple
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columns varies as the number of columns to be masked is va@dhis experiment too,
we used the table with50, 000 rows and261 columns. As each column is independently
anonymized, the time taken increases linearly as the nuafleetumns being anonymized
increases. Previous algorithms [LDRO5b] had an exporlenteease in the time taken for
anonymization as the number of columns increased as tlieelateated was exponential
in the number of columns being anonymized.

The time taken to anonymiZé® columns of data wit50, 000 rows was approximately
100 seconds. This is almost an order of magnitude improvemestt e previous algo-
rithm [LDRO5b]. The results on the PUMS dataset were similar

s
[
o

L
/
//
/
//

T T T T T
a 2 4 B g 10 12
Humber of Columns

=
(=]
]

Time to Anompmize(s)

& B8 3

=

Figure 4.5:Time taken for varying number of columns.

Scaling with the Anonymity Parameter

The implemented algorithm does a binary scan over all bgdkedind the bucket closest
to each data item. The time required to anonymize a data Mdleesfore, logarithmically
increases as the number of buckets increases (or the valianonymity parameter de-
creases). Ib is the number of buckets amtthe number of rows, then the time to anonymize
isnlog(b). The time taken to read rows from disk isnC' where C is a large constant. The
total time taken is, thereforey(C' + logb) whereC' >> log(b). This explains the shape
of the curve in Figure 4.6. HeneC' ~ 10 seconds and thieg(b) term explains the slight
increase from) to 500 buckets.

Tradeoff between Privacy and Utility

We studied how the error introduced in a column as a resultarionymization varies
with the anonymity parametdr. Let z; be the original value of thé” row. Letz; be its
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Figure 4.6:Time taken for varying number of buckets.

value afterk-anonymization. Thefz, — z;)? is the error introduced for rowas a result of
k-anonymization. The total error introduced overows isError = " (z; — x;)?. Let
T = Zn:Tl“’ If all 2, are constrained to be identical (corresponding to anoryywith a
single bucket), them gives the minimum error according to the above metric, t.givies
MinError = Min, Y i (x —z;)* = > (z — 2;)*. We, therefore, normalize the error
as Error/MinError.

The curve is plotted in Figure 4.7 where the normalized eg@lotted on they-axis
while the number of buckets,= 7, is plotted on the-axis. An almost identical curve was
obtained for the PUMS dataset. The curve very closely fadltve curveb%. This could be
proven analytically.

Thus, for givenn andk, we find that the identity disclosure risk 4s 1/k (for “join”
class of attacks) and the error introduced in data i%?/n?. We may, therefore, boldly
quantify the privacy provided by-anonymization ap = 1 — 1/k and the utility retained

asu = 1 — k*/n? implying the following privacy-utility trade-off equatio

(1 —p)*(1 — u) = 1/n* (a constant)

Note that, the fact that we used sum square errors, instesuna$ of absolute values
of errors explains the square term above.
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Figure 4.7 :Tradeoff between privacy and utility.

4.6 Related Work

One of the earliest definitions of quasi-identifier can benfbun Dalenius [Dal86].
[Swe02b, Swe02a] and [LDRO5b] use a similar definition.

Samarati and Sweeney formulated th@nonymity framework and suggested mech-
anisms fork-anonymization using the ideas of generalization and sggwn [SS98,
Swe02b, Swe02a]. Subsequent work has shown some NP-hardemdts [MWO04,
AFK*05a, AFK"06] and that has inspired many interesting heuristics apdoagmation
algorithms [lye02, Win02, MW04, BA05, AFKO5a, LDR05b, MKGV06, AFK 06]. All
of this work assumes that quasi-identifier attribute setkapwn based on specific knowl-
edge domain.

The basic theme of-anonymity model is tdide an individual in a crowd of sizé or
more. A similar intuition is pursued by Chawla et al in [CDBB] who, in fact, manage to
convert it into a precise mathematical statement. They nlyt @ive definition of privacy
and its compromise for statistical databases, but alsagea method for describing and
comparing the privacy offered by specific sanitization teghes. They also give a formal
definition of anisolating adversary whose goal is to single out someone from the crowd
with the help of somauxiliary informationz. This work is further extended in [CDMTO05]
where Chawla et al study privacy-preserving histogramsfiacamations that provide sub-
stantial utility.

There is a wide consensus that privacy is a corporate regpiagqIBM]. In order
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to help and ensure corporations fulfil this responsibiljfgyernments all over the world
have passed multiple privacy acts and laws, for examplen@rdeach-Bliley (GLB)Act
[GLB], Sarbanes-Oxley (SOX) Act [SOX], Health Insurancet@&bility and Accountabil-
ity Act (HIPAA) [HIP] are some such well known U.S. privacytac In fact, HIPAA rec-
ommends the followingafe-harbomethod of de-identification in which it provides clear
guidelines for sanitizing quasi-identifiers includingel&tpes Zipcode , etc. For20, 000
anonymity, HIPAA advises to retain essentially only thet&taformation inZipcode

and year information ilDate of Birth which is quite inline with what we concluded
in Examples 6, 7 and 8 based on our analysis. The de-idetitficaxcerpt from the
HIPAA law is provided in Appendix 4.8.

4.7 Conclusions

In this paper, we provided the first formalism and a practieehnique to identify a quasi-
identifier. Along the way we discovered an interesting catine between whether a set
of columns forms a quasi-identifier and the number of distratues assumed by the com-
bination of the columns.

Then we defined a new notion of anonymity called as probaioilesyonymity where
in we insist that each row of the anonymized dataset shoutdmwaith at least: or more
rows of the universal tabl# along a quasi-identifier. We observed that this new notion of
anonymity is similar to the existektanonymity notion in terms of privacy guarantees and
is sufficiently strong for many real life scenarios involgiablivious adversaries. Building
on our earlier work, we found an interesting connection leetwthe number of distinct
values taken by a combination of columns and the anonymdgritoffer. This allowed us
to find an ideal amount of generalization or suppression fyaje different columns in
order to achieve probabilistic anonymity. We worked thitoagany examples and showed
that our analysis can be used to make a published databafkemadio privacy acts like
HIPAA.

In order to achieve the probabilistic anonymity, we obsérireat one needs to solve
multiple 1-dimensionalk-anonymity problems. We proposed many efficient and soalabl
algorithms for achieving-dimensional anonymity. Our algorithms are optimal in asgen
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that they minimally distort data and retain much of its tyili

4.8 De-identification required for HIPAA

“The following identifiers of the individual or of relativemnployers, or household mem-
bers of the individual must be removed to achieve the "safddrd method of de-
identification: (A) Names; (B) All geographic subdivisiamaller than a State, including
street address, city, county, precinct, zip code, and tagirivalent geocodes, except for
the initial three digits of a zip code if, according to the mmt publicly available data from
the Bureau of Census (1) the geographic units formed by aontpall zip codes with the
same three initial digits contains more than 20,000 peogple] (2) the initial three digits
of a zip code for all such geographic units containing 20,00@ewer people is changed
to 000; (C) All elements of dates (except year) for datesctliyeelated to the individual,
including birth date, admission date, discharge date, ddtdeath; and all ages over 89
and all elements of dates (including year) indicative ofrsage, except that such ages and
elements may be aggregated into a single category of age 8lder; (D) Telephone num-
bers; (E) Fax numbers; (F) Electronic mail addresses: (Ggi8lbsecurity numbers; (H)
Medical record numbers; (I) Health plan beneficiary numb&d Account numbers; (K)
Certificate/license numbers; (L) Vehicle identifiers andadenumbers, including license
plate numbers; (M) Device identifiers and serial numbers) \®b Universal Resource
Locators (URLS); (O) Internet Protocol (IP) address nund€(P) Biometric identifiers,
including finger and voice prints; (Q) Full face photographinages and any compara-
ble images; and (R) any other unique identifying numberrati@ristic, or code, except
as permitted for re-identification purposes provided cierteonditions are met. In addi-
tion to the removal of the above-stated identifiers, the al/entity may not have actual
knowledge that the remaining information could be usedalamin combination with any
other information to identify an individual who is subjedttbe information. 45 C.FR.
§164.514(b)”



Chapter 5
Masketeer

The results in this Chapter appear in [DLEB].

5.1 Introduction

Advances in storage, networks, and hardware technology tesulted in an explosion of
data and given rise to multiple sources of overlapping datas, combined with general
apathy towards privacy issues while designing systems amckpses, leads to frequent
breaches in personal identity and data security. What midiesvorse is that many of
these breaches are committed by the legitimate users ofatiae Major countries like the
U.S., Japan, Canada, Australia and EU have come up with dlate distribution laws
which demand their organizations to implement proper datarsty measures that respect
personal privacy and prohibit dissemination of raw dataidetthe country.

Since companies are not able to provide real data, they oot to completely ran-
dom data. It is obvious that such a data would offer completeagy, but would have
very low utility. This has serious implications for an IT gees companies, since appli-
cation development and testing environments rely on tealisst data to verify that the
applications provide the functionality and reliabilityeghwere designed to deliver. It is
always desirable that the test datssimilar to, if not the same as, the production data.
Hence, deploying proven tools that make de-identifyingdpiation data easy, meaningful
and cost-effective is essential.

89
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Data masking methods came into existence to permit theifegié use of data and
avoid misuse. In this Chapter, we consider various suchmtgals to be able to come up
with a comprehensive solution for data privacy requirerseilte present the data mask-
ing product MASKETEER' (developed at TCS), which implements these techniques for
providing maximum privacy for data while maintaining goadity.

5.2 Data Masking

Masking the production data is simpllge process of systematically removing or trans-
forming data elements that could be used to gain additionalkedge about the sensitive
information The objective of data masking is to maximize data utilitsuth a way that
the masked data should have the same characteristics asgimalodata and at the same
time minimize disclosure risks, that is, reduce the abititydentify an individual and re-
duce the ability to predict the value of confidential atttési

The need for data masking is, in fact, ubiquitous. The cohsaftware development
is just one such striking example. Data masking plays a kisywdben a certain version
of privately held data has to be made public. Here goal is gpkhe identities of the
individuals who are the subjects of the data secret, andlimt ¢he legitimate users to
make perfect use of the released data. This problem is venynam in the health sector
and financial sectors.

5.2.1 Approaches

Over the years, statisticians, cryptographers and compaientists have developed many
models and techniques to address the trade-off betweermpdasay and its utility. We
present here techniques that are robust, practical, arel $imple quantification of pri-
vacy/utility. We explain them using Figures 5.1 and 5.2.

RandomizationlIn this approach, a data-element is replaced by a randohdygen value

from a given range or a dataset. TRame column of Figure 5.1 is replaced by randomly
chosen names from a datasetwfglish Names in Figure 5.2. This technique provides
strong identity protection.
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SSN| Name | Gender | Age | Zipcode | Balance
101 | Alice F 31 | 94305 100
102 | Bob M 31 | 94308 24
103 | Carol F 32 | 94308 35
104 | David M 22 | 94125 85
105 | Evelyn F 34 | 90428 12
106 | Frank M 18 | 92405 73
107 | George M 35 | 94308 57
Figure 5.1: Original Database table

SSN | Name | Gender | Age | Zipcode | Balance
501 | Jane F 31 | 9430* 110
438 | Kurt M 31 | 9430* 30
107 | Lance M 31 | 9430* 45
745 | Molly F 20 | 94r** 75
885 | Nancy F 34 | Qrrrx 25
990 | Oscar M 20 | 94x** 60
210 | Philip M 34 | Ok 52

Figure 5.2: Masked Database table
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Encryption In this approach, the data-elemeénts replaced by its imagk(X ) whereh is
a suitable hash function. Ideally, one would want the hasltfan / to be collision-free,
non-idempotent and one-way. Unfortunately no slichprovably known. But in practice,
MD35 SHA-1, or Discrete Log based functions are useful. In the abovepie encryption
is applied to thesSNcolumn. Encryption techniques are often efficient, but theywide
low data utility by destroying semantics readily.

Shuffling Shuffling randomly permutes the data-elements in a colurhas, it can easily
destroy relations between the columns. Shuffling is appbetie Gender column in the
above example.

Perturbation Another popular approach is to use perturbation techsiquerder to hide
the exact values, for example, adding noise to data and itermus improvements. Here
it is possible to capture the richness of data, say, with dvargance matrices . A simple
perturbation technique could be addition of Gaussian rnoisiee input data. LeX be the
input column. Then, the resultait would beY = X + e, heree is the Gaussian noise
taken from a standard distribution. Perturbation is ajpieetheBalance column in the
above example.

Perturbation techniques, capable of providing high dati@yuand low disclosure risk,
may require some pre-processing of the data to yield pasamatues. Otherwise, they
are fairly efficient. They are not very suitable if one wamtgitaw inferences with 100%
confidence.

k-Anonymity De-identifying the data by masking key attributes IEBENandName may
not protect identities since linking such a masked databgtbea publicly available data-
base on non-key attributes likeender, Date of Birth andZipcode can uniquely identify
an individual [Swe02b].

A table provides:-anonymity [Swe02b] if any attempt to link the identifyinglamns
by external joins results ih or more matches. It means that each row in the table is forced
to be same as at least— 1 other rows in the potentially identifying attributes. Thus
identification of an individual by external join is with a frability of at mostl/k. k-
Anonymity is achieved by blocking all the dissimilar valussppression) or by replacing
them with a less specific common consistent value (genatadiz). Hencek-anonymity
is a trade off between data utility and privacy. A higher eabf & enforces a stricter
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Technique Data Utility | Identity Disclosure Risk | Value Disclosure Risk| Scalability
Randomization Low Low Low High
Encryption Low Medium Medium High
Shuffling Medium Low High Medium
Perturbation Medium Low Medium Medium
k-Anonymity High Low High Low

Figure 5.3: Techniques Overview

privacy but more data loss. It is important to note that thia diass happens mainly for

the potentially identifying attributes only, and the sérsiinformation (for example, say,

medical condition of patients or cash balance) may appeaisas

In the above example, we have applizdnonymity to Age andZipcode. The first
three, the 4th and 6th, and the 5th and 7th rows in Figure ®2dantical in these two
columns. Non identical values fge are replaced by their average, while thosgipcode

are substituted by *. Hence anybody trying to link some knéwe andZipcode values

with those in this table to find thBalancevalue would essentially be confused wittho

balance values. Thus, we are guarant&®d privacy.

k-Anonymity provides high data utility since it generalizes suppresses only the

quasi-identifiers. It also quantifies the identity disclesusk at1/k. But the optimal
k-anonymity is known to be NP-hard [AFt05a]. The known algorithms are eith@(k)
approximations [AFK 05a] or super-linear [AFKO6] or require time exponential in the

number of columns [LDRO5b] thus making them inefficient opemsive. Our product

uses the efficient algorithm outlined in [LT06].

A comparative overview of the different techniques is giverrigure 5.3. It is clear

from this table that no single technique by itself can previlv disclosure risk, high data

utility and work for high data volumes. But good news is thage techniques seem to

complement each other. So their right combination may gegegood data for us. A

recent Forrester report [YuhO6] also advocates the same.
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5.3 Constraints

We chose the above techniques because they are privagrpresand amenable to ef-
ficient implementations that scale well. Also appropridteice of parameters for these
techniques can help us retain much of the characteristidgatterns from the original
data. In order to further improve the utility aspect in theskead data, we note that one has
to account for the following database related considematas well. They bring in serious
engineering challenges.

Syntactic ConstraintsThe masked values should be within the limits specified édtata-

base schema.

Unigueness Constraintgor attributes that are marked as unique or as primary kieygo

table, the masked values should be unique.

Relational Integrity In order to support RDBMS, it is important to make sure tletdtional

integrity constraints are satisfied, that is, the maskealdegments are propagated from the
parent table to child tables.

Business Constraintduch of the known business logic is encoded in company da&dh

by linking multiple columns through some arithmetical ogilcal operations. The masked
data should also satisfy these constraints.

5.4 MASKETEER™

There has been a lot of other products in the market that asldreimilar problem [Cam,
Mas, Van, Sof]. Our data-masker software, is to the best oknowledge, the one that
provides all different masking techniques.

5.4.1 Key Features

MASKETEER" is a platform independent, user friendly, highly exteresibhd easily
portable data masking solution.

1. Masking TechniqgueMASKETEER™ comes with the following different techniques
providing mathematical robustness guarantee for maskinggses: randomization,
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encryption, shuffling, perturbation, ad anonymity.

If deemed necessary, users can code and easily plug-irotkieimasking techniques
through its extensible framework.

2. Compliance AssistancMASKETEER™ has proprietary algorithms to identify and
optimally mask quasi-identifiers for the given databaseis Hot only providesk-
anonymity [Swe02b] and increased protection against ifjethiefts, but also helps
in meeting HIPAA like compliance [HIP].

3. Operational ModesMASKETEER" is available in both client-server and a separate
stand-alone application mode.

In case of the client-server mode of operation, multiplersisan connect to the
MASKETEER™ server and carry out specific masking tasks remotely. [Riffer
roles and rights can be assigned to different users.

4. Data Integrity Integrity constraints such as primary or foreign key anjue con-
straints are satisfied while masking the data. If referéimiagrity is not defined
as a part of the database schema, user can specify it thrbagtohstraint editor.
Similarly business constraints can also be specified on #sked data using another
constraint editor.

5. Enterprise MaskingMost companies have overlapping data spread acrossetiffer
types of databases on various platforms. Often, they woesdi o mask the data in
a consistent fashion even in such heterogeneous environs.

MASKETEER™ allows users to specify cross database integrity constrihgener-
ates consistent masked data for all mentioned databases.

6. Convenient Data ExpaortMASKETEER™ does not modify the production data. In
fact, it stores the masked data in flat files. These flat filesbeatvaded intaany
target database. An export utility is also provided for nmgvihe masked data from
the flat files into the target database. Thus, shipping/uphgaof masked data is
made convenient.
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7. Masked Data ValidationMASKETEER™ provides visual comparative validation of
original and masked data. It also includes different diatistests for assessing the
guality of masking. In fact, users can define their own testsall.

8. Easy CustomizatioMASKETEER™ facilitates the plug-in of user defined masking
techniques. The user has to just program the masking digonising the inter-
face exposed by MASKETEER . The fetching and export of data is handled by
MASKETEER" itself. Similar interfaces to add user defined validatiostgeon
masked data are provided.

9. Robustnessin case of failure, MASKETEER resumes the masking process from
the point of failure. This feature is particularly useful véhmasking large size data-
bases.

10. PerformanceOn an average, MASKETEER can maskGB/hour on 2GHz Pen-
tium machine having12MB RAM.

11. Database SupportMASKETEER™ supports most of the RDBMS using, say, JDBC
drivers for connectivity. For example, it supports DB2, M&cass, Oracle, MS SQL
Server, Sybase, VSAM, ISAM, and also flat files. Its extersfohmework allows
users to plug-in other databases as well.

As a service offering, this product has already enabled raffsboring of IT projects.
As a product, it has been used by major banks, insurance coegpand health care
providers not only for their IT engagements. It is helpinggh clients secure their test
environments without compromising software quality. lalso playing a crucial role in
their privacy compliance initiatives.

Evaluation copies of MASKETEER , are available at masketeer@tcs.com.
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Auditing Query Logs for Privacy
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Chapter 6

Auditing Batches of SQL Queries

The results in this Chapter appear in [MNTOQ7].

6.1 Introduction

Auditing is the process of inspecting past actions to detemvhether they were in
conformance with official policies. In the context of dataaystems with data disclosure
policies, auditing queries is the process of inspectingigaghat have been answered in
the past and determining whether these answers could havnedeced together by a user
to infer private information about an individual or a groupradividuals.

More formally, given a set of forbidden views; = {Vj,...,V,}, of a database
that must be kept confidential according to the data disoéogalicies, a batch of queries,
Q ={Q1,...,Qn}, that have been posed over this database, and a systemddafitnen
of suspiciousness, S, the task of an auditor is to determivetherQ is suspicious with
respect toV. In all the notions of suspiciousness that we study in thjgepa batch of
gueries is suspicious with respect to a set of forbidden ¥igéwis suspicious with respect
to any one view. Therefore we focus on the auditing problenafsingle forbidden view.

Throughout this paper, we also restrict ourselves to thesctd “duplicate-preserving”
select-project-joi(SPJ) queries. Here by duplicate-preserving we mean te@EhECT
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clauses do not contaidistinct in the select list and multi-set semantics is used in
projection. Since by default all the queries that we consid# be duplicate-preserving,
we drop this qualifier from here on. Furthermore, we assuraedatforeign key relation-
ships are known and the universal table obtained by joinlogcathese foreign keys is
polynomial in the size of the input tables.

The need for some sort of an audit mechanism in database eraeag systems is
clear. For example, an individual on receiving targeteditheadvertisements might
suspect his health-care provider of having leaked privafigrination from his medical
records to interested parties. If the provider’s privacyigyostipulates that it does not
release patient data to external parties, it would be in &8t imterests of the provider to
be able to demonstrate compliance with this policy.

It is in this context that the authors of [ABB4] introduced an auditing framework
for checking whether any one query that had been posed indbegzcessed/revealed
some specified private data. In their approauidit expressionare formulated to specify
forbidden parts of the data that one would like to ensure wetenrongfully disclosed.
The audit component then returns all suspicious querie¢atitessed this data during their
execution. For reasons that will become evident later, Vl@leanotion of suspiciousness
used heresemantic suspiciousness

In general, however, it need not be any single query on its tvan is the cause of

a disclosure. Instead, the results of a few different qganeconjunction might enable a
user to infer private data and we therefore extend the definif semantic suspiciousness
to a batch of queries in Section 6.3. We discover that an siderof the approach used
in [ABF04] would suffice for auditing the class of duplicate-pevssg SPJ queries. We

call this auditor essemantic auditar

A drawback of our approach to semantic auditing is that itunep that candidate
gueries actually be run against the database. A naturaltigne® ask, therefore, is
whether this could be avoided. For this purpose, in Sectidnwe formulate the notion
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of strong syntactic suspiciousnesgherein suspiciousness of queries is determined
independently of the underlying database instance. We shatit is in fact NP-hard

to audit a batch of queries under this definition, even wherregtrict ourselves to the
class of conjunctive select-project queries. We therefl@fine a relaxed notion afieak
syntactic suspiciousnesand provide a polynomial time auditing algorithm for bagstof
“duplicate-preserving” conjunctive queries under thifirdgon. Note that such an auditor
would only be more conservative, in that it would certaingtett query batches that are
strongly suspicious as well.

This paper is thus an exploration of auditing schemes fdemiht notions of suspi-

ciousness. The new definitions of suspiciousness that wedunte fall in between those
introduced in [MS04, MGO06] at one end and [AB®4] at the other, both in terms of their
privacy guarantees as well as the tractability of auditiiit) wespect to these definitions for
certain classes of queries. We illustrate these relatipash Section 6.5. Further, we draw
an interesting connection to another database mechanrstoritrolling access to data —
namely fine-grained access control studied in [Mot89, R&EN1, RSD99, RMSRO04].

In the next section we give a brief overview of relevant ressuh these areas of
auditing and access control.

6.2 Related Work

Auditing Aggregate Queries: The problem of auditing queries has been extensively
studied in the context of statistical databases [DJL797®eChi86, KPR00O, KMNOS5,
NMKT06]. Statistical databases allow users to retrieve onlyrexggje statistics over
subsets of its data. In this paper we consider only SPJ cquanié our work is orthogonal

to the body of work on statistical databases.

Perfect Privacy: In [MS04, MGO06] the authors consider the problem of ensuring
“perfect privacy”: as a database system reveals variowgsved its data, does it disclose
any informationat all about a view that was required to be kept confidential. Thekwor
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here can also be cast in the auditing framework proposedignpéyper — the secret
view corresponds to the forbidden view/audit expressionunscenario, and the views
of the data that were released correspond to queries that aveswered. The notion of
information disclosure used in [MS04, MGO06] is, howevemystrict and results in the
following definition of suspiciousness:

Definition 6.1 (Critical Tuple) A tuplet belonging to the domain of all possible tuples in
the database, is critical for a quey; if there exists any possible database instahta
which Q(1 — {t}) # Q(I), i.e.,t is critical for () if there exists some instance for which
droppingt makes a difference to the result@f O

Definition 6.2 (Suspiciousness of a Query Batch Under PerfeBrivacy) A batch of
SQL queriesQ is suspicious with respect to a secret vievaccording to the perfect pri-
vacy definition of security, if and only if there exists sonmgtical tuple common to both
and to all the queries i@. O

This definition is grounded in a precise theory of informatisclosure for databases
where tuples are drawn independently from some probaldigyribution. The result,
however, is a very weak definition of suspiciousness, rieguin very strong privacy
guarantees and causing many seemingly innocuous querles noarked as suspicious.
Consider, for example, a database containing the namestane pmumbers of patients
in a hospital and imagine that we wish to keep secret all thenpmumbers listed in
this database. A query asking for the names of all the pati@nthe hospital would be
considered suspicious with respect to the secret view dveangh not a single phone
number would have been revealed by this query. This is becawery possible tuple in
the domain of all tuples is critical to both the query and tberst view. The idea is that
simply by revealing information about the size of the dasahahe query revealed some
small amount of information about the phone numbers colunththerefore should be
considered suspicious.

Auditing SQL Queries: In [ABF™04], the authors study the problem of determin-
ing whether any single SQL query in the query log accessdaddden information. Here
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the data being subject to a disclosure review is specified sienply through an audit
expression that closely resembles a SQL query:

AUDIT audit list
FROM table list
WHERE condition list

The audit expression can be viewed as an SPJ query, specHdyoertain view of the
database that it wishes to ascertain was not disclosedsdhgally identifies the tuples of
interest from the cross-product of tables in #ROMlause via predicates in tWHERE
clause. The audit expression thus asks for all queries ttatsaedll theaudit list
columns forany of these tuples. We illustrate this approach with some exasnjpom
[ABF*04]. Consider the audit expression:

AUDIT p.disease
FROM Patients p
WHERE p.zipcode = 94305

This expression asks for all queries that accessed thesdissslumn of any patient
living in the zipcode 94305. All such queries will be consetksuspicious. Now consider
the SQL query:

SELECT p.zipcode
FROM Patients p
WHERE p.disease = ‘diabetes’

If any patient who has diabetes lives in zipcode 94305, tii)t Suery will be con-
sidered suspicious with respect to the above audit exmmssiThis is because, in
answering the query, the disease column of a patient livirmacode 94305 was accessed.
On the other hand, this SQL query would not be suspicious vaipect to the audit
expression given below:
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AUDIT p.zipcode
FROM Patients p
WHERE p.disease = ‘hypertension’

This is because this audit expression is only interestedhactking if the zipcode of
any patient with hypertension was revealed. But what if aepathas both diabetes and
hypertension? Although this patient’s address would beakd by the SQL query, the
fact that he had hypertension was not relevant to the quehgatrit is reasonable to deem
the SQL query unsuspicious. Note that in doing so, we takeiepat their face value,
assuming away background knowledge. For instance, a ughit Rriow that most patients
with diabetes also have hypertension and thus his querytdodle considered suspicious.
But the assumption made here is that users do not use exteforhation to formulate
gueries so as to deduce information without detection.

We now formalize what it means for a query to be suspiciou$ wéspect to an au-
dit expression. Consider an SPJ query of the fa)re= m¢, (o, (7 x R)) and an audit
expression of the forml = 7¢,(op, (7 x S)). HereT is the cross-product of tables
common to both the audit expression and the query7arahdS are the crossproducts of
other tables in theiIFROMlauses.Cq ... 4) are the columns that are projected outjn
(resp. A) and Py (,.sp. 4) are the predicates @ (resp. A). We also us&’7, to denote all
the column names that appear anywhere in the gdery

Definition 6.3 (Candidate Query) A query( is a candidate query with respect to an audit
expression4, if ) accesses all the columns thatspecifies in itsaudit list , 1.e.
Ca D Cy. O

Definition 6.4 (Indispensable Tuple) A tuplet € 7 is indispensable to a query if the
presence or absence iomakes a difference to the result@f i.e. nc,(0p, (T x R)) #

e (0p, (T — {t} x R)). O

Definition 6.5 (Suspicious Query)A candidate query) is suspicious with respect to an
audit expression, if they share an indispensable tuple. O
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The idea is that an indispensable tuple for the audit eximessould be one of the
forbidden tuples being subjected to a disclosure reviewif 8ay one of these tuples is
also an indispensable tuple for a candidate query in theydagr then that query would
have accessed all the columns of @nedit list for the forbidden tuple and should
therefore be considered suspicious. .

For the class of SPJ queries, the condition of sharing aspedisable tuple translates to the
following: a candidate querg) is suspicious with respect to an audit expressioifi and
onlyif op,(0p, (T x R xS)) # (). So now the audit process is simple: for every candidate
query,@, in the query log if the result of the running the quety, (cp, (7 x R x §)) is
non-empty, therd) is marked as suspicious.

Since the notion of suspiciousness of a query derives megafimm a particular

world view which is the current state of the database, weitakmantic suspiciousness
This is in contrast withsyntactic suspiciousnesisat we will define later where suspi-
ciousness of a query depends entirely on its structure ahemahe current database
state. We next briefly describe the notion of query validégatibed in access control work.

Fine-Grained Access Control: In database access control literature, the problem
studied is essentially the dual of the auditing problem: e@ixa set of “authorization
views”, U = {Uy,...,Us} for a user and a definition of validity}, what queries posed
by the user are valid with respect to the authorization viend therefore safe to answer?
Here the authorization views correspond to information tha user is allowed to access
and they can be specified via SQL queries similar to auditesgions. One notion of
validity considered in particular in [Mot89, RS00, RS01, D9, RMSR04] is that of
unconditional validity of a query:

Definition 6.6 (Unconditionally Valid Query) Given a set of authorization views, a query
(Q is said to be unconditionally valid if there is a quépythat can be written using only the

instantiated authorization views, and is equivaler®tdhat isQ)’ produces the same result
as( on all possible database instances. O



CHAPTER 6. QUERY AUDITING 105

We will see in Section 6.5 how the notion of syntactic suspishess of a query is tightly
connected to the notion of unconditional validity.

6.3 Semantic Auditing for a Batch of SQL Queries

The work most closely related to ours and that we build on & ti [ABF04] where
semantic suspiciousness was considered for single SQLlieguetn general, however,
no one query in isolation may access all the columns ofatindit list of an audit
expression, instead a few queries together may causeigemsiormation to be disclosed.
For example, the audit expression might be

AUDIT p.name, p.disease
FROM Patients p
WHERE p.zipcode = 94305

Here the data that needs to be kept secret is the associataedn names and dis-
eases of patients living in the zipcode 94305. Now consiteSQL queries:

SELECT p.zipcode
FROM Patients p

WHERE p.disease = ‘diabetes’
SELECT p.name

FROM Patients p

WHERE p.zipcode = 94305

Note that neither of these queries on their own reveal thecesson between name
and disease of any individual living in zipcode 94305, hosvethe combination of the
gueries does reveal something. For instance, if there is@me patient in zipcode 94305
and this patient has diabetes, then these two queries hagaled the name, disease
association for that individual. In general, there are leulviays in which the results of
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gueries could be combined to reveal information.

One simplifying assumption that we make here is that the radwe is very power-
ful and knows exactly which tuples in the results of two gegrjoin together, i.e., we
assume that in each query he implicitly also selects the kdynm. The resulting
definition of suspiciousness is conservative — it may at sitabel as suspicious batches
of queries whose results could not have been easily joinegkility.

Definition 6.7 (Semantically Suspicious Query Batch)A batch of queriesQ is said to
be semantically suspicious with respect to an audit exfmessif there is some subset of
gueriesQ’ C Q such that (1) a tuplé € 7 is indispensable to botH and every query
in @ and (2) the queries i@’ together access all the columns of thedit list in A.
Here7 is the cross product of all the tables commomitand every query ir’. O

Note that, as in [ABFE04], we require the query to acceas the columns of thaudit

list in ordered to be even considered for suspiciousness testing is motivated by
findings such as those in [Swe00] where attributes such asaddiirth, gender or zipcode
on their own are not selective, however in conjunction camused to uniquely identify
individuals. In such a case, revealing the diseases ofralhles in a certain zipcode would
be harmless enough, however revealing this informatioromjunction with date-of-birth
information could cause significant privacy leaks. The mstbnger notion of perfect
privacy [MS04, MGO06], which does not require this would ma% suspicious many
innocuous views as explained in Section 6.2.

This definition of suspiciousness is a natural extensiomefdefinition in [ABF 04] and
as in that case, lends itself to an auditing approach wheneeaygs executed over the
database for every query in the query batch.

Theorem 6.3.1 There is a polynomial time algorithm to test semantic suspgness of a
batch of SQL querie® with respect to an audit expressich

Proof: We first run the queryt.(op, (7 x R x S) on the given database instance. On the
resulting view, we now run every single quepyc Q. Each time one of the tuples,in this
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view satisfies the predicates@f the portion oft that comes fronT’ must be indispensable
to both@ and A. This is becausé is a duplicate-preserving query: every input tuple that
satisfies its predicates will have a corresponding outgaletuWe mark as “accessed” all
the cells oft that were accessed lyduring its execution. If at the end of this process, there
exists a tuple in the view all of whoseidit list columns are marked as accessed, then
Q is semantically suspicious with respect4o To determine exactly which set of queries
from the batch were involved in the disclosure, we can maiméth each marked cell, the
set of queries that accessed it. The cross-product of atjukey sets for each cell of each
disclosed row gives us all the query sets that were involuetthé disclosure. Under the
assumption that all joins (along foreign keys) are polyredimi the size of the input tables,
this is a polynomial time algorithm. O

A natural question to ask is whether executing every singéyjin Q against the forbidden
view specified byA could be avoided. This leads us directly to the next section.

6.4 Syntactic Auditing for a Batch of SQL Queries

In this section we define notions of suspiciousness thatraependent of the actual data
in the database.

6.4.1 Strong Syntactic Suspiciousness

Definition 6.8 (Strong Syntactic Suspiciousness of a Queryaich) A query batch is
said to be strongly syntactically suspicious with respecan audit expression if there
is some possible instantiation of database tables for whistsemantically suspicious]

Note that since the current database tables form an inatiemtj it follows that if a set of
gueries is semantically suspicious with respect to an axitessionA, then it is also
strongly syntactically suspicious with respect4o

Unlike semantic auditing, however, the hope is that stroywtagtic auditing would
require the auditor to only analyze the structure of quenid¢ise query log, not the answers
to the queries on the actual database tables since suspesalis independent of the
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underlying database instantiation. Unfortunately, osutehere is negative, even if we
restrict ourselves to just the class of conjunctive sgbeoject queries without any joins.

Theorem 6.4.1 Testing whether a batch of conjunctive select-project gses strongly
syntactically suspicious with respect to an audit expasss NP-hard.

Proof: We provide a reduction from 3-SAT. Consider a 3-SAT formula
(11 V 12 V 213) A (T21 V oo V Xa3) A ... (1 V T V T3).  We now create a
set of queries and an audit expression such that the quegesyatactically suspicious
with respect to the audit expression if and only if the abo®A3 formula is satisfiable.

Let y,...y, be the variables that appear in the clauses of the 3-SAT farmiror
each variabley; create a columi; that can take on two possible values 0 or 1. Forjthe
clause(z;; V x5 V x;3) create a columiX; that can take on only one value. Let litegal
occur in clauses,, i, . .. i, and literaly; occur in clauses, 7, . .. i,,. We then create
guery pairs corresponding to each variable, wherétthpair looks like:

Q;f: SELECT X;,, X,,, Xi, Y
FROM T

WHEREY; =1

and

Q;: SELECT X, X, X, Y
FROM T

WHEREY; = 0

The audit expression is

AUDIT X;, X,, X3, ..., X,

FROMT
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Now if the 3-SAT formula is satisfiable, then this batch of geg is syntactically suspi-
cious with respect to the audit expression: Consider theiegi@;" for everyy; that is set
to true in the satisfying assignment a@g for everyy; that is set to false. This subset of
gueries and the audit expression all share an indispenggiige- namely the tuple with
Y; = 0 for everyy; that is set to false and; = 1 for everyy; that is set to true. Moreover,
since every clause is satisfied, this subset of queriesttegstlects all the columns that
are in theaudit list of the audit expression.

Similarly, if the batch of queries is syntactically suspigs with respect to the audit
expression, then the 3-SAT formula must be satisfiable. Sarset of the queries must
share an indispensable tuple with the audit expressioraniat be the case that bafhy
andQ; are included in this subset for no one tuple can be indisfesa bothQ;” and
(Q); as their selection predicates are contradictory. For eaehygn the subset of the form

+, we sety; to be true and for each query of the forly, we sety; to be false. For all
the y;s that are not set in the process, we set them arbitrarily to) &ince the select
columns of this subset of queries cover all the columns irathat list , this ensures
that every clause is set to true.

Thus we've shown that the 3-SAT formula is satisfiable if andyoif the above
guery batch is suspicious with respect to the audit expassi O
Weakening the definition of suspiciousness, however, esald to make some positive
claims, while providing auditors that would only be more servative than strong syntactic
auditors, i.e., all queries batches marked as stronglyiGgosig would also be classified as
weakly suspicious.

6.4.2 Weak Syntactic Suspiciousness

Definition 6.9 (Weak Syntactic Suspiciousness of a Query Bett) A batch of SPJ
gueries@Q is weakly syntactically suspicious with respect to an aexgigressior, if there
exists some subset of the queri@sC Q and some instantiation of database talilesich
that (1) a tupleg € 7 is indispensable to botA and every query i’ in the context off
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and (2) the queries i@’ together accesat least oneof the columns of thawudit list
in A. HereT is the cross product of all the tablesfirommon to bothA and every query
in Q. O

Note that to arrive at this definition, we simply weakenedditon (2) in the definition of
strong syntactic suspiciousness and thus a query batclstsimbngly syntactically suspi-
cious will also be weakly syntactically suspicious. Notsoathat weakening this condition
enables us to come up with the following decomposabilitultes

Theorem 6.4.2 A batch of SPJ queries is weakly syntactically suspiciotis wispect to
an audit expression if and only if one of the SPJ queries ifb#ieh is weakly syntactically
suspicious with respect to the audit expression.

This enables us to test suspiciousness of a batch simplysbgdesuspiciousness of every
individual query on its own. Still testing suspiciousnekamarbitrary SPJ query under this
definition is NP-hard. The intuition is that an arbitrary BiSformula could be embedded
in the where clause predicates of the query.

Theorem 6.4.3 Testing weak syntactic suspiciousness of an arbitrary SRy with
respect to an audit expressiohis NP-hard.

Proof: Consider a 3-SAT formulér1 V12 Vri3) AT Vrse Vess) A .. (X1 VEme VEms)
with n variablesy, ..., vy, andm clauses. Let the tablé' containn binary attributes
Y1, ..., Y, corresponding to these variables. In the following, we tsepredicateX;; = 1
to meany), = 1 if y, is thejth literal of theith clause and}, = 0 if y, is thejth literal of
theith clause. Consider the query

Q: SELECT Y}, Y, ....Y,

FROM T

WHEREX;, =1V Xpp =1V X;3=1 A
Xop =1V Xog =1V Xz =1 A

X =1VX,e=1VX,35=1
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and the audit expression

A: AUDIT Y4,Ys,....Y,
FROM T

Now () is weakly syntactically suspicious with respect #oif and only the 3-SAT
formula is satisfiable. This is because every tuple in thealoraf possible tuples that is
indispensable t@) would correspond to a satisfying assignment of the 3-SAtda. O
The natural question to ask is whether there are classesakguor which weak syntactic
auditing can be efficiently done. We restrict ourselves ® d¢lass of conjunctive SPJ
gueries and show that it is possible to develop a polynorimed glgorithm for detecting
weakly suspicious query batches. In this paper we only geoai sketch of the auditing
algorithm for such queries.

Theorem 6.4.4There exists a polynomial time auditing algorithm for detering if a
batch of conjunctive queries is weakly syntactically stigpis with respect to an audit
expression.

Proof Sketch: First, due to Theorem 6.4.2 it suffices to check suspicicssmé each
query in the batch individually. If any one query is suspicpwe can mark the entire
batch as suspicious. Second, we only check suspicioushgs®iies that access at least
one of theaudit list columns of the audit expression. Now for such a candidate
conjunctive query, suspiciousness is tested in polynotimed by testing compatibility of
the predicates in th&/HERIElauses of the candidate query and the audit expression, i.e
could there be any tuple in the domain of possible tuples of R x S that could satisfy

all the predicates in both the candidate query and the axgliession. If such a tuple could
exist, then the query is weakly syntactically suspiciouthwespect to the audit expression.
This follows from the fact that the query is duplicate-pregey thereby ensuring that
every input tuple that satisfies tlWWHERElause predicates will have a corresponding
output tuple and will therefore be indispensable to the yjugonsider, for now, predicates
over numerical attributes. These predicates could be legtwgo attributes or between
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an attribute and a constant. Group attributes in to equicalelasses based on equality
predicates between attributes. Then a pass over the ingoualdicates between attributes
enables us to establish relationships between these éenoeaclasses. If at any point a
strict inequality is expressed over attributes that belmnipe same equivalence class, we
immediately know that the set of predicates is incompatiolé can stop. Similarly other
such inconsistencies can be checked for. Once predicategsdie attributes have been
processed, the predicates between attributes and canstanbe used to derive upper and
lower bounds on the values of attributes in the equivalet@gses. The predicates are
compatible only if the upper and lower bounds of all attrésuin a particular equivalence
class have a common intersection and so on, and this can bkechie polynomial time.

In general, any of the query classes that can be audited tinelgrerfect privacy notion
of suspiciousness, can also be audited under weak syntapiciousness — the only
additional check that needs to be done is whether the quacEesss some of theudit

list columns. This means that techniques in [MGO06] can be usetidakly syntactically
auditing different classes of queries.

6.5 Auditing and Access Control

As we have seen, previous work in [MS04, MGO06, ABH] can be cast in the auditing
framework proposed in this paper. The differences lie inddgnitions of suspiciousness
used. IfA and B are two different notions of suspiciousness, then we usediation
A < B to indicate thatA is a weaker definition tha, i.e., for a given set of forbidden
views on a database, an auditor that audits with respetiidl always mark as suspicious
every batch of queries that are marked as suspicious wipecesoB. Then it is clear that
the following relationship holds:

Theorem 6.5.1 Perfect Privacy (PP)X Weak Syntactic Suspiciousness (WSS3trong
Syntactic Susiciousness (SSS$emantic Suspiciousness (SEM).

The table below summarizes some properties of auditorsaihdit with respect to
these definitions of suspiciousness. Recall that the hasdresults are for the default of
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duplicate-preserving queries. Also the polynomial timgutefor semantic auditing holds
under the assumption that foreign key joins are polynomi#he size of the input tables.

PP WSS SSS | SEM
Online Auditing Yes Yes Yes No
SPJ NP-hard| NP-hard| NP-hard| P
Conjunctive P P NP-hard| P

Here, the first row asks the question whether it would be nmegini to use auditors that
audit with respect to these definitions of suspiciousnesmimnline fashion. In online
auditing, as queries arrive, the task of the auditor is temeine whether the current query
in conjunction with all previously answered queries wougdduspicious with respect to
the forbidden views. If so, the query must be denied, elsaritlie answered. If semantic
suspiciousness is used as the definition of suspiciousmel#se auditing would not make
much sense as the act of denying a query itself might leaknrdton about the forbidden
view. For instance, if the forbidden view is specified as

AUDIT p.name, p.disease
FROM Patients p
WHERE p.zipcode = 94305

Now suppose the following query is permitted and it retumly @ne disease.

SELECT p.disease
FROM Patients p
WHERE p.zipcode = 94305

But the following query is denied
SELECT p.name

From Patients p
WHERE p.zipcode = 94305 and p.name = ‘Alex’
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The only reason that this could happen is that Alex who live€94305 is actually
in the database and his disease was the one returned by érgt wven though the second
guery was denied, the name-disease association of andodivin the forbidden view was
revealed. Thus online auditing with respect to the semanttiion of suspiciousness does
not make sense. In general, as shown in [KMNO5], denialsdahatbased on the actual
data in a database can leak considerable information. dusdibat audit according to the
other definitions of suspiciousness would, however, bepaddent of the true state of
the database and could thus be used in an online fashion hsAmgldecision to deny a
qguery by such auditors could always sienulatedby a user and thus denials would not
leak information.

As we saw in Section 6.2, another closely related problem uditiag is that of
database access control, where the problem studied is tathmglual of the auditing
problem. We now formalize this connection.

Theorem 6.5.2 Given a forbidden view, V, there exists an authorizatiomwyld, such that
a query is suspicious with respect to V under the perfectaggivnotion of suspiciousness
if and only if it is not unconditionally valid with respect th

Proof: The proof has two parts. Firstly suppose qu@ry: ¢, (op,(7 xR)) is suspicious
with respect to view/, represented by the audit expressien (op, (7 x S)) under the
perfect privacy notion of suspiciousness. Consider the/Vie= ,(op, (T x S x R)).
We will first show @ is not unconditionally valid with respect t@. By Definition 6.2
dt € (T x R x S) such thatP4(t) = 1 andP,(t) = 1. Consider the database instance
7 consisting of the single tuplein (7 x R x §). Then asPy(t) = 1, theQ(Z) is non-
empty. However,P,(t) = 0 so the viewU does not contain the tupke and hence the
query @ rewritten using view! is empty for this instance. Thus as the answers differ on
this instance() is not unconditionally valid with respect 0.

For the other direction, suppo&enot suspicious with respect 0. As they never share
a critical tuple, for all instanceg Vt € (7 x R x S) such thatP(t) = 1 <= P4(t) = 0,
i.e. P — Pa4. The query.Q) can be rewritten so that the selection conditidiysand Pa
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are both applied on the vielW before projecting columnS,. Thus(@ is unconditionally
valid with respect td/.
O

Theorem 6.5.3 Given a conjunctive forbidden view, V, such that there ismersection
between the audit list columns and the where clause preglicalumns, there exist a set
of authorization views, U, such that a conjunctive quenhwibn-trivial predicates (define
non-trivial beforehand) is suspicious with respect to V emithe weak syntactic notion of
suspiciousness if and only if it is not unconditionally dakith respect to U.

Proof: Suppose&? is not unconditionally valid with respect t@. Then there for some
instanceZ 3t € (T x R x S) such thatPy(t) = 1 and P4(t) = 0, i.e. P4(t) = 1. Now,
view V' and query share the critical tuplé, so(Q is suspicious with respect to the view
V" under the notion of perfect privacy.

O

Theorem 6.5.4 Given a forbidden view over a database, and a weak syntactiitar,
there exist a set of authorization views over the databask that an SPJ query is suspi-
cious with respect to the forbidden view if and only if it icanditionally valid with respect
to the authorization views.

Proof: The intuition behind this result is that the forbidden vienpiicity defines a set of
authorization views that are essentially its complemeng. Wil show the result here for
the case where all the tuples in the database tables haveeunigle identifiers, but the
result holds even if this is not true (although the corresiiog set of authorization views
would be different).

Let the forbidden view over the database be represented éyatidit expression
o, (op, (T x S)). Then define the authorization views over the database &sviol
m(op, (T x S xU)) andm,¢,(op, (T x S x U)) whereld represents the cross prouct
of the remaining base tables of the database Ands the complement of the selection
predicates of the forbidden view. We will use the notati®ft) = 1 to denote that tuple
satisfies predicatei.
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Now suppose a querytc,(op,(7 x R)) is considered weakly syntactically suspi-
cious with respect to the audit expression. This meansfjat C4 # () and there exists

a tuplet in the domain of all possible tuples I x R x S such thatP,(t) = 1 and
Py(t) = 1. Note, however, that for no such tuple whétg(t) = 1 are any of the columns
in C'4 included in any of the authorization views. This means thaté¢ must be at least
one column inCy, for the tuplet that is not included in any of the authorization views.
Therefore there can be @' expressed over the authorization views that is equivatent t
Q. Thus if the query is weakly syntactically suspicious, @ unconditionally valid with
respect to the authorization views.

Similarly, now suppose query) is not weakly syntactically suspicious. This means
that eitherCy, N C4 = 0 or there exists no tuplein the domain of all possible tuples in
7 x R x S such thatP4(t) = 1 and Py(t) = 1. If the latter is true, then all tuples that
satisfy Py (t) = 1 must satisfyP4(t) = 1 and such tuples can be returned by predicates
expressed over view 1. If the former is true, then since ndrieeocolumns inCy, appear

in C4, these columns will be queriable for all tuples in the twohawization views and a
query can be written over the authorization views that is\vedent to the query) over
the entire database for all possible database instamt&atito ensure that multiplicities of
tuples in the result are maintained, the query can groupéyuble identifiers. Thus every
guery that is not weakly syntactically suspicious is alsocamnditionally valid with respect
to the defined authorization views. O
This result is interesting as it ties together work in amgjtand work in the database ac-
cess control literature. Mechanisms that are used for tieteealidity of an SPJ query
could now also be used for detecting suspiciousness of S&dequ Ideally a database
management system would try to incorporate both mechanisndatabase access control
mechanism that gives users access to various parts of tagttateby providing utility,
and an auditing mechanism to detect privacy breaches. Aneisting avenue for future
work would be to see how both these mechanisms could be cechibira system to work
together. Checking for consistency in such a system wowd ke an interesting question,
i.e., for a set of forbidden views, a notion of suspiciousnaset of authorization views and
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a notion of validity, is it the case that every suspiciousrguinvalid and every valid query
is not suspicious. Another interesting question to ask dtel for a given level of privacy
(forbidden views and definition of suspiciousness), wh#tésmaximum utility one could
have while maintaining consistency and vice versa. We ale tabanswer this question
for weak syntactic suspiciousness and unconditional iglidut for other definitions, the
guestion remains wide open.

6.6 Conclusions

In this paper we introduced a framework for auditing queaied several different notions
of suspiciousness that differed in their privacy gurantesewell as the tractability of audit-
ing under them for different classes of queries. We tied invaark with existing auditing
mechanisms and also drew an interesting connection to ¢aecfidatabase access control.
Extending the tractability results to other classes of gsarould be an interesting avenue
for future work as would investigating further, the conmectto database access control
mechanisms.
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Chapter 7

Distributed Architectures for Secure
Database Services

The results in this Chapter appear in [ABGb5].

7.1 Introduction

The database community is witnessing the emergence of wemtérends set on a colli-
sion course. On the one hand, the outsourcing of data maragdras become increas-
ingly attractive for many organizations [HIM02]; the useasf external database service
promises reliable data storage at a low cost, eliminatiegnieed for expensive in-house
data-management infrastructure, e.g., [Mor02]. On thermkband, escalating concerns
about data privacy, recent governmental legislation [8pl8s well as high-profile in-
stances of database theft [O’B04], have sparked keen stterenabling secure data stor-
age.

The two trends described above are in direct conflict withheather. A client us-
ing a database service needs to trust the service providerpetentially sensitive data,
leaving the door open for damaging leaks of private inforamatConsequently, there has
been much recent interest in a so-calkture Database Servieea DBMS that provides
reliable storage and efficient query execution, while navking thecontentsof the data-
base [KC04]. Such a service also helps the service provigédimiting their liability in

119
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case of break-ins into their system — if the service prowakr not know the contents of
the database, neither will a hacker who breaks into the syste

Existing proposals for secure database services havatlypbeen founded on encryp-
tion [HILM02, HHO04, AKSX04]. Data is encrypted on the (trad client side before being
stored in the (untrusted) external database. Observehtbia is always a trivial way to an-
swer all database queries: the client can fetch the enttebdae from the server, decrypt
it, and execute the query on this decrypted database. O$epsmch an approach is far too
expensive to be practical. Instead, the hope is that quesiebe transformed by the client
to execute directly on the encrypted data; the results di sansformed queries could be
post-processed by the client to obtain the final results.

Unfortunately, such hopes are often dashed by the priviimyemcy trade-off of en-
cryption. Weak encryption functions that allow efficienegies leak far too much informa-
tion and thus do not preserve data privacy [KC04]. On therdihad, stronger encryption
functions often necessitate resorting to Plan A for queriéstching the entire database
from the server — which is simply too expensive. Moreovespite increasing processor
speeds, encryption and decryption are not exactly cheppciadly when performed over
data at fine granularity.

We propose a new approach to enabling a secure databaseeseivie key idea is
to allow the client to partition its data acrosso, (and more generallyany number of
logically independent database systems that cannot comatarwith each other. The
partitioning of data is performed in such a fashion as to enthat the exposure of the
contents of anypnedatabase does not result in a violation of privacy. The tixecutes
gueries by transmitting appropriate sub-queries to eatdbdae, and then piecing together
the results at the client side.

The use of such a distributed database for obtaining se@iebase services offers
many advantages, among which are the following:

Untrusted Service ProvidersThe client does not have to trust the administrators of ei-
ther database to guarantee privacy. So long as an advemasyndt gain access bmth
databases, data privacy is fully protected. If the clienten® obtain database services
from two different vendors, the chances of an adversarykiomganto both systems is re-
duced greatly. Furthermore, “insider” attacks at one oféredors do not compromise the
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security of the system as a whole.

Provable Privacy The presence of two databases enables the efficient enaafdiagsitive
attributes in an information-theoretically secure fashi®o illustrate, consider a sensitive
fixed-length numerical attribute, such as a credit-card lmermmWe may represent a credit
card number, by storinge XORed with a random numberin one database, and storing
in the other database. The set of bits used to representadtig-card number in either data-
base is completely random, thus providing perfect prividbywever, we may recover the
number merely by XORing the values stored in the two datahageich is more efficient
than using expensive encryption and decryption functions.

Efficient Queries The presence of multiple databases enables the storagengfatiabute
values in unencrypted form. Typically, the exposure eétof attribute values correspond-
ing to a tuple may result in a privacy violation, while the egpre of only some subset of it
may be harmless. For example, revealing an individual'senand her credit card number
may be a serious privacy violation. However, exposing theealone, or the credit card
number alone, may not be a big deal [sb102]. In such cases,ayeptace individuals’
names in one database, while storing their credit-card eunmbthe other, avoiding hav-
ing to encrypt either attribute. A consequence is that @servolving both names and
credit-card numbers may be executed far more efficientlg théhe attributes had been
encrypted.

The rest of this paper is organized as follows. In Section W& present a general
architecture for the use of multiple databases in presgmiivacy, describing the space of
techniques available for partitioning data and the traffieiovolved. In Section 7.3, we
define a specific notion of privacy based on hiding sets abate values, and consider how
to achieve such privacy using a subset of the availabletjmauitig techniques. Section 7.4
expands upon this framework and describes how queries méatsformed, optimized
and executed in a privacy-preserving fashion. Section is&udses how one may design
the database schema in order to minimize the execution ¢@sgiven query workload,
while obeying the constraints imposed by the needs of dataqy:
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Figure 7.1: The System Architecture

7.2 General Architecture

The general architecture of a distributed secure dataleagies, as illustrated in Figure 7.1,
consists of a trusted client as well as two or more servetspitowide a database service.
The servers provide reliable content storage and data rear&g but are not trusted by
the client to preserve content privacy.

The client wants to out-source the (high) costs of managerghpnent storage to the
service providers; hence, we assume that the client doestaretany persistent data. How-
ever, the client has access to cheap hardware — providinggsmg power as well as tem-
porary storage — which is used to provide three pieces otiumality:

1. Offer a DBMS Front-End The client exports a standard DBMS front-end to client-side
applications, supporting standard SQL APIs.

2. Reformulate and Optimize QueriesThe queries received by the client need to be
translated into appropriate SQL sub-queries to be senetsdhvers; such translation may
involve limited forms of query-optimization logic, as wesduss later in the paper.

3. Post-process Query Result$he sub-queries are sent to the servers (using a standard
SQL API), and the results are gathered and post-proces$ect leing returned in a suit-
able form to the client-side application.

We note that all three pieces of functionality are fairly @pgeat least if the amount of
post-processing required for queries is limited, and capdyéormed using inexpensive
hardware, without the need for expensive data managemeasticture or personnel.

Security Model As mentioned earlier, the client does not trust either se¢o/ereserve data
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privacy. Each server is honest, but potentially curious:g@rver may actively monitor all
the data that it stores, as well as the queries it receives the client, in the hope of
breaching privacy; it does not, however, act maliciouslypbyviding erroneous service to
the client or by altering the stored data.

The client maintains separate, permanent channels of comoation to each server.
We do not require communication to be encrypted; howeverasgime that no eaves-
dropper is capable of listening in droth communication channels. The two servers are
assumed to be unable to communicate directly with each qtlepicted by the “wall”
between them in Figure 7.1) and, in fact, need not even becasiaach other’s existence.

Note that the client side is assumed to be completely truemteldsecure. There would
not be much point in developing a secure database servideitleer can simply penetrate
the client side and transparently access the databaseerfirgy client-side breaches is a
traditional security problem unrelated to privacy-presey data storage, and we do not
concern ourselves with this problem here.

7.2.1 Relation Decomposition

We now consider different techniques to partition data sethe two servers in the distrib-
uted architecture described above. Say the client needgpfmosg queries over the “uni-
versal” relationR( A, As, ..., A,). Since the client itself possesses no permanent storage,
the contents of relatio® need to be decomposed and stored across the two servers. We
require that the decomposition be baédkslessandprivacy preserving

A lossless decomposition is simply one in which it is posstblreconstruct the original
relation R using only the contents in the two servefs and S;. The exact manner in
which such a reconstruction is performed is flexible, and maglve not only traditional
relational operators such as joins and unions, but alsa oger-defined functions, as we
discuss shortly. We also require the decomposition to bagyipreserving: the contents
stored at serves; or S, must not, in themselves, reveal any private informatiorualsd
We postpone our discussion of what constitutes privatemméion to the next section.

Traditional relation decomposition in distributed datsdxis of two types:

Horizontal Fragmentation Each tuple of the relatioR is stored atS; or S,. Thus, server
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S, contains a relatiol?;, and.S, contains a relatio®, such thatR = R, U R,.

Vertical Fragmentation The attributes of relatio® are partitioned across, andS,. The
key attributes are stored at both sites to ensure losslessmmsition. Optionally, other
attributes may also be replicated at both sites in order pyone query performance. If the
relations atS; andS, are R, and R, respectively, therR = R, > R, wherexx refers to
the natural join on all common attributes.

We believe that horizontal fragmentation is of limited use @nabling privacy-
preserving decomposition. For example, a company miglenpiatly store its American
sales records aR; and its European records &s to prevent an adversary from gathering
statistics about overall sales, thus providing a crude fofprivacy. In this paper, we will
focus on vertical fragmentation which appears to hold muohenpromise.

We now discuss a variety of extensions to vertical fragntemtavhich all aid in making
the decomposition privacy preserving.

Unique Tuple IDs Vertical partitioning requires a key to be present in bottabdases in
order to ensure lossless decomposition. Since key atsbuay themselves be private (and
can therefore not be stored in the clear), we may introducecue tuple ID for each tuple
and replicate this tuple ID alone across the two sites. (Cbiept is not new. Tuple IDs
have been considered as an alternative to key replicatiomwtr update costs in distributed
databases [OV99].)

There are a variety of ways to generate unique tuple IDs wheerting new tuples.
Tuple IDs could simply be sequence numbers generated indepdy at the two servers
with each new tuple insertion; so long as the client ensina&sttiple insertions are atomic,
both servers will automatically generate the same sequamtder for corresponding tu-
ples. Alternatively, the client could generate random nerslas tuple IDs, potentially
performing a query to a server to make sure that the tuple B3 dot already exist.

Semantic Attribute Decompositionlt may be useful to split an attributé into two sepa-
rate, but related, attributet, and A,, in order to exploit privacy constraints that may apply
to A; butnottoA,. To illustrate, consider an attribute representing pespdéephone num-
bers. The area code of a person’s number may be sufficientigléss to be considered
public information, but the phone number, in its entiresyiniformation subject to misuse
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and should be kept private. In such a case, we may decompmpbdme-number attribute
into two: a private attributel; representing the last seven digits of the phone number, and
a public attributed, representing the first three digits.

We can immediately see the benefits of such attribute decsitigoo Selection queries
based on phone numbers, or queries that perform aggregatiemgrouping by area code,
could benefit greatly from the availability of attributg. In contrast, in the absence 4§,
and if the phone numbers were completely hidden (e.g., bgyption), query processing
becomes more expensive.

Attribute Encoding It may be necessary to encode an attribute value across atathakes

so that neither database can deduce the value. For exaropsider an attribute that needs

to be kept private, say the employee salary. We may encodgathey attributed as two
separate attributed; and A,, to be stored in the two databases. The encoding of a salary
valuea as two separate values anda, may be performed in different fashions, three of
which we outline here:

1. One-time Pad:a; = a@r, a; = r, wherer is a random value;

2. Deterministic Encryption: a; = E(a, k),as = k, whereE is a deterministic en-
cryption function such as AES or RSA,;

3. Random Addition: a; = a + r, ay, = r, wherer is a random number drawn from a
domain much larger than that of

In all the above cases, observe that we may reconstruct ih@alrvalue ofa using
the values:i; anda,. The three different encoding schemes above offer diffarade-offs
between privacy and efficiency.

The first scheme offers true information-theoretic privatyce both:; anda, consist
of random bits that reveal no information abaedt It also offers fast reconstruction of
a from a; anda,, since only a XOR is required. However, such an encodingsrale
any hope of “pushing down” a selection condition on attrgadt such conditions can be

We assume that attributé is of fixed length. Variable-length attributes may leak ifi@tion about the
length of the value unless encoded as fixed-length.
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evaluated only on the client side, after fetching all cqpoeslinga; anda; values from the
servers and reconstructing value

The second scheme offers no benefits over the first if thekkeychosen to be an
independent random value for each tuple. However, one amédhe same key for all
tuples, i.e., all values for attributé, are equal to the same ke&y In such a case, we may
be able to execute selection conditions4more efficiently by pushing down a condition
on A;. Consider the selection conditien,_,. We may evaluate this condition efficiently
as follows, assuming ke is stored atS,:

1. Fetch key: from databases.
2. Send selection conditiary, g, ) to database).
3. Obtain matching tuples frois}, .

However, a drawback of such an encoding scheme is a lossviacgri For example,
if two different tuples have the same value in attribdtethey will also possess the same
encrypted value in attributd,, thus allowing databasg,; to deduce that the two tuples
correspond to individuals with identical salaries. A satamawback of the scheme is
that it requires encryption and decryption of attributeuesl at the client side which may
be computationally expensive. Finally, such an encryptoneme does not help if the
selection condition is a range predicate on the attributeerahan an equality predicate.

The third scheme outlined above is useful when handlingigsi¢nat perform aggrega-
tion on attributed. For example, a query that requires the average salary dbgegs may
be answered by obtaining the average of attribitérom databasé;, and subtracting out
the average of attributé, from databasé,. The price paid for this efficiency is once again
a compromise of true privacy: in theory, it is possible fotateseS; to guess whether the
salary value in a particular tuple is higher than that in haotuple.

Adding Noise Another technique for enabling privacy is the addition obise” tuples to
both databaseS; and.S, in order to improve privacy. Recall that the actual relatioms
constructed by the natural join &f; and R,. We may thus add “dangling tuples” to both
R; and R, without compromising the lossless decomposition propeftye addition of
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such noise may help provide privacy, say by guaranteeirtghiegrobability of any set of
attribute values being part of a “real” tuple is less than siréel constant.

7.3 Defining the Privacy Requirements and Achieving It

So far, we have not stated the exact requirements of datagyrivihere are many dif-
ferent formulations of data privacy, some of which are hatdeachieve than others,
e.g., [AS00, Swe02b]. We introduce one particular definitibat we believe is appro-
priate for the database-service context. We refer the read&ppendix .1 to see how
our definition captures privacy requirements imposed irslagjon such as California bill
SB1386 [sh102].

Our privacy requirements are specified as a s@rivficy constraints?, expressed on
the schema of relatioR??. Each privacy constraint is represented by a subsetPsafthe
attributes ofR, and informally means the following:

Let R be decomposed int&; and R,, and let an adversary have access to the entire
contents of eitheR; or R,. For every tuple inRk, the value of at least one of the attributes
in P must be completely opaque to the adversary, i.e., the aatyesould be unable to
infer anything about the value of that attribute. Note th& permissible for the values of
someattributes inP to be open, so long as there is at least one attribute corhpletielen
from the adversary.

We illustrate this definition by an example. Consider a comyp@desiring to store re-
lation R consisting of the following attributes of employed¢éame, Date of Birth (DoB),
Gender, Zipcode, Position, Salary, Email, TelephoFige company may have the following
considerations about privacy:

1. TelephonendEmail are sensitive information subject to misuse, even on thveir. o
Therefore both these attributes form singleton privacyst@mnts and cannot be
stored in the clear under any circumstances.

2. Salary, PositionandDoB are considered private details of individuals, and so canno

20ther notions of privacy, such as k-anonymity [Swe02b] dafined on the actual relation instances and
may be harder to enforce in an efficient fashion.
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be stored together with an individual’s name in the cleaer€fore, the setSName,
Salary}, {Name, Positioh and{Name, DoB are all privacy constraints.

3. The set of attribute§DoB, Gender, Zipcode can help identify a person in conjunc-
tion with other publicly available data. Since we alreadtestl that{ Name, DoB
is a privacy constraint, we also need to addoB, Gender, Zipcodeas a privacy
constraint.

4. We may also want to prevent an adversary from learningtsenassociation rules,
for example, between position and salary, or between agsaady. Therefore, we
may add two privacy constraint§Position, Salary, {Salary, DoB.

What does it mean to not be able to “infer the value” of anlaute A? We have left this
definition intentionally vague to accommodate the requerts of different applications.
On one end, we may require true information-theoretic jgyva the adversary must be
unable to gain any information about the value of the attalitom examining the contents
of eitherR; or R,. We may also settle for weaker forms of privacy, such as tiegoovided
by encoding an attribute using encryption or random addlitideither of these schemes
provides true information-theoretic privacy as above,rhay be sufficient in practice. In
this paper, we will restrict ourselves to the stricter notid privacy, noting the advantages
of the weaker forms where appropriate.

7.3.1 Obtaining Privacy via Decompositions

Let us consider how we might decompose data, using the melibgids outlined in Sec-
tion 7.2, into two relationg?; and R, so as to obey a given set of privacy constraints. We
will restrict ourselves to the case whelRg and R, are obtained by vertical fragmentation
of R, fragmented by unique tuple IDs, with some of the attribpiessibly being encoded.
(We ignore semantic attribute decomposition, as well asatitition of noise tuples. The
former may be assumed to have been applied beforehand, thilatter is not useful for
obeying our privacy constraints.)

We abuse notation by allowing to refer to thesetof attributes in the relation. We
may then denote a decomposition®fasD(R) = (R;, Ry, E), whereR; and R, are the
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sets of attributes in the two fragments, afidefers to the set of attributes that are encoded
(using one of the schemes outlined in Section 7.2.1). Na&eRhU R, = R, E C Ry,
andE C R,, since encoded attributes are stored in both fragments.eivete the privacy
constraintsP as a set of subsets &, i.e.,P C 2%,

From our definition of privacy constraints, we may state tiifving requirement for

a privacy-preserving decomposition:

The decompositio(R) is said to obey the privacy constrairfsif, for every
PGP,P{@ (Rl—E)andPQ (RQ—E)

To understand how to obtain such a decomposition, we obsleat@ach privacy con-

straintP may be obeyed in two ways:

1. Ensure thaP is not contained in eitheR; or R,, using vertical fragmentation. For
example, the privacy constraifiName, Salary may be obeyed by placingamein
R, andSalaryin R,.

2. Encode at least one of the attributesin For example, a different way to obey the
privacy constrainf Name, Salary would be to use, say, a one-time pad to encode
Salary acrossR; and R,. Observe that such encoding is the only way to obey the
privacy constraint on singleton sets.

Example Let us return to our earlier example and see how we may find andgasition
satisfying all the privacy constraints. We observe thahlgwhail andTelephonere single-
ton privacy constraints; the only way to tackle them is tocglecboth these attributes. The
constraints specified in items (2) and (3) may be tackled Iojioa fragmentation of the
attributes, e.g.R:(ID, Name, Gender, Zipcodeand R,(ID, Position, Salary, DoB)with
EmailandTelephonéeing stored in boti®; and R,.

Such a partitioning satisfies the privacy constraints petliin item (2) sincé&Nameis
in R, while Salary, PositionandDoB are in R,. It also satisfies the constraint in item
(3), sinceDoB is separated fronGenderand Zipcode However, we are still stuck with
the constraints in item (4) which dictate tHsalarycannot be stored with eith&osition
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Figure 7.2: Example of Query Reformulation and Optimizatio

or DoB. We cannot fix the problem by movirfgalaryto R; since that would violate the
constraint of item (2) by placinjameandSalarytogether.

The solution is to resort to encodit8alaryacross both databases. Thus, the resulting
decomposition is?; ={ID, Name, Gender, Zipcode, Salary, Email, Telephorne, =
{ID, Position, DoB, Salary, Email, Telephohand E = {Salary, Email, Telephorje Such
a decomposition obeys all the stated privacy constraints.

Identifying the Best Decompositionit is clear by now that it is always possible to obtain
a decomposition of attributes that obeys all the privacystamts — in the worst case, we
could encode all the attributes to obey all possible privamystraints. A key question that
remains is: What is thikestdecomposition to use, where “best” refers to the decomiposit
that minimizes the cost of the workload being executed ag#ie database?

An answer to the above question requires us to understangssues. First, we need
to know how an arbitrary query on the original relatiinis transformed, optimized and
executed using the two fragmen®s and R,. We will address this issue in the next sec-
tion. We will then consider how to exploit this knowledge orrmulating an optimization
problem to find the best decomposition in Section 7.5.
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7.4 Query Reformulation, Optimization and Execution

In this section, we discuss how a SQL query on relattbis reformulated and optimized
by the client as sub-queries ¢t and R», and how the results are combined to produce the
answer to the original query. For the most part, it turns bat simple generalizations of
standard database optimization techniques suffice to solvproblems. In Sections 7.4.1
and 7.4.2, we explain how to repurpose the well-understigidinlted-database optimiza-
tion techniques [OV99] for use in our context. We discusspheacy implications of
guery execution in Section 7.4.3 and present some opensissugiery optimization in
Section 7.4.4.

7.4.1 Query Reformulation

Query reformulation is straightforward and identical tattin distributed databases. Con-
sider a typical conjunctive query that applies a conjumctibselection condition§' to R,
groups the results using a set of attributesand applies an aggregation function to a set of
attributesA. We may translate the logical query plan of this query intawarg onR; and
R5 by the following simple expedient: repla¢eby R, 1 R, (with the understanding that
ther< operation also replaces encoded pairs of attribute valitesike unencoded value).
When the query involves a self-join d®, we simply replace each occurrencefoby the
above-mentioned join

Figure 7.2 shows how a typical query involving selectiond projections onk (part
(a) of figure) is reformulated as a join query & and R, (part (b) of figure).

7.4.2 Query Optimization

The trivial query plan for answering a query reformulatethmabove fashion is as follows:
Fetch R, from S, fetch Ry from Sy, execute all plan operators locally at the client. Of
course, such a plan is extremely expensive, as it requieging and transmitting entire
relations across the network.

3Note that sinceR is considered to be the universal relation, all joins argjeéis.
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Optimizing the Logical Query Plan The logical query plan is first improved, just as in
traditional query optimization, by “pushing down” sel@cticonditions, with minor modi-
fications to account for attribute fragmentation. Consalselection condition:

e If cis of the form(Attr) (op) (value, and (Attr) has not undergone attribute frag-
mentation, conditiom may be pushed down t8; or R,, whichever containgAttr).
(In case(Attr) is replicated on both relations, the condition may be pusteedh to
both.)

o If cis of the form(Attrl) (op) (Attr2), and both{Attrl) and(Attr2) are unfragmented
and present in eithgk, or R,, the condition may be pushed down to the appropriate
relation.

Similarly, projections may also be pushed down to both i@t taking care not to
project out tuple IDs necessary for the join. Group-by atsuand aggregates may also
pushed down, provided all attributes mentioned in the Gilopand aggregate are un-
fragmented and present together in eitReror R,. Self-joins of R with itself, translated
into four-way joins involving two copies each &f and R,, may be rearranged to form a
“bushy” join tree where the tw&; copies, and the tw&, copies, are joined first.

Figure 7.2(c) shows the pushing down of selections and gtiojes to alter the logical
query plan. We assume attributes are fragmented as in thepéxaf Section 7.3:R;
containsName while DoB is in R, andSalaryis encoded across both relations. Thus, the
condition onNameis pushed down td?;, while the condition orDoB is pushed down to
Rs. The selection osalarycannot be pushed down sinSalaryis encoded. In addition,
we may push down projections as shown in the figure.

Choosing the Physical Query PlarHaving optimized the logical query plan, the physical
plan needs to be chosen, determining how the query execigtipartitioned across the
two servers and the client. The basic partitioning of thergysan is straightforward:
all operators present above the top-most join have to beuea@®n the client side; all
operators underneath the join and abdieare executed by a sub-query at sergefor
1 = 1,2 (shown by the dashed boxes in Figure 7.2).

In the ideal case, it may be possible to push all operatorse®bl?; or R,, eliminating
the need for a join. Otherwise, we are left with a choice inidiag how to perform the
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join.

The first option is to send sub-queries to bsthand.S; in parallel, and join the results
at the client. The second option is to send only one of the wimgieries, say to server
Sy; the tuple IDs of the results obtained frosh are then used to performsami-joinwith
the content on servéf,, in addition to applying th&,-subquery to filterRs.

To illustrate with the example of Figure 7.2(c), considex fbllowing two sub-queries:
@,: SELECT Name, ID, Salary FROM R; WHERE (Name LIKE Bob)

(2: SELECT ID, Salary FROM R, WHERE (DoB > 1970)
There are then three options available to the client for @tkeg the query:

1. Send sub-querg, to S;, send(), to Ss, join the results oD at the client, and apply
the selection orsalary.

2. Send sub-querg), to S;. Apply 7;p to the results of); call the resulting seA.
SendS; the query®s: SELECT ID, Position, Salary FROM R, WHERE
(ID IN A) AND (DoB > 1970) . Join the results af); with the results of);.

3. Send sub-query, to S;. Apply m;p to the results of), and rewrite); in an
analogous fashion to the previous case.

The first plan may be expensive, since it requires a lot of ttatae transmitted from
site S5. The second plan is potentially a lot more efficient, sindy tuples that match the
conditionName LIKE Bob are ever transmitted from bot$y, andS,. However, there
may be a greater delay in obtaining query answers; the ssfsafh .S; need to be obtained
before a query is sent t8),. In our example, the third plan is unlikely to be efficientesd
the company consists only of old people.

We illustrate query optimization with two more examples.

Example 2Consider the query:

SELECT SUM(Salary) FROM R

Say Salaryis encoded usinfRandom Additionnstead of by a one-time pad. In this
case, the client may simultaneously issue two subqueries:

@1: SELECT SUM(Salary) FROM R;

Q2: SELECT SUM(Salary) FROM R,
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The client then computes the difference between the resiulls and(@)-, as the answer.

Example 3Consider the query:
SELECT Name FROM R
WHERE DaB 1970 AND Gender=M

The client first issues the following sub-querySa

Q)2: SELECT ID FROMR, WHERE DaB 1970

After it gets the ID listA from Q- , it sendsS; the query: SELECT Name FROM
R; WHERE Gender=M AND ID in A. Note that the alternative plan — sending sub-
queries in parallel to botl; and.S; — may be more efficient if the conditidboB> 1970
is highly unselective.

7.4.3 Query Execution and Data Privacy

One question that may arise from our discussion of querywgi®@tis: Is it possible for an
adversary monitoring activity at eithéh or S5 to breach privacy by viewing thgueries
received at either of the two databases?

We claim that the answer is ‘No’. Observe that when using &rgins as the query
plan, the sub-queries sent 8 and S, are dependent only on the original query and not
on the data stored at either location; thus, the sub-quddest form a “covert channel”
by which information about the content&t could potentially be transmitted 1%, or vice
versa.

However, when semi-joins are used, we observe that the geenytoS, is influenced
by the results of the sub-query sentSo Therefore, a legitimate concern might be that the
sub-query sent t®; leaks information about the content storedSat We avoid privacy
breaches in this case by ensuring that dulyle IDsare carried over from the results of
Sy into the query sent t6,. Since knowledge of some tuple IDs being preserttjimloes
not help an adversary &t in inferring anything about other attribute values, sucluary
execution plan continues to preserve privacy.
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7.4.4 Discussion

The above discussion does not by any means exhaust all gpéngization issues in the
two-server context. We now list some areas for future woiik) preliminary observations
about potential solutions.

Maintaining Statistics for Optimization Our discussion of the space of query plans im-
plicitly assumed that the client has sufficient databadéssts at hand, and a sufficiently
good cost model, for it to choose the best possible plan togttery. More work is required
to validate both the above assumptions.

For example, one question is to understand where the cliatrns its statistics from.
Statistics on the individual relatiorf$; and R, could be obtained directly from the servers
S; andS;. The statistics may be cached on the client side in orderdmdnaving to fetch
them from the servers for each optimization. There may pi@tynbe statistics, e.g., multi-
dimensional histograms, that require knowledge of bothti@hs 2, and R, in order to be
maintained. If necessary, such statistics could conchiv@maintained on the client side
and may be constructed by means of appropriate SQL subegusnt to the two servers.

Supporting Other Decomposition TechniquesOur discussion of query optimization so
far has only covered the case of vertical fragmentation afthbute encoding using one-
time pads or random addition. It is possible to optimize therg plans further when per-
forming attribute encoding by deterministic encryptionwhen using semantic attribute
decomposition.

For example, when an attribute is encrypted by a deterngresicryption function, it
is possible to push down selection conditions of the fdumir) = (const), by obtaining
the encryption key from one database and encrypiingst) with this key before pushing
down the condition.

When an attribute is decomposed by semantic decompositieresulting functional
dependencies across the decomposed attributes may piydamdiused to push down addi-
tional selection conditions. To illustrate, considéPl@oneNumber (PNattribute which is
decomposed intBreaCode (ACandLocalNumber(LN)A selection condition of the form
o pN=s551234567 could still be pushed down partially asc—ss5 ando ny—1234567. (NOte that
the original condition cannot be eliminated, and still re&albe applied as a filter at the
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end.) Such rewriting depends on the nature of the semantmnagosition; the automatic
application of such rewriting therefore requires supportspecifying the relationship be-
tween attributes in a simple fashion.

7.5 ldentifying the Optimal Decomposition

Having seen how queries may be executed over a decomposszhdaf our next task at
hand is to identify thdestdecomposition that minimizes query costs. Say, a workldad
consisting of the actual queries to be executed?aa available. We may then think of the
following brute-force approach:

For each possible decomposition®that obeys the privacy constrairfs

e Optimize each query ifl for that decomposition oR, and
e Estimate the total cost of executing all querieslirusing the optimized query plans.

We may then select that decomposition which offers the lbwesrall query cost.
Observe that such an approach could be prohibitively expensince there may be an
extremely large number of legitimate decompositions tosater, against each of which
we need to evaluate the cost of executing all queries in thi&laad.

To work around this difficulty, we attempt to capture the efifeof different decompo-
sitions on query costs in a more structured fashion, so tleatay efficiently prune the
space of all decompositions without actually having to eatd each decomposition inde-
pendently. A standard framework to capture the costs oéwfit decompositions, for a
given workloadlV, is the notion of theaffinity matrix[OV99] M, which we adopt and
generalize as follows:

1. The entry)M;; represents the “cost” of placing the unencoded attribiitsd j in
different fragments.

2. The entryM;; represents the “cost” of encoding attributgcross both fragments.

We assume that the cost of a decomposition may be expressply by a linear combi-
nation of entries in the affinity matrix. Ldt = { A, A,, ... A, } represents the original set
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of n attributes, and consider a decompositiortgi?) = (R, R», £/). Then, we assume
that the cost of this decompositi®i(D) is .. p, _w) je(ro—r) Mij + 2 icp Mai- ( For
simplicity, we do not consider replicating any unencodedtatte, other than the tuplelD,
at both sites.)

In other words, we add up all matrix entries correspondinggiios of attributes that are
separated by fragmentation, as well as diagonal entriessmonding to encoded attributes,
and consider this sum to be the cost of the decomposition.

Given this simple model of the cost of decompositions, we may define an opti-
mization problem to identify the best decomposition:

Given a set of privacy constrains C 2% and an affinity matrix\/, find a decomposi-
tion D(R) = (R, R, F) such that

(a) D obeys all privacy constraints iR, and

(©) X jic(ri—E) je(ro—r) Mij + D Mi is minimized.

We are left with two questions:

e How is the affinity matrix)/ generated from a knowledge of the query workload?
e How can we solve the optimization problem?

We address the first question in Appendix .2, where we prémenistics for generating
the affinity matrix. We discuss the second question next.

7.5.1 Solving the Optimization Problem

We may define our optimization problem as the following hgpaph-coloring problem:

We are given a complete gragh i), with both vertex and edge weights de-
fined by the affinity matrix\/. (Diagonal entries stand for vertex weights.) We
are also given a set of privacy constraimsC 2, representing a hypergraph
H(R,P) on the same vertices. We require a 2-coloring of the veriice3
such that (a) no hypergraph edgeiins monochromatic, and (b) the weight of
bichromatic graph edges @ is minimized. The twist is that we are allowed
to delete any vertex iR (and all hyperedges i that contain the vertex) by
paying a price equal to the vertex weight.
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Observe that coloring a vertex is equivalent to placing ibie of the two partitions.
Deleting the vertex is equivalent to encoding the attripstg all privacy constraints as-
sociated with that attribute are satisfied by the vertextogle Also observe that vertex
deletion may be necessary, since it is not always possildlector a hypergraph.

The above problem is very hard to solve — even if we remove ¢héufe of vertex
deletion (allowing encoding), say by guaranteeing thathtyygergraph is 2-colorable. In
fact, much more restrictive special cases are NP-hard,tevagproximate, as the following
result shows:

It is NP-hard to color a 2-colorable, 4-uniform hypergrajging onlyc colors
for any constant ¢ [GHSO0O].

In other words, even if all privacy constraints were 4-tgpéattributes, and it is known
that there exists a partitioning of attributes into two tbtst satisfies all constraints, it is
NP-hard to partition the attributes indmyfixed number of sets, let alone two, to satisfy all
the constraints!

Given the hardness of the hypergraph-coloring problem, evesider three different
heuristics to solve our optimization problem. All our hetigs utilize the following two
solution components:

Approximate Min-Cuts If we were to ignore the privacy constraints for a momentgeobs
that the resulting problem is to two-color the vertices taimize the weight of bichromatic
edges inG(R); this is equivalent to finding the min-cut i (assuming that at least one
vertex needs to be of each of the two colors). This problembesasolved optimally in
polynomial time, but we will be interested in a slightly mageneral version: We will
requireall cuts of the graph that have a weight within a specified cohd$#aor of the
min-cut.

Intuitively, we want to produce a lot of cuts that are neatiropl in terms of their
guality, and we will choose among the cuts to pick one thgadehtisfy the most privacy
constraints. This approximate min-cut problem can stibbked efficiently in polynomial
time using an algorithm based on edge contraction [KS96jtéthat this also implies that
the number of cuts produced by the algorithm is only polyradipiarge.)
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Approximate Weighted Set CoverOur second component uses a well-known tool in order
to tackle the satisfaction of the privacy constraints vigesedeletion. Let us ignore the
coloring problem and consider the following problem insteBind the minimum weight
choice of vertices to delete so that all hypergraph edgescaneved, i.e., each sét € P
loses at least one vertex.

This is theminimum weighted set-coveroblem, and the best known solution is to
use the following greedy strategy: keep deleting the vettt@x has the lowest cost per
additional set that it covers, until all sets are coveredis Tineedy strategy offers @ +
log | P|)-approximation to the optimal solution [Joh73, Chv79] ant be used by us in
our heuristics.

We now present three different heuristics which utilizeabeve two components:

Heuristic 1 Our first heuristic is to solve the optimization problem ingi phases:

1. Ignore fragmentation, and delete vertices to cover alctimstraints usingpproxi-
mate Weighted Set Cover Call the set of deleted verticés

2. Consider the remaining vertices, and éggproximate Min-Cuts to find different
2-colorings of the vertices, all of which approximately miize the weight of the
bichromatic edges it.

3. For each of the 2-colorings obtained in step (2): Find aleteéd vertices that are
present only in bichromatic hyperedges, and consideritiglack” their deletion,
and coloring them instead, to obtain a better solution.

4. Choose the best of (a) the solution from step (3) for eachef-colorings, and (b)
the decompositionR — E, E, E).

In the first step, we cover all the privacy constraints by einguthat at least one at-
tribute in each constraint is encoded. Note that this stagdeis directly to one possible
decomposition: place all deleted vertices in both fragmeatd all the remaining vertices
in one of the two fragments. Call this decomposition

In the next two steps, we attempt to improve Bn by avoiding encrypting all these
attributes, hoping to use fragmentation to cover some afdinstraints instead. To this end,
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we find different approximate min-cuts in step (2), each ofcllragments the attributes
differently. In each fragmentation, we try to roll back soofiéhe attribute encoding (vertex
deletion) that had earlier been necessary to cover soméramms, but is no longer needed
thanks to the fragmentation satisfying the constrainteacs

Finally, we compare the quality of the different solutioriganed from step (3), with
the basic solutiofD; obtained directly from step, and select the best of the lot. Note that
the entire heuristic runs in polynomial time, because thalmer of different cuts consid-
ered is only a polynomial function ¢f|.

Heuristic 2 Our second heuristic reverses the order in which fragmientd2-coloring)
and encoding (deletion) are attempted. We first agyplgroximate Min-Cuts to the origi-
nal graphiz(R) to obtain a set of possible cuts. For each such cut, we petfariollowing
steps:

(a) Some of the privacy constraints are already satisfieidfragmentation; we there-
fore delete these constraints frdm

(b) We applyApproximate Weighted Set Coverto the modifiedP, deleting vertices
until all constraints are satisfied.

Finally, we may once again compare the solutions obtainath #ach cut and select
the best one.

Heuristic 3 The third approach we consider is to interleave the exeswi®mur approxi-
mate min-cut and set-cover components, instead of jusyusie after the other. We start
with some 2-coloring obtained by runnimgpproximate Min-cuts. We then repeat the
following steps until all constraints are satisfied:

1. UseApproximate Set Cover to greedily selecone vertex to delete. (Note that
we only delete one vertex, instead of deleting as many asseapeto satisfy all
constraints.)

2. Having deleted this vertex, re-répproximate Min-Cuts and attempt to find a 2-
coloring that satisfies even more constraints than the cuc@oring. (If we can't
find such a coloring, retain the current coloring.)

Observe that the above heuristic uses many more invocatichge min-cut algorithm
in order to recompute colorings after each vertex deletimobtain some intuition as to
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why this heuristic is useful, consider some vertexhich has high-weight graph edges to
some of its neighbors,, vs, ... vx. A min-cut on the original graph will tend to force
together with all these neighbors (i.e., all these vertwe#ishave the same color) since the
edges fromv to vy, v, . . . v, are all of high weight. However, oneeis deleted, the nature
of the coloring may change dramatically; the different @gv,, vs, . . . v, may no longer
need to have the same color, which opens the door for coltirag can satisfy many more
privacy constraints (specifically, constraints that casdtesfied by separating some of the
vertices invy, v, . . . vg).

7.5.2 Discussion

There are many open questions surrounding the above dest@iopgroblem. One ques-
tion is to understand the relative performance of our diférdesign heuristics on dif-
ferent relation schemata and privacy constraints. Anagh&y develop better theoretical
approaches to the optimization problem. Formulating thinopation problem itself is

based on a number of heuristics (discussed in Appendix .®)hndre also open to im-
provement. The scope of the optimization problem may alsexipanded in a number of
different directions.

For example, we could allow attributes to be replicated sspartitions, trying to ex-
ploit such replication to lower query costs. In the termoagyl of the optimization problem,
vertices are allowed to take on both colors. Edges emanating from a vertexwith two
colors will not be considered bichromatic; however, hydges involvingy will need to be
bichromatic even when ignoring

Another extension is to deal with constraints imposed byctional dependencies,
normal forms and multiple relations. For example, we maytwam decomposition to
be dependency-preserving, which dictates that functidependencies should not be de-
stroyed by data partitioning. Different partitioning saes may have different impacts
on the cost of checking various constraints. Factoringehgesues into the optimization
problem is a subject for future work.

Finally, expanding the definition of the optimization preln to accommodate the space
of different encoding schemes for each attribute is alsaea as yet unexplored.
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7.6 Related Work

Secure Database ServiceAs discussed in the introduction, the outsourcing of data-ma
agement has motivated the model where a DBMS provides helgbrage and efficient
guery execution, while not knowing the contents of the dasel{HIM02]. Schemes pro-
posed so far for this model encrypt data on the client sidethed store the encrypted
database on the server side [HILM02, HH04, AKSX04]. Howewerorder to achieve
efficient query processing, all the above schemes only geovery weak notions of data
privacy. In fact a server that is secure under formal cryg@phic notions can be proved
to be hopelessly inefficient for data processing [KC04]. @uhitecture of using multiple
servers helps to achieve both efficiency and provable prit@gether.

Trusted Computing With trusted computing [TCGO03], a tamper-proof secure cmepsSsor
could be installed on the server side, which allows exegutifiunction while hiding the
function from the server. Using trusted tamper-proof handnfor enabling secure data-
base services has been proposed in [KC04]. However, sudieangccould involve signif-
icant computational overhead due to repeated encryptidraaryption at the tuple level.
Understanding the role of tamper-proof hardware in ouriggcture remains a subject of
future work.

Secure Multi-party Computation Secure multi-party computation [Yao86, GMW87] dis-
cusses how to compute the output of a function whose inpatstared at different parties,
such that each party learns only the function output andmg#dbout the inputs of the other
parties. In our context, there are two parties — the senetlaclient — with the server’s in-
put being encrypted data, the client’s input being the gotasyp key, and the function being
the desired query. In principle, the client and the servalctthen engage in a one-sided se-
cure computation protocol to compute the function outpat hrevealed only to the client.
However, “in principle” is the operative phrase, as the ego& communication overhead
involved makes this approach even more inefficient thanriki@lt scheme in which the
client fetches the entire database from the server. Moraegiti specialized secure multi-
party computation techniques have been studied rece®fjl. FNP04, AMP04]. How-
ever all of this work is to enable different organizationséaurely analyze their combined
data, rather than the client-server model we are interéisted
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Privacy-preserving Data Mining Different approaches for privacy-preserving data mining
studied recently include: (Perturbationtechniques [AS00, AA01, EGS03, DNO3, DNO04]
(2) query restriction/auditingC0O82, DJL79, KPROO] (3k-anonymity{Swe02b, MWO04,
AFK*05a]. However, research here is motivated by the need taensdividual privacy
while at the same time allowing the inference of higher-gtarnty patterns from the data.
Our problem is rather different in nature, and the abovertiggles are not directly relevant
in our context.

Access ControlAccess control is used to control which parts of data can bessed by
different users. Several models have been proposed foif@pgcand enforcing access
control in databases [CFMS95]. Access control does noesble problem of maintaining
an untrusted storage server as even the the administraeor orsider having complete
control over the data at the server is not trusted by thetdieour model.

7.7 Conclusions

We have introduced a new distributed architecture for englprivacy-preserving out-
sourced storage of data. We demonstrated different tegbsithat could be used to de-
compose data, and explained how queries may be optimizeexawdited in this distrib-
uted system. We introduced a definition of privacy based dmbisets of attribute values,
demonstrated how our decomposition techniques help iraicty privacy, and considered
the problem of identifying the best privacy-preservingataposition. Given the increasing
instances of database outsourcing, as well as the incggaiminence of privacy concerns
as well as regulations, we expect that our architecturepwdi’e useful both in ensuring
compliance with laws and in reducing the risk of privacy lotess.

A key element of future work is to test the viability of our hitecture through a real-
world case study. Other future work includes identifyingpnoved algorithms for decom-
position, expanding the scope of techniques available éopthposition, e.g., supporting
replication, and incorporation of these techniques ingoghery optimization framework.
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.1 Extract from California SB 1386

The California Senate Bill SB 1386, which went into effectduty 1, 2003, defines what
constitutes personal information of individuals, and nmeted various procedures to be
followed by state agencies and businesses in Californiase of a breach of data security
in that organization. We present below its definition of peed information, observing
how it is captured by our definition of privacy constraintse(italics are ours):

For purposes of this section, “personal information” meamgdividual’s first
name or first initial and last name in combination with any onenore of the
following data elementsyhen either the name or the data elements are not
encrypted

(1) Social security number.
(2) Driver’s license number or California Identificationt@aaumber.

(3) Account number, credit or debit card number, in combamatvith any
required security code, access code, or password that weuhdit access to
an individual’s financial account.

For purposes of this section, “personal information” doessinclude publicly
available information that is lawfully made available te tjeneral public from
federal, state, or local government records. [sb102]

.2 Computing the Affinity Matrix

Let us revisit the definition of the affinity matrix to examiite semantics: the entry/;;
is required to represent the “cost” of placing attributeshd ; in different partitions of a
decomposition, while the entry/;; represents the “cost” of encoding attributevith the
overall cost of decomposition being expressed as a lineabowtion of these entries.
Note that it is likely impossible to obtain a matrix that aately captures the costs of
all decompositions. The costs of partitioning differenirpaf attributes are unlikely to be
independent; placing attributésind; in different partitions may have different effects on
guery costs, depending on how the other attributes aregplamdencoded. Our objective is
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to come up with simple heuristics to obtain a matrix that doesasonable job of capturing
therelative costs of different decompositions.

Similar matrices are used to capture costs in other contertse.g., the allocation
problem in distributed databases [OV99]. Our problem is glicated somewhat by the
fact that we need to account for the effects of attribute dimgpon query costs, as well as
the interactions between relation fragmentation and engod

A First Cut As a first cut, we may consider the following simple way to plapel the
affinity matrix from a given query workload, along the lindsarlier approaches [OV99]:

e )M;; is setto be the number of queries that reference both atsband;.

e M;; is set to be the number of queries involving attribite

Of course this simple heuristic ignores many issues: diffequeries in the workload
may have different costs and should not be weighted equtlly;effect of partitioning
attributesi and ; may depend on how andj are used in the query, e.g., in a selection
condition, in the projection list, etc.; the cost of encafan attribute may be very different
from that of partitioning two attributes, so that countingtbon the same scale may be a
poor approximation.

In order to improve on this first cut, we dig deeper to undegtae effects of fragmen-
tation and encoding on query costs.

.2.1 The Effects of Fragmentation

Let us consider a query that involves attributesid; and evaluate the effect of a fragmen-
tation that separateésand; on the query. We may make the following observations:

e If s andj are the only attributes referenced in the query, the fragatiem forces the
guery to touch both databases, and increases the commanicast for the query;
the extra communication cost is proportional to the numlb¢ules satisfying the
most selective conditions on one of the two attributes.
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¢ If attributes other tham and; are involved in the query, it is possible that the query
may have to touch both databases evenaifid; were held together, since the sep-
aration of other attributes may be the culprit. Therefdne,duery cost that may be
attributed ta)/;; should be only a fraction of the query overhead caused byrfeag
tation.

e If i orjis part of a GROUP BY clause, fragmentation makes it impdssdapply
the GROUP BY, making the query overhead very high.

Using the above observations, we may devise a scheme togteghe matrix entries
M;; fori # q. Each entry);; is computed as a sum of “contributions” from each query that
references bothandj. The contribution of a quer§ to 1/;;, for any pairi and; referenced
in @, is a measure of the fraction of extra tuple fetches from,diski transmissions across
the network, that are induced by the partitioning @ihd;. We define this contribution as
follows: ( Lets; be the selectivity of), ignoring all conditions involving, ands; be its
selectivity ignoring all conditions involving.)

e If () involves eitheri or j in a GROUP BY, or a selection condition, the contribution
of () to M;; is set tomin(s;, s;).

e If ) involvesi andj only in the projection list, the contribution @ to ;; is set to
min(s;, s;)/n wheren is the number of attributes referenced.jfs projection list.

Note that the approach above requires the estimation ofycgedectivities; this may
be performed using standard database techniques, i.eg asiombination of selectivity
estimates from histograms, independence assumptionsgchhdcguesses about the se-
lectivity of predicates [SAC79].

.2.2 The Effects of Encoding

Let us now consider the effects of encoding attributes omygeests. We make the follow-
ing observations about the effects of encoding attribude a query): (We will assume
that encoding is performed using one-time pads or randortiaald
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e If () contains a selection condition involvingthe condition cannot be pushed down;
the overhead due to this is proportional to the selectivitthe query ignoring the
conditions on.

e If ) involves: only in the projection list, there may be additional ovedhegual to
the cost of fetching from both sides.

e If ) involves: inthe GROUP BY clause, grouping cannot be pushed down, agd ma
cause additional overhead.

e If () involvesi only as an attribute to be aggregated, the use of Randomigudtr
encoding ensures that the overhead of encoding is low.

From these observations, we use the following rules to oeier the contributions of
Q@ to M;;: (Again, we lets; be the selectivity of the query ignoring predicates inviodyi.)

e If 7 isin a selection condition or a GROUP BY clause, the contidouto A/;; is set
to Si.

e Else, ifi is in the projection list, the contribution t/;; is set tol /n, wheren is the
total number of attributes referenced Qy
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