Copyright � 1995 by the Center for Reliable Computing, Stanford University.All rights reserved, including the right to reproduce this report, or portions thereof, in any form.Center for Reliable ComputingTECHNICALREPORTUsing Checking Experiments To Test Two-State LatchesSamy R. Makar and Edward J. McCluskey94-11Center for Reliable ComputingERL 460Computer Systems Laboratory(CSL TR # 94-641)Departments of Electrical Engineering and Computer ScienceStanford UniversityNovember 1995Stanford, California 94305-4055Abstract:A general technique to determine conditions for exhaustive functional testing (checkingexperiment) of two-state latches is derived. This technique is used to derive conditions for checkingexperiments of various two-state latches. Minimum-length checking experiments are also presented.One of the checking experiments for the D-latch is simulated using an HSpice implementation of thetransmission gate latch. All detectable shorted interconnects, open interconnects, short-to-power,short-to-ground, stuck-open, and stuck-on faults are detected. A pin fault test set and a multiplexer-based test set are also simulated. These tests miss some faults detected by the checking experiment.Funding: This work was supported in part by the Ballistic Missile Defense Organization, InnovativeScience and Technology (BMDO/IST) Directorate and administered through the Department of theNavy, Office of Naval Research under Grant No. N00014-92-J-1782, in part by the AdvancedResearch Projects Agency under Contract No. DABT63-94-C-0045, and in part by the NationalScience Foundation under Grant No. MIP-9107760. It was also funded in part by Cirrus Logic.Imprimatur: Erin Kan and Jonathan Chang iTable of Contents1. Introduction..................................................................................................... 12. Latches and Their Minimum-Length Checking Experiments......................... 23. Deriving Checking Experiments for Two-State Latches................................ 43.1 Two-State SR-Latch.......................................................................... 143.2 Two-State D-Latch............................................................................ 153.3 Two-State D-Latch With Asynchronous Set/Reset.......................... 163.4 Two-State MD-Latch........................................................................ 173.5 Two-State Two-Port Latch................................................................ 183.6 Two-State Load Enable Latch........................................................... 193.7 Two-State D-Enable Latch................................................................ 203.8 Two-State XOR Input Latch............................................................. 213.9 Two-State BILBO Latch................................................................... 223.10 Two-State CBILBO Latches........................................................... 244. D-Latch Simulation......................................................................................... 255. Conclusions..................................................................................................... 326. Acknowledgments........................................................................................... 327. References....................................................................................................... 32Appendix A Details of the Two-State MD-Latch............................................... 34Appendix B Details of the Two-State Two-Port Latch....................................... 35Appendix C Details of the Two-State Load Enable Latch.................................. 37Appendix D Details of the Two-State D-Enable Latch...................................... 38Appendix E Details of the Two-State BILBO Latch.......................................... 40Appendix F Details of the Two-State CBILBO Latch........................................ 43

11. IntroductionTests for stuck-at faults at latch inputs and outputs miss many internal faults [Reddy 86],[Lee 90] and [Al-Assadi 93]. Reddy, in [Reddy 86], derived tests for stuck-open faults indifferent latch implementations. Lee, in [Lee 90], analyzed bridging faults in scan registers, andcombined the use of current and voltage tests. Al-Assadi, in [Al-Assadi˚93], mapped many, butnot all, of the internal faults to functional fault models. He also showed that some of the internalfaults cannot be mapped to functional fault models. What is needed is a test set that detects allfaults (both internal and I/O faults). This paper presents such test sets.A checking experiment is an input-output sequence that distinguishes a given statemachine from all other state machines with the same inputs and outputs, and the same number ofor fewer states. Checking experiments were first defined by Hennie as follows, �Any circuit thatresponds to the checking experiment in accordance with a given state table and starting stateeither must be operating correctly or else must have suffered a malfunction not in the givenclass.� [Hennie 64]. The important property of a checking experiment is that it contains enoughinformation to derive the flow table.Even though Hennie�s work was for pulse-mode circuits (often called synchronoussequential circuits), checking experiments can be derived for fundamental-mode circuits (oftencalled asynchronous circuits) by modifying the procedure. Friedman, in [Friedman 71],discusses the restrictions in fundamental-mode circuits. Since there is no inherent clock, themachine can change state after any input changes, and the same input cannot be repeated. Also,for deterministic behavior, only one input can be changed at a time. Some faults can causecritical races, making the behavior non-deterministic, and can thus not be guaranteed to bedetected. We did not encounter such faults in our simulations.In Section 2, we present various latches and minimum-length checking experiments forthem. In Section 3, we present a general technique for deriving checking experiments for two-state latches. Separate sub-sections are devoted to the derivation of checking experimentrequirements and minimum-length checking experiments for each latch type, with details givenin the appendices. The checking experiment for the D-latch was simulated in HSpice using atransmission gate implementation. The results of this simulation are compared with those of apin fault test set and a multiplexer-based test set in Section 4.

2Table 2-1 Latches and Their Excitation Functions.Latch TypeExcitation FunctionAssumptionsM*SR-Latch

Q = S+ RqSR = 0

6D-Latch

Q = CD +

Cq7D-Latch withAsynchronous Set/Reset

Q = R(S+CD +Cq)

SR = 0

14MD-Latch

Q = C(TS +

TD) +

Cq26Two-Port Latch

Q = C1D1 +C2D2 +C1C2q

C1C2 = 0

23Load Enable Latch

Q = CLD +

(LC) q15D-Enable Latch

Q = CDE +Cq 16XOR Input Latch

Q = C(D⊕ S)+Cq 13BILBO Latch

Q = C(B1D⊕ B2S)+Cq

58CBILBO Latch

Q1 = C(B1D⊕ S ) + Cq1

Q2 = C(B2S+ B2D)+Cq2

2526

*M - minimum length of checking experiment.2. Latches and Their Minimum-Length Checking ExperimentsVarious latches are discussed in this paper (see Table 2-1). The simplest latch type is theSR-latch. An SR-latch is a sequential element that can be set or reset by activating theappropriate input. Even though the SR-latch is still occasionally used, the most commonly usedlatch today is the D-latch. A D-latch is a sequential element, in which the data input ispropagated to the output when the clock is active, otherwise it holds the stored value. A D-latchwith Asynchronous Set/Reset is a D-latch that can be set or reset when the clock is not active.Scan-paths require latches with two different data sources. These can be either Multiplexed-Datalatches or Two-Port latches. A Multiplexed-Data latch (MD-latch) is a D-latch with multiplexeddata inputs; a Two-Port latch has two control inputs with the data source determined by theactive control input [McCluskey 86]. A Load Enable latch is a D-latch with a gated controlinput, and a D-Enable latch is a D-latch with gated data. An XOR Input latch performs anexclusive-or operation on its two data inputs. This latch is commonly used in an LFSR togenerate pseudo-random vectors, and to compress results. Other latches commonly used forBIST are the Built-In Logic Block Observer latch (BILBO latch), and the Concurrent Built-InLogic Block Observer latches (CBILBO latches). The BILBO latch has two data inputs. It can

3be configured to load either of the two inputs (one a scan input, and the other for normaloperation), load the exclusive-or of the two inputs (for signature analysis), or load 0. TheCBILBO latches, an extension of the BILBO latch, are two latches that can operatesimultaneously as a pseudo-random pattern generator and a signature analyzer. The two latchesare treated separately, with outputs Q1 and Q2. Table 2-1 shows the excitation function of eachof these latches and the minimum-length of a checking experiment. Minimum-length checkingexperiments for each of these latches are shown in Tables 2-2 through 2-11. Details for eachlatch type are presented in Section 3.Table 2-2 A Minimum-Length (6) Checking Experiment for SR-Latch.S001000R100010Q001100Table 2-3 A Minimum-Length (7) Checking Experiment for D-Latch.C1100100D1001110Q1000111Table 2-4 A Minimum-Length (14) Checking Experiment for AsynchronousSet/Reset Latch.C11000000000010D10000001111111R00000100001000S00010000100000Q10011000110011Table 2-5 A Minimum-Length (26) Checking Experiment for MD-Latch.D11100011110000000000111111S00000001111111110001111000T10000000000001111111111111C11001000100100100100010010Q01110000111000111000011100Table 2-6 A Minimum Length (23) Checking Experiment for Two-Port Latch.D110000000011111111000111C111000000001000000010010D200011100000000111111111C200001001000010010000000Q10001110001100011100011Table 2-7 A Minimum-Length (15) Checking Experiment for Load Enable Latch.L110011001001100D100001111111000C111000011100001Q100000001111111

4Table 2-8 A Minimum-Length (16) Checking Experiment for D-Enable Latch.D1001111111100000E1111100111001000C1100110010000010Q1000100011111100Table 2-9 A Minimum-Length (13) Checking Experiment for XOR Input Latch.D0000001111110S1001111110000C1100100100100Q1000111000111Table 2-10 A Minimum-Length (58) Checking Experiment for BILBO Latch.D00000000001111111000000000111S00000011100000000000000111111B200000000000000111111111111111B101100000000111111111000000000C11001001000010010010010010010Q10001110000100011100011100011D11111111111111111000111110000S11100000000111111111111100111B200000011111100111111111000000B100000000011111111111111111111C01001001001110010010010000010Q10001110001100011100011111100Table 2-11a A Minimum-Length (25) Checking Experiment for CBILBO Latch 1.D1111110000001111111000000S0111111110000000001111000B11110000000000001111111111C1100100100100100100010010Q10111000111000111000011100Table 2-11b A Minimum-Length (26) Checking Experiment for CBILBO Latch 2.D11100011110000000000111111S00000001111111110001111000B210000000000001111111111111C11001000100100100100010010Q2011100001110001110000111003. Deriving Checking Experiments for Two-State LatchesAll latches described in Table 2-1 are typically implemented as two-state latches; theflow tables of these latches have only two rows. In this section, special properties of two-stateflow tables are analyzed and a method for generating checking experiments for them isdeveloped. This method was used to generate the checking experiments in Tables 2-2 through2-11. The details are presented in sub-sections of this section.

5Each cell in a flow table, a total state, corresponds to an assignment of values to thecircuit inputs and internal states. A total state is an unstable state if it causes a change ininternal state of the machine. A total state is a stable state if the next internal state is the same asthe current internal state. The notation used in this paper for stable total states is shown inTable˚3-1. A total state is unspecified if it is not adjacent to a stable total state. Such statescannot be reached because of the single-input change restriction on fundamental mode circuits[McCluskey 86]. Unspecified states are shown with �—� in the flow tables. A sequence visits atotal state when the sequence applies the input of the total state while the machine is in theinternal state of the total state. A total state is identified by a sequence if the sequence providesenough information to reconstruct the corresponding entry in the flow table.Table 3-1 Notation: Stable Total States.NotationDefinition2Output = 0

3Output = 1

InternalStatesDistinguishing InputsSynchronizing InputsDistinguishing StatesUnstable StatesCD00011110A2476B3576Figure 3-1 Definitions in Flow Table.For a state machine to have sequential behavior, there must be at least one column in theflow table with different outputs. Otherwise, the machine acts as pure combinational logic. Thetotal states in a column of a two-state flow table with differing outputs are called distinguishingstates, and the input is called a distinguishing input. A state machine must also have twocolumns that change the internal state, so that both internal states are reachable. Inputs of suchcolumns are called synchronizing inputs because they force the machine into a known state.These definitions are shown in Fig. 3-1.As mentioned earlier, a checking experiment contains enough information to reconstructthe flow table. Therefore, it must identify all total states in the flow table. In this paper, weanalyze flow tables that have distinguishing inputs and synchronizing inputs only (i.e. no

6columns in the table have two stable states with the same output), because all latches studied herehave flow tables that fall into this class of flow tables. The requirement for reconstructing theflow table can be refined into three simpler requirements (proof of this will come later): all totalstates must be visited, all unstable states must be identified, and all distinguishing states must beidentified.We start with the first requirement, all total states must be visited. If a total state is notvisited by the sequence, then the effect of applying the input of the total state when the machineis in the internal state of the total state is not known. This requirement is proven in Lemma 1.Lemma 1: A checking experiment for a two-state flow table with only distinguishing andsynchronizing inputs must visit all total states in the flow table.Proof: Suppose that a sequence does not visit one of the stable total states. Createa second flow table by copying the original flow table and changing the output ofthe state not visited by the sequence. The output response of the sequence whenapplied to the second flow table would be the same as that of the original onebecause the sequence never enters the only total state that differs in the two flowtables. Since the two flow tables give the same response to the same inputsequence, the sequence cannot be a checking experiment. Now suppose that thesequence does not visit one of the unstable states. In this case, the sequencewould have the same response for a flow table that had the unstable total statereplaced by a stable total state (the output does not matter). Since the inputsequence has the same response for two flow tables, it cannot be a checkingexperiment. Therefore, a checking experiment must visit all total states (stableand unstable) in the flow table.Even though visiting all the total states is a necessary requirement for a checkingexperiment, it is not a sufficient one. Consider the flow tables in Table 3-2. The sequence inTable 3-2c visits all the states of the two flow tables, Tables 3-2a and 3-2b, but the outputresponse is the same for the two flow tables. Since the two flow tables are different, thesequence is not a checking experiment. Assuming that the flow table in Table 3-2a is the desiredflow table, the sequence did not identify the unstable states 8 and 9. An unstable state isidentified, when the sequence shows that the input caused a change in internal state. To showthat an input causes a change in internal state, we need to show that the total states before andafter the application of the input have different internal states. The internal state after theapplication of the input can be identified by following the input with a distinguishing input. Thetotal state would then be a distinguishing state. The total state before the application of the inputdoes not have to be a distinguishing state, but its internal state must be known. This analysis

7suggests the creation of state triples. A state triple is a set of three total states that contains thesetup state (same internal state as unstable state and input unit distance from unstable stateinput), the total state associated with the unstable state, and a distinguishing state. The setupstate and the distinguishing state must have different internal states. The last state of the triple isa distinguishing state. Visiting a distinguishing state does not change the internal state of themachine.Table 3-2a Two-State Flow Table.CD0001111000011110A=0A=12,04,07

6,098,03,15,17,16

9,18Table 3-2b Another Flow Table That Produces Same Output Sequence WhenTable˚3-2c Sequence Is Applied.CD0001111000011110A=0A=12,04,07

6,09,1

8,03,15,17,1611,110,0Table 3-2c Sequence That Visits All Total States, But Is Not A CheckingExperiment.A00000011C10010000D11000110Q11100001State75362489Lemma 2: A checking experiment for a two-state flow table with only distinguishing andsynchronizing inputs must identify all unstable states.Proof: An unstable state is identified by a sequence if the sequence successivelyvisits the three states of a triple corresponding to the unstable state. We havealready shown that a checking experiment must visit all the total states, includingthe unstable states. Visiting an unstable state implies visiting the setup state andthe unstable state of the triple. Therefore, a sequence that visits an unstable statebut does not identify it is not visiting a distinguishing state after visiting the

8unstable state (i.e. it only visits the first two states of the triple). In this case, theinput applied by the sequence after visiting the unstable state is a synchronizinginput. Create a second flow table by copying the original flow table and changingthe unidentified unstable state to a stable total state and give it the same output ofthe other total state in the same column. When the input corresponding to ourunstable state is applied to either flow table, we get the same output. Since thenext input is a synchronizing input, the next output and internal state will be thesame for both flow tables. Therefore, a checking experiment must identify allunstable transitions.Consider the flow tables in Table 3-3. Graphs for the state triples of Table 3-3a areshown in Fig. 3-2. The sequence shown in Table 3-3c visits all the total states, and identifies allthe unstable states. However, both flow tables in Tables 3-3a and 3-3b, produce the same outputresponse for the input sequence of Table 3-3c.The sequence in Table 3-3c produces different outputs for both 00 and 01, indicating thatthey are distinguishing inputs. However, there are two possible permutations (barringisomorphism) for the distinguishing states in the flow table. These are shown in the first twocolumns of Tables 3-3a and 3-3b. To distinguish between the two flow tables, a sequence musthave CD = 00,01 or CD = 01,00 as sub-sequences.Table 3-3a Two-State Flow Table.CD0001111000011110A=0A=12,04,07

6,098,0——3,15,17,16

9,18—Table 3-3b Another Flow Table That Produces Same Output Sequence WhenTable˚3-3c Sequence Is Applied.CD0001111000011110A=0A=12,05,1

7,16,098—3,14,0769,18,0——

9Table 3-3c Sequence That Visits All Total States, Identifies Unstable States, But IsNot A Checking Experiment.A00100000010C10001011000D11111110000Q11001110011State75847576293TriplesADBC485263745AB923CDFigure 3-2 Graphs of State Triples for Flow Table in Table 3-3a.This brings us to the third requirement: identifying the distinguishing states. As shown inthis example, it is not enough to visit the distinguishing states. Two distinguishing inputs aresaid to be linked in a sequence, if the sequence provides enough information to determine theorder of the distinguishing states in their two columns. If a distinguishing input follows anotherdistinguishing input in the sequence, and the distinguishing states of both inputs are visited, thenthe two are linked. However, there can be many distinguishing inputs. Every distinguishinginput can have one of two possible permutations of distinguishing states. Therefore, for ndistinguishing inputs there are 2n possible column permutations. Half of these permutations arenothing more than other permutations with the rows exchanged. Thus they do not need to beconsidered, and there are 2n-1 possible unique permutations. For a single distinguishing input,there is one unique permutation. Therefore, any distinguishing input is linked to itself, makingthe link relation reflexive. From the definition of link, link is a symmetric property. If a islinked to b, then b is linked to a. Now suppose that there are three distinguishing inputs a, b andc. If a is linked to b, then there is only one unique permutation for the distinguishing states incolumns of a and b. Similarly, if a is linked to c, then there is only one unique permutation forthe distinguishing states in columns of a and c. Therefore, there is one unique permutation forthe all three columns, and so the link relationship is transitive. Since the link relationship isreflexive, symmetric, and transitive, it must be an equivalence relationship.If a sequence links all pairs of distinguishing inputs then there can only be onepermutation of the distinguishing states, and all distinguishing states are identified. Since thelink relationship is an equivalence relationship, it suffices to show that the distinguishing inputsare all members of the same equivalence class. Therefore, distinguishing states are identified ifthey are all visited, and if they are all linked to each other.

10Lemma 3: A checking experiment for a two-state flow table with only distinguishing andsynchronizing inputs must identify all distinguishing states.Proof: Distinguishing states are identified by a sequence if the sequence visits thestates, and if all the distinguishing inputs are linked. We have already shown thata checking experiment must visit all the total states, including the distinguishingstates. Suppose that two distinguishing inputs are not linked in a sequence. Sincelink is an equivalence relation between distinguishing inputs, the distinguishinginputs would fall into two equivalence classes. Within each of the classes, there isonly one unique permutation of distinguishing states. Create a second flow tableby copying the original flow table, and swapping the rows in the distinguishinginput columns of one of the equivalence classes. Also, swap the rows of anysynchronizing inputs that are a unit distance from any of the distinguishing inputsin that class. Applying the sequence to the new flow table would give the sameresponse as when applied to the original flow table. Therefore, if thedistinguishing inputs are not linked in a sequence, the sequence is not a checkingexperiment.Now that we have shown that the three conditions (visiting all states, identifying allunstable states, and identifying all distinguishing states) are necessary for a sequence to be achecking experiment, we show that if all three conditions are satisfied that the sequence is achecking experiment. In other words, given a two-state flow table with distinguishing andsynchronizing inputs, any sequence that satisfies all three conditions is guaranteed to be achecking experiment. These conditions are necessary and sufficient. The proof is given inTheorem 1. Lemma 2 and Lemma 3 showed that visiting a state was necessary to identify it.Thus visiting a state can be eliminated as an explicit condition for a sequence to be a checkingexperiment. However, the condition is retained here just for emphasis.Theorem 1: A sequence for a two-state machine with distinguishing and synchronizinginputs is a checking experiment if and only if it satisfies the following properties:1. Visits all the total states.2. Identifies all the unstable states.3. Identifies all the distinguishing states.Proof: From Lemmas 1, 2 and 3, a checking experiment must satisfy all the aboveconditions. Now, we need to show that if a sequence satisfies the threeconditions, then it is a checking experiment. If a sequence identifies all thedistinguishing states, then there can only be one permutation of distinguishingstates in the flow table. If the sequence also identifies all the unstable states, thenall entries in the flow table are identified. Therefore only one flow table can beconstructed from the response of the sequence, making it a checking experiment.

11An important consequence of Theorem 1 is that a checking experiment does not have toensure all possible transitions in a two-state flow table. For example, consider the flow table inTable 3-4. The graphs of the triples are shown in Fig. 3-3. A sequence formed by combining thetriples is 6,7,5,3,6,2. Since state 3 follows state 5, the distinguishing inputs are linked. State 4can be added to the end of the sequence to satisfy the first requirement of Theorem 1. Therefore,the state sequence becomes: 6,7,5,3,6,2,4. The transitions through this sequence are showngraphically in Table 3-4. Thick arrows are used to indicate the beginning and end of thesequence. The following six transitions are not included in this sequence: 4 -> 2, 2˚->˚6, 4 -> 7, 3-> 5, 5 -> 7, and 7 -> 6.Table 3-4 Flow Table Marked With Checking Sequence.CDQ00011110A24760B3576172636745Figure 3-3 Graph of Triples for Flow Table in Table 3-4.From Theorem 1, the following procedure can be used to generate a checking experimentfor a two-state flow table with distinguishing and synchronizing inputs.Procedure for deriving checking experiments from two-state flow tables.1. Determine all the state triples for the unstable states.2. Combine the triples of step 1.3. If the sequence resulting from step 2 does not form a link among all the distinguishinginputs then modify the sequence so that it does, without destroying the triples.4. Add any missing total states to the sequence.5. Convert the state sequence into an input sequence, adding a synchronizing input, ifnecessary.The first pattern in the sequence for a two-state flow table should force the machine into aknown state. Therefore, in step 2 of the procedure, the setup state of the first triple shouldcorrespond to a synchronizing input whenever possible.

12Combining triples would be most efficient if the distinguishing state of one triple is thesetup state of another. Since triples cause a change in the internal state, the final state of onetriple can be the setup state of another if the two triples cause internal state changes in theopposite directions (i.e. if the first triple causes the machine to change from internal state A tointernal state B, then the second triple should cause the machine to change from internal state Bback to internal state A). If there are more triples that cause state changes in one direction thanin the other, then some of the state changes will need to be repeated in order to get to the setupstates of all the triples.Lower Bound on Sequence Length of Two-State Latches: The length of a checkingexperiment (L) is bound by the following equation.L ‡ S + 1 + �i=0Smax(ni˚-˚1,0) if v = 0L ‡ S + v + �i=0Smax(ni˚-˚1,0) if v > 0where S = number of total Statesni = number of times state i appears as the only distinguishing state of atriplev = difference between the number of unstable states in the two rowsProof: As seen from Lemma 1, a checking experiment must visit every total state.A machine can only be in one stable total state for every input pattern. Therefore,there must be at least as many patterns in the sequence as there are total states.There will always be at least one extra pattern for initialization. To be useful, thefirst pattern should force the machine into a known state (a synchronizing input).If a state si appears as the only distinguishing state of ni triples, then si mustappear at least ni times. One of the occurrences of state si is accounted for in S(the total number of states). Therefore si must appear an additional ni - 1 times.If si never appears as the only distinguishing state of a triple, then nothing shouldbe added. Hence the term max(ni - 1,0) is added for each total state. If thenumber of unstable states in one row differs from the number of unstable states inthe other row by v, then at least v -1 extra internal state changes have to beapplied. Each extra state change requires at least one more pattern. Adding v -1to the initialization pattern gives v.In many of the latch flow tables, half the inputs are distinguishing inputs, and the otherhalf are synchronizing inputs. A single input variable determines whether an input is a

13distinguishing input or a synchronizing input. This class of state machines will be referred to assingle-input control state machines, and the variable that determines the input type will be calleda control input. For example, in Table 3-4, all inputs are distinguishing inputs when C = 0, andall inputs are synchronizing inputs when C = 1. Therefore, the flow table describes a single-input control state machine with C as the control input. An interesting property of such statemachines is that the distinguishing state of one triple cannot be a setup state of another triple,because there are no unstable states adjacent to a distinguishing state of a triple. Therefore, ifthere are v more unstable states in one row than in the other, then 2(v -1) extra patterns areneeded. This is used to derive a tighter lower bound on the length of the checking experiment.Lower Bound on Sequence Length of Single-Input Control State Machine: Thelength of a checking experiment (L) of a Single-Input Control State Machine isbound byL ‡ S + 1if v = 0L ‡ S + 2v -1if v > 0where S = number of total Statesv = difference between the number of unstable states in the two rowsProof: The distinguishing state of one triple cannot be the setup state ofanother triple, because there are no unstable states adjacent to adistinguishing state of a triple. Therefore, the summation term in theoriginal bound will always be 0. If v = 0, then the arguments for theprevious bound apply. If v = 1, then two patterns are needed for eachadditional transition. Therefore 2(v -1) extra patterns are needed.Combining this with the initialization pattern gives 2v -1.Another property of single-input control state machines is that a sequence that usesdistinguishing states as setup states for all except the first triple, will identify the distinguishingstates as well as the unstable states. This property is proved in Theorem 2.Theorem 2: If a sequence is applied to a single-input control state machine, and the setupstates of all but the first triple are distinguishing states, then the sequence links allthe distinguishing inputs.Proof: In a single-input control state machine each distinguishing input has adistinguishing state that is a setup state of a triple, and another distinguishing statethat is a distinguishing state of the same triple. Therefore, there is a one-to-onecorrespondence between distinguishing inputs and triples. Now, if triple B isapplied after triple A, the distinguishing input corresponding to triple A is linkedto the one corresponding to triple B. Suppose triple C is applied after triple B,

14Table 3.1-2 Minimum-Length (6) Checking Experiments for Two-State SR-Latch.S001000S100010R100010R001000Q001100Q110011State

425342State

534253Triples

BTriples

ABthen the distinguishing input corresponding to triple B is linked to the onecorresponding to triple C. Since link is an equivalence relation, the distinguishinginput corresponding to triple A is linked to the one corresponding to triple C.Using the same arguments, it can be shown that the distinguishing inputcorresponding to triple A is linked to all the distinguishing inputs. Therefore, thesequence links all the distinguishing inputs.3.1 Two-State SR-LatchThe equation for the SR-latch is

Q = S+ Rq. The latch is set when S = 1 and reset whenR = 1. S and R should not be 1 at the same time. The flow table for the SR-latch is shown inTable 3.1-1. The graphs of the state triples are shown in Fig. 3.1-1.Table 3.1-1 Flow Table for Two-State SR-Latch.SRQ0001111024-

5034-51523432ABFigure 3.1-1 Graphs of State Triples for Two-State SR-Latch.The setup state of one triple is the distinguishing state of the other triple. Therefore, thetwo triples can be combined without adding any states between them. Two possible statesequences are 2,5,3,4,2 and 3,4,2,5,3. Since there is only one distinguishing input, thedistinguishing states are identified by simply visiting them. The two sequences contain all thetotal states in the flow table. The input sequence that would generate these state sequences isshown in Table 3.1-2. Since the sequences satisfy Theorem 1, they are checking experiments.

15Since the setup state in both triples is a distinguishing state, a synchronizing input needs to beadded to the beginning of either sequence. The sequences in Table 3.1-2 are minimum length.3.2 Two-State D-LatchThe equation for a D-latch is Q = CD +

Cq, and the flow table for the D-latch is shownin Table 3.2-1. The graphs of the state triples are shown in Fig. 3.2-1. The two triples can becombined in any order. Suppose we start with the triple A. The first part of the state sequence is6,7,5 (state 6 is picked because it is a synchronizing input). Now, looking at triple B, there aretwo choices: 7,6,2 or 3,6,2. State 7 has already been entered in the first sequence, thus entering itagain has no benefit. Choosing state 3 as the setup state would make state 3 follow state 5,linking the two distinguishing inputs. Thus the sequence becomes 6,7,5,3,6,2. The sequence ismissing state 4, which can be added to the end of the sequence. This makes the final sequence6,7,5,3,6,2,4. The same approach can be used starting with triple B in Fig. 3.2-1. The sequencein that case would be 7,6,2,4,7,5,3. These two state sequences, and the checking experimentsthat would generate them, are shown in Table 3.2-2. Since the lengths of these sequences meetthe lower bound, these sequences are minimum length.Table 3.2-1 Flow Table for Two-State D-Latch.CDQ00011110247 603576

172636745ABFigure 3.2-1 Graphs of State Triples for Two-State D-Latch.Table 3.2-2 Minimum-Length (7) Checking Experiments for Two-State D-Latch.C1100100C1100100D1001110D0110001Q1000111Q0111000State7624753State6753624TriplesBATriplesAB

163.3 Two-State D-Latch With Asynchronous Set/ResetThe equation for the D-latch with Asynchronous Set/Reset is

Q = R(S+CD +Cq). Thelatch is set when S = 1 and reset when R = 1. S and R should not be 1 at the same time, andneither should be 1 when C = 1. When both R and S are 0, the latch behaves exactly like a D-latch. The flow table for this latch is shown in Table 3.3-1, and graphs of the state triples areshown in Fig. 3.3-1.Table 3.3-1 Flow Table for Two-State Asynchronous Set/Reset Latch.CD00011110000111100001111000011110R = 0R = 1S = 0S = 1S = 0S = 1Q247

6911-810--03576

911--810-1In Fig. 3.3-1 only the first two triples have synchronizing setup states. Therefore, aminimum-length sequence should start with one of these two triples. There are ten total states,and state 2 and state 5 appear twice as the only distinguishing inputs of state triples. From thefirst bound derived in Section 3, the minimum test length must be at least 13. State 4 and state 3appear twice as setup states. However, in the first two triples there are alternate setup states. Ifthese are used, then one of them could be the synchronizing input, but the other would appeartwice in the sequence, raising the minimum length to 14. One such sequence is shown in Table3.3-2. Since state 4 directly follows state 2, the distinguishing inputs are linked.2839237263674541051145ABCDEFFigure 3.3-1 Graphs of State Triples for Two-State D-Latch With AsynchronousSet/Reset.

17Table 3.3-2 A Minimum-Length (14) Checking Experiment for AsynchronousSet/Reset Latch.C11000000000010D10000001111111R00000100001000S00010000100000Q10011000110011State7629382411510475TriplesBDFCEA3.4 Two-State MD-LatchThe equation for an MD-latch (Multiplexed-Data latch) is Q = C(TS +

TD) +

Cq. WhenT = 0, the latch operates in normal mode (D is used as the input), and when T = 1 it uses S asinput. The flow table for the MD-latch is given in Table 3.4-1. The graphs of the triples areshown in Fig. 3.4-1.Looking at the flow table, all the distinguishing states occur when C = 0, and all theunstable states occur when C = 1. Therefore, the MD-latch is a single-input control statemachine, and C is the control input. There are 24 total states, and the number of unstable statesin each of the rows is 4. Therefore, the length of a checking experiment must be at least 25.Appendix A shows that the length must be at least 26. The details of combining the triples toderive minimum-length sequences also appear in Appendix A. One such sequence is shown inTable 3.4-2.Table 3.4-1 Flow Table for Two-State MD-Latch.DS00011110000111100001111000011110C = 0C = 1T = 0T = 1T = 0T = 1Q246810121416182019

212223

2524035791113151718

20192122

232524 1 18Table 3.5-1 Flow Table for Two-State Two-Port Latch.D1D200011110000111100001111000011110C2 = 0C2 = 1C1 = 0C1 = 1C1 = 0C1 = 1Q

2468101211

131415

1716--0357910

12111314

151716

-1AEBCFGDH1022231116241721256207198211824912202223131424251518221342023519Figure 3.4-1 Graphs of State Triples for Two-State MD-Latch.Table 3.4-2 A Minimum-Length (26) Checking Experiment for MD-Latch.D11100011110000000000111111S00000001111111110001111000T10000000000001111111111111C11001000100100100100010010Q01110000111000111000011100State24

219318286197520412231311221012142515172416TriplesFAEBGCHD3.5 Two-State Two-Port LatchThe equation for a Two-Port latch is

Q = C1D1 +C2D2 +C1C2q. C1 and C2 should not beboth active at the same time. The Two-Port latch loads the data input corresponding to the activecontrol input. The flow table is shown in Table 3.5-1.The last four columns are marked as don�t cares because the operation of the latch is notdefined when both control lines are active. Graphs of the triples are shown in Fig. 3.5-1. Since

19states 2 and 7 appear twice as distinguishing states of triples, and there are 16 total states, thelower bound on the test length is 19. Appendix B shows that the length must be at least 23. Thedetails of combining the triples to derive minimum-length sequences also appear in Appendix B.One such sequence is shown in Table 3.5-2.102133124115612711810913414515142153616717168179ABCDEFGHFigure 3.5-1 Graphs of State Triples for Two-State Two-Port Latch.Table 3.5-2 A Minimum Length (23) Checking Experiment for Two-Port Latch.D110000000011111111000111C111000000001000000010010D200011100000000111111111C200001001000010010000000Q10001110001100011100011State13102415531428139168617751246117TriplesAFEDHGBC3.6 Two-State Load Enable LatchThe equation for the Load Enable latch is Q = CLD +

Q = CDE +Cq. A D-Enable latch operates as aD-latch when E = 1. When E = 0, the D-Enable latch will load 0. The flow table for the D-Enable latch is shown in Table 3.7-1. The graphs of the state triples are shown in Fig 3.7-1.Table 3.7-1 Flow Table for Two-State D-Enable Latch.DE0001111000011110C = 0C = 1Q2468101211

140357910

121114

1Looking at the flow table, all the distinguishing states occur when C = 0, and all theunstable states occur when C = 1. Therefore, the D-Enable latch is a single-input control statemachine, and C is the control input. There are 12 total states, one unstable state in the first row,and three in the second. Therefore, the length of a checking experiment must be at least 15.Appendix D shows that the length must be at least 16. One possible minimum-length sequenceis shown in Table 3.7-2. Details of deriving a checking experiment are given in Appendix D.102314811912411561471112ABCDFigure 3.7-1 Graphs of State Triples for Two-State D-Enable Latch.

21Table 3.7-2 A Minimum-Length (16) Checking Experiment for Two-State D-EnableLatch.D1001111111100000E1111100111001000C1100110010000010Q1000100011111100State1112461114861179353102TriplesBCDA3.8 Two-State XOR Input LatchThe equation for the XOR input latch is

Q = C(D⊕ S)+Cq. The data loaded into thelatch is

D⊕ S. The flow table is given in Table 3.8-1. Since there are 12 stable states in theflow table, a checking experiment must have at least 13 patterns. Graphs of the state triples areshown in Fig. 3.8-1.Table 3.8-1 Flow Table for Two-State XOR Latch.DS0001111000011110C = 0C = 1Q24681011

1213

0357910

1112

131ABCD21031113411101258101213961213711Figure 3.8-1 Graphs of State Triples for Two-State XOR latch.Starting with any triple, there are two possible sequences. For example, starting with A,the two sequences are ACBD and ADBC. Since there are four triples, and any of them can bepicked as the starting point, there are 8 sequences. Note that a sequence that connects the triplesnot only demonstrates all the unstable states, but also visits all the stable states. The transitionfrom one triple to the other forms a link among all distinguishing inputs. The sequences formedby connecting the triples are all minimum-length checking experiments. One of the minimum-length checking experiments is given in Table 3.8-2.

22Table 3.8-2 A Minimum-Length (13) Checking Experiment for XOR Input Latch.D0000001111110S1001111110000C1100100100100Q1000111000111States111024115712681393TriplesACBD3.9 Two-State BILBO LatchThe equation for a BILBO latch is

Q = C(B1D⊕ B2S)+Cq. Based on the setting of B1and B2, the latch can be configured to load D (when B1B2 = 11), reset the latch (when B1B2 =01), load S (when B1B2 = 00), and load

S⊕ D (when B1B2 = 10). The flow table for theBILBO latch is given in Table 3.9-1.Table 3.9-1 Flow Table for Two-State BILBO Latch.DS (C = 0)

00011110000111100001111000011110

B2 = 0B2 = 1

B1 = 0B1 = 1B1 = 0B1 = 1Q

24681012141618202224262830320

35791113151719212325272931331

DS(C = 1)

35343637

3840424439

4641

48505243

4503534

363738

4042443946

4148

505243451

Looking at the flow table, all the distinguishing states occur when C = 0, and all theunstable states occur when C = 1. Therefore, the BILBO latch is a single-input control statemachine, and C is the control input. There are 48 total states, and four more unstable states in thesecond row than in the first. Therefore, the length of a checking experiment must be at least 55.Appendix E shows that the length must be at least 58. One possible minimum-length sequence isshown in Table 3.9-2. Details of deriving a checking experiment are given in Appendix E.

2376363741235343831644451737344355837369484438103511401213421443151839461950482046213941224136234846244825373941452650273945522843293043425231324544335048ABCDEFGHJKLMNPQRFigure 3.9-1 Graphs of State Triples for Two-State BILBO Latch.Table 3.9-2 A Minimum-Length (58) Checking Experiments for Two-State BILBOLatch.D00000000001111111000000000111S00000011100000000000000111111B200000000000000111111111111111B101100000000111111111000000000C11001001000010010010010010010Q10001110000100011100011100011State35381023535344235174416324533275026183919214620224123TriplesEABHRNJKLD11111111111111111000111110000S11100000000111111111111100111B200000011111100111111111000000B100000000011111111111111111111C01001001001110010010010000010Q10001110001100011100011111100State736683792548243245434214304331295228304331151711134012TriplesCDMGQPF

243.10 Two-State CBILBO Latches CBILBO latches are an extension of BILBO latch that can operate simultaneously as apseudo-random pattern generator and a signature analyzer. Each of the two CBILBO latches hasa different mode signal. The first latch loads S when B1 = 1, and loads

Q1 = C(B1D⊕ S ) + Cq1, and the flow table is given in Table 3.10-1.The graphs of the state triples are shown in Fig. 3.10-1.Looking at the flow table, all the distinguishing states occur when C = 0, and all theunstable states occur when C = 1. Therefore, the CBILBO latch is a single-input control statemachine, and C is the control input. Since there are 24 total states, the length of a checkingexperiment must be at least 25. An example of a minimum-length sequence is shown in Table3.10-2. Details of deriving a checking experiment are given in Appendix F.Table 3.10-1 Flow Table for Two-State CBILBO.DS

00011110000111100001111000011110

C = 0C = 1

B1 = 0B1 = 1B1 = 0B1 = 1Q12468101214161819

2021

2223

2524035791113151718

1920

2122

232524

132181921419182058211892420620719212522102311 1222132317162421251425242015ABCDEFGHFigure 3.10-1 Graphs of State Triples for Two-State CBILBO Latch.

25Table 3.10-2 A Minimum-Length (25) Checking Experiment for CBILBO Latch.D1111110000001111111000000S0111111110000000001111000B11110000000000001111111111C1100100100100100100010010Q10111000111000111000011100State242515720641953182821917241614122313112210TriplesGCBADHFE4. D-Latch SimulationIn this section, three different tests for the D-latch simulated using HSpice are compared.The first test is a pin fault test set, which targets the faults on the input and output of the D-latch.A D-latch can be viewed as a multiplexer that selects between D and Q, with C being the selectsignal. The second test is a multiplexer-based test. Patterns for testing multiplexers can befound in [Makar 88]. The third test is the checking experiment derived in Section 3.2. The threetests are shown in Fig. 4-1. The implementation used for the simulation is shown in Fig. 4-2.Pin FaultC1001TestD1100Q1110MultiplexerC100100TestD110001Q111000CheckingC1100100ExperimentD1001110Q1000111Figure 4-1 Test Sequences for Simulating D-Latch.

26DQCM8M4M9M3M6M1M2M5CCM7M0CN1VddQCCVddVddFigure 4-2 Transmission Gate D-Latch.In the simulation, faults are injected by modifying the circuit description. The faultmodels used are based on the CrossCheck fault models [Sucar 89] and [Chandra 93]. The faultsinjected are shorted interconnects (STI), open interconnects (OPI), short-to-power (STP), short-to-ground (STG), transistor stuck-on (SON), and transistor stuck-open (SOP).In CMOS, there are some faults whose presence does not change the functionality of thehost circuit. Some of these cannot be detected (and thus are untestable or redundant). Othersthat cannot be detected by a Boolean voltage test (since the circuit functionality is correct) can,nevertheless, be discovered by a current test [Ma 95]. The simulations reported here recordwhether tests caused excessive supply current or incorrect outputs.The current limit for IDDQ testing is often determined experimentally, by plotting thevalues of many good and bad die, and selecting an appropriate threshold that would detect asmany faulty circuits as possible without discarding many good ones [Hawkins 89] and[Perry˚92]. Fig. 4-3 shows the IDDQ distribution for circuits with the faults described abovewhen the checking experiment was applied. Here IDDQf refers to the IDDQ value of a circuitwith a fault present, and IDDQg refers to the IDDQ value of the fault-free circuit. The graphplots the ratio of IDDQf / IDDQg (i.e. the ratio of IDDQ increase), versus the faults. The graphshows that all but 7 of the faults cause an IDDQ that is over 100 thousand times that of thenormal current. Using this graph, a threshold of 32 uA was selected. Maximum IDDQ for thefault-free circuit was about 320 pA.The results of the simulations are shown in the graph of Fig. 4-4. For each test threenumbers are reported: the number of faults detected by either a voltage or current test, the

27number of faults detected if the voltage measurement is used alone, and the number of faultsdetected if the current measurement is used alone. In spite of the fact that the checkingexperiments were generated to verify the functionality of the latches, the graph shows that, inaddition to detecting functional faults, they are very useful in detecting faults that only causeexcessive current. One drawback to the current tests is the large amount of time they require.The graph also shows that the pin fault test and the multiplexer test miss several faultsthat are detected by the checking experiment. The faults missed by each of the tests are showngraphically in Fig. 4-5 through 4-7. In these figures white ovals indicate SOP or OPI faults,black ovals indicate SON faults, and thick black lines indicate STI faults. All STP and STGfaults are detected by all three tests.Number of Faults1100100001000000100000000100000000000102030405060 IDDQf / IDDQgFigure 4-3 IDDQf / IDDQg Distribution.

Test TypeNumber of Fault Detected010203040506070PinMuxCheckingExp645954473433464160Either Voltage or CurrentVoltage AloneCurrent AloneFigure 4-4 Fault Coverage of the Three Test Sets (Total Faults = 67).

28DQCM8M4M9M3M6M1CM7M0CN1VddQCM2M5CCVddVddFigure 4-5 Faults Missed by Checking Experiment.DQCM8M4M9M3M6M1CM7M0CN1VddQCM2M5CCVddVddFigure 4-6 Faults Missed by Multiplexer Test.

29DQCM8M4M9M3M6M1CM7M0CN1VddQCM2M5CCVddVddFigure 4-7 Faults Missed by Pin Fault Test.The faults missed by the checking experiment fall into one of two categories. The faultson the M0 transistor cause the number of states to increase. With the presence of the fault, theapplication of CD = 10 when in state 7 (see Table 4-1), produces an output of 0. However, whenthe same input is applied to state 3, the output is 1. Therefore, states 7 and 3 cannot be in thesame internal state, and there must be a third internal state. The stuck-on fault on M5 is notdetected because it is on the feedback path. Even though not indicated in the figures, the NMOStransistors of the transmission gates are stronger than their PMOS counterparts. This makes itpossible to detect M2 stuck-on, but not detect M5 stuck-on.Table 4-1 Flow Table for Two-State D-Latch.CDQ00011110247

603576

1As mentioned earlier, some faults are only detected by current measurement. In the D-latch, there are two kinds of faults that are detected by current and not by voltage. A stuck-onfault in M8 or M9 would cause a large IDDQ current when the corresponding NMOS transistoris turned on. However, due to the sizing ratio between the two transistors, the output voltagevalue would not be affected enough to be detected. In fact, the inverter would behave as an

30NMOS inverter rather than a CMOS inverter. A plot of the relevant voltages and currents in thecircuit with M8 stuck-on fault are shown in Fig. 4-8. In these graphs,

Q has a fault-free value of0 volts between 10 and 40 ms. With the presence of the fault, this voltage is around 1 volt,which is not high enough to be detected by a voltage test. In the same time frame, the IDDQcurrent reaches 2.5 mA. The other kind of faults that are only detected by current measurementsare the stuck-open faults on M6 and M1, and faults on transmission gate in the feedback path.These faults cause voltage degradation on N1 which in turn causes M8 or M4 to turn on whenthey should not, raising the IDDQ current. A plot of the relevant voltages and currents in thecircuit with M1 stuck-open fault are shown in Fig. 4-9. For the circuit with M5 stuck-open fault,the voltages and currents are shown in Fig. 4-10. In this case, the current reaches around 50 uA.Even though this value is much lower than that of M8 stuck-on fault, it is still above thethreshold of 32 uA.Some faults can only be detected by voltage measurements. Stuck-open faults on M3,M4, M8, and M9 do not substantially increase the IDDQ current. Also, a STI fault between Dand N1 does not increase the IDDQ current.Time (ms)Voltage (volts)012345010203040506070N1QTime (ms)Current (uA)050010001500200025003000010203040506070IDDFigure 4-8 HSpice Output for M8 Stuck-On.

31Time (ms)Voltage (volts)012345010203040506070N1QTime (ms)Current (uA)050100150200250300010203040506070IDDFigure 4-9 HSpice Output for M1 Stuck-Open.Time (ms)Voltage (volts)0123456010203040506070N1QTime (ms)Current (uA)0102030405060010203040506070IDDFigure 4-10 HSpice Output for M5 Stuck-Open.

325. ConclusionsTen latch types were studied. For each, we derived requirements that can be used toverify whether or not a given sequence is a checking sequence. In addition, one example of aminimum-length checking sequence is derived for each latch type.These checking sequences are guaranteed to detect any latch defects that do not increasethe number of states and do not cause the latch operation to depend on other elements in thedesign (coupling or transition faults). To investigate whether the increase-in-state restrictioncould be a problem, one latch implementation was simulated using HSpice for several faults thatcould cause extra states. The checking sequence missed only two faults that cause an increase instate. A test set for the pin faults of the latch, and a test set for the multiplexer in the latch werealso simulated. These two tests missed faults that were detected by the checking sequence.These checking sequences are, in fact, shorter than some of the popular �rule of thumb�sequences such as �read 0 to 1, 1 to 0, 0 to 1, 1 to 1� and also shorter than sequences derived byensuring that all possible transitions in the flow table are activated by the test sequence.We feel that the checking sequences are a thorough, efficient technique for testinglatches.6. AcknowledgmentsThe authors would like to thank Jonathan Chang and Erin Kan for their valuablecomments. This work was supported in part by the Ballistic Missile Defense Organization,Innovative Science and Technology (BMDO/IST) Directorate and administered through theDepartment of the Navy, Office of Naval Research under Grant No. N00014-92-J-1782, in partby the Advanced Research Projects Agency under Contract No. DABT63-94-C-0045, and in partby the National Science Foundation under Grant No. MIP-9107760. It was also funded in partby Cirrus Logic.7. References[Al-Assadi 93] Al-Assadi, W.K. �Faulty Behavior of Storage Elements and Its Effects onSequential Circuits�, IEEE Transactions on VLSI, Vol. 1, No. 4, December, 1993.[Chandra 93] Chandra, S et. al. �CrossCheck: An Innovative Testability Solution,� IEEE Designand Test, pp. 56-68, June, 1993.[Friedman 71] Friedman, A.D. and P.R. Menon, Fault Detection in Digital Circuits, Prentice-Hall, Inc., Englewood Cliffs, New Jersey, 1971.[Hawkins 89] Hawkins, CF. �Quiescent Power Supply Current Measurement for CMOS ICDefect Detection,� IEEE Trans. on Industrial Electronics, pp. 211-218, May 89.[Hennie 64] Hennie, F.C. �Fault Detecting Experiments for Sequential Circuits,� Proc. of theFifth Annual Switching Theory and Logical Design Symposium, S-164, Princeton, N.J., pp.95-110, 1964.

33[Lee 90] Lee, K.J. and M.A. Breuer, �A Universal Test Sequence for CMOS Scan Registers,�IEEE Custom Integrated Circuits Conference, pp. 28.5.1-28.5.4, 1990.[Makar 88] Makar, S.R., and E.J. McCluskey, "On the Testing of Multiplexers," Proc. Int. TestConf., pp. 669-679, 1988.[Ma 95] Ma, S., P. Franco and E.J. McCluskey, �An Experimental Chip to Evaluated TestTechniques, Experimental Results,� submitted to ITC 1995.[McCluskey 86] McCluskey, E.J., Logic Design Principles, Prentice-Hall, New Jersey, 1986.[Perry 92] Perry, R.. �IDDQ Testing in CMOS Digital ASICs - Putting It All Together,� Proc.Int. Test Conf., pp. 151-157, 1992.[Reddy 86] Reddy, M.K.and, S.M. Reddy, �Detecting FED Stuck-Open Faults in CMOS Latchesand Flip-Flops,� IEEE Design and Test, pp. 17-26,1986.[Saxena 93] Saxena, N. R. et. al., �Algorithmic Synthesis of High Level Tests for Data PathDesigns,� FTCS, pp. 360-369, 1993.[Sucar 89] Sucar, H., �High Performance Test Generation for Accurate Defect Models in CMOSGate Array Technology,� ICCAD, pp. 166-169.

34Appendix A Details of the Two-State MD-LatchThe graphs of the state triples for the MD-latch are shown in Fig. A-1. The flow table isgiven in Table A-1. The lower bound on the length of the checking experiment is 25, since thereare 24 total states. Fig. A-2 shows the relationship between the triples. In this graph, each noderepresents a triple from Fig. A-1. An arrow indicates that the distinguishing states of the firsttriple is adjacent (differ in one input variable) to the setup state of the second triple. The graphconsists of two disjoint parts which implies that at least one extra pattern is needed to connect allthe triples. This implies that at least one additional pattern is needed, raising the minimumlength to 26.Fig. A-3 shows how the total states corresponding to the extra patterns connect the sub-graphs. Starting with A, C, E or H would mean only one transition between the two sub-graphs.Since the first triple starts with a synchronizing input, extra patterns would be needed to applythe distinguishing setup state of the first triple. For example, suppose we start with triple E. Thiswould make the sequence end with triple A in state 2. Then adding state 6 to the end of thesequence would require two additional inputs, raising the length to 27. If the triple used to startthe sequence has a distinguishing setup state that connects the two sub-graphs, then no additionalinputs are needed. The triples B, D, F and G satisfy this criteria. For example, the distinguishingsetup state of triple B is state 5. This happens to be the one of the states than can connect E to A.However, starting in state B, D, F, or G requires an extra input to go back to the original sub-graph making the length 26, the minimum length. Since there are four triples that can be split,and in each case there are two choices for states between the sub-graphs (note that there aren’tfour, because the original starting state of the starting triple must be one of the two statesbetween the two sub-graphs), then there are 8 minimum-length checking experiments. Since adistinguishing state is used as the setup state for all the triples, then, from Theorem 2, anysequence formed by the graph corresponds to a checking experiment. One such checkingexperiment was shown in Table 3.4-2 in Section 3.4.Table A-1 Flow Table for Two-State MD-Latch.DS00011110000111100001111000011110C = 0C = 1T = 0T = 1T = 0T = 1Q246810121416182019

212223

2524035791113151718

20192122

232524 1 35AEBCFGDH1022231116241721256207198211824912202223131424251518221342023519Figure A-1 Graphs of State Triples for Two-State MD-Latch.AFDHEBGCFigure A-2 Constraint Graph for State Triples.

AFDH EBGC

5,94,812,1613,1712345678Figure A-3 Connecting the Disjoint Graph.Appendix B Details of the Two-State Two-Port LatchThe graphs of the state triples for the Two-Port latch are shown in Fig. B-1. The flowtable is shown in Table B-1. Fig. B-2 shows the relationship between the triples. A light arrowindicates that the distinguishing state of the first triple is adjacent to the setup state of the secondtriple. A dark arrow indicates that the distinguishing state of the first triple is the setup state ofthe second triple.The lower bound on the length of the checking experiment is 19, since there are 16 totalstates, and states 2 and 7 appear twice as the only distinguishing states of triples. States 6 and 3 36appear twice as starting states. Of course, an unstable state could be used instead as the startingstate but that would still require an additional pattern. This raises the minimum length to 20.Looking at B and F, if B comes before F in the sequence, then state 5 must appear twice. If Bcomes after F in the sequence then state 4 must appear twice. The same argument can be appliedto D and H. This raises the minimum length to 22. Now, looking at the graph in Fig. B-2, if Band F directly follow one another, and H and D directly follow one another, then it will not bepossible to go through the whole graph without adding another pattern. But, if B and F do notdirectly follow each other, then both states 4 and 5 must appear twice. So in all cases, anotherpattern is needed, raising the minimum length to 23.The connections between the nodes in Fig. B-2 form links between the distinguishinginputs. Only 3 links are needed to form a chain. The links are shown graphically in Fig. B-3.Any continuous traversal of this graph would form all links at least once. Therefore, thesequences generated are checking experiments. The order of one such sequence is marked on thegraph of Fig. B-2. The actual checking experiment is shown in Table 3.5-2 in Section 3.5.Table B-1 Flow Table for Two-State Two-Port Latch.D1D200011110000111100001111000011110C2 = 0C2 = 1C1 = 0C1 = 1C1 = 0C1 = 1Q

2468101211

131415

1716--0357910

12111314

151716

-102133124115612711810913414515142153616717168179ABCDEFGHFigure B-1 Graphs of State Triples for Two-State Two-Port Latch.

37CGBDAHEF 12345678Figure B-2 Constraints on Order of Triples.CGBDAHEF

11,01

11,10

11,01

00,01

00,10

00,01Figure B-3 Links in Triples.Appendix C Details of the Two-State Load Enable LatchThe graphs of the state triples for the Load Enable latch are shown in Fig. C-1. The flowtable is given in Table C-1. This latch is unique in that it has more distinguishing inputs thansynchronizing inputs. The distinguishing states are shown graphically in Fig. C-2. In this graph,two states connected by an edge can follow each other in the sequence. The triples and thegraphs of Fig. C-2 can be combined to produce minimum-length checking experiments. Thereare two ways to order the graphs to achieve a minimum-length checking experiment, ADBC andBCAD. Each of these orders contains two sequences. For example, either state 10 or state 8could be used to go from Graph A to Graph D. If state 10 is selected then state 12 must be usedto go from Graph D to Graph B. Similarly, there are two choices in going from Graph B toGraph C. This gives a total of four possible sequences for each graph order, and a total of eightminimum-length checking experiments. One of these checking experiments is shown in Table3.6-2 in Section 3.6.Since the states in Graph C are distinguishing states of all the distinguishing inputs, andsince the sequences described go through all the states in Graph C before going into any other

38state, the sequences described above form a chain for all the distinguishing inputs. Hence, all thesequences form a chain among the distinguishing inputs.Table C-1 Flow Table for Two-State Load Enable Latch.LD0001111000011110

C = 0C = 1

Q2468101215

140357911131514

14811910151261415137ABFigure C-1 Graphs of State Triples for Two-State Load Enable Latch.5937111348261012CDFigure C-2 Distinguishing States Adjacent States Can Follow Each Other inSequence.Appendix D Details of the Two-State D-Enable LatchThe graphs of the state triples for the D-Enable latch are shown in Fig. D-1. The flowtable is given in Table D-1. The lower bound on the length of the checking experiment is 15,since there are 12 states, there are two more unstable states in one row than the other, and the

39latch is a single-input control state machine. The only way to state 3, the setup state of triple A,is to go through state 7 followed by either state 5 or state 9. The situation is shown in Fig. D-2.Suppose state 5 is picked. To enter state 9, either state 7 must be entered once again, or state 9 isfollowed by state 3, making state 3 be entered again. In either case one more pattern is neededraising the minimum length to 16.Fig. D-3 shows the constraint between the state triples. One possible sequence of triplesis BCDA. This sequence is shown in Fig. 3.7-2 of Section 3.7, and is of minimum length since ithas 16 patterns.Table D-1 Flow Table for D-Enable Latch.DE0001111000011110C = 0C = 1Q2468101211

140357910

121114

102314811912411561471112ABCDFigure D-1 Graphs of State Triples for D-Enable Latch.59731110Figure D-2 Constraints on States.

40DA59CB6Figure D-3 Constraint Graph for State Triples.Appendix E Details of the Two-State BILBO LatchThe graphs of the state triples for the BILBO latch are shown in Fig. E-1. The flow tableis given in Table E-1. The lower bound on the length of the checking experiment is 55, sincethere are 48 total states and there are four more unstable states in the lower row of the flow tablethan in the upper one. Fig. E-2 show the relationship between the triples. The graph containsfour disconnected subgraphs. The smallest subgraph contains only triple F. Fig. E-3 shows howthe F subgraph can be joined to the other subgraphs. Since F connects to the middle of two othersubgraphs, the subgraphs would need to be split. Each split would result in the addition of twopatterns. To avoid splitting both subgraphs, which would result in 59 patterns, F should either bethe first or last triple.Table E-1 Flow Table for Two-State BILBO Latch.DS

(C = 0)

00011110000111100001111000011110

B2 = 0B2 = 1

B1 = 0B1 = 1B1 = 0B1 = 1Q

24681012141618202224262830320

35791113151719212325272931331

DS(C = 1)

35343637

3840424439

4641

48505243

4503534

363738

4042443946

4148

505243451

41If F were the first triple, state 13 would need to be preceded by one of the followingsequences: 35,3,5; 35,3,11; 43,31,15; 43,31,29. The first pattern in each of these sequences isaccounted for in the bound by the initialization factor. The second two patterns in the sequencedon�t account for any of the other triples, so they will add to the minimum length. So theminimum length becomes 57. The distinguishing state of triple F is state 12. This state is notadjacent to the setup state of any triple. Therefore, an additional pattern is needed raising theminimum to 58. Now, suppose that triple F is in the last triple. Again 58 patterns are needed.Fig. E-4 shows the setup of one possible sequence. The actual sequence is shown in Table 3.9-2in Section 3.9.76363741235343831644451737344355837369484438103511401213421443151839461950482046213941224136234846244825373941452650273945522843293043425231324544335048ABCDEFGHJKLMNPQRFigure E-1 Graphs of State Triples for Two-State BILBO Latch.

42DHRNJKLCMBAEGQPFFigure E-2 Constraint Graph for State Triples.DHRNJKLCMBAEGQPF10429151152814Figure E-3 Connection of Triple F to Other Triples.DHRNJKLCMBAEGQPF2353245111715313043Figure E-4 Connecting the Disjoint Graph

43Appendix F Details of the Two-State CBILBO LatchThe graphs of the state triples of the CBILBO latch are shown in Fig. F-1. The flow tableis given in Table F-1. The lower bound on the length of the checking experiment is 25, sincethere are 24 states. Fig. F-2 shows the relationship between the triples. The graph is split intotwo disjoint sub-graphs. Fig. F-3 shows how the two sub-graphs can be connected with oneadditional state in the sequence. The minimum-length checking experiment can be achieved ifthe state used to connect the two disjoint graphs is a distinguishing setup state of the startingtriple. This can be done if triple G (distinguishing setup state is 14), H (distinguishing setup stateis 17), F (distinguishing setup state is 12) or E (distinguishing setup state is 11). The minimum-length checking experiment starting with triple G is shown in Table 3.10-2 of Section 3.10.From Theorem 2, a sequence derived from the graph in Fig. F-3 forms a chain among all thedistinguishing inputs.Table F-1 Flow Table for Two-State CBILBO Latch.DS

00011110000111100001111000011110

C = 0C = 1

B1 = 0B1 = 1B1 = 0B1 = 1Q

2468101214161819

2021

2223

2524035791113151718

1920

2122

232524

132181921419182058211892420620719212522102311 1222132317162421251425242015ABCDEFGHFigure F-1 Graphs of State Triples for Two-State CBILBO Latch.

44ADHBCGEFFigure F-2 Constraint Graph for State Triples.ADHBCGEF1410151113171216Figure F-3 Connecting the Disjoint Graph.